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Abstract

In this article, the authors consider the essence of human and civil security, determine the factors that threaten
it, and the consequences that violations of human rights, including the right to personal security, lead to. By
personal security, the authors understand the state of absence of danger when interacting with objects of the
external environment and the process of ensuring legal guarantees for the implementation of constitutional
rights and freedoms. Security cannot exist without danger; it finds its existence with the emergence of threats.
Personal security is threatened by wars, socio-economic instability, poverty, corruption, crime, domestic
interethnic and religious conflicts, injustice, etc. The consequence is a violation of human rights, primarily the
right to life and restrictions on its freedoms. The, the subject of this study is relevant. The purpose of this
study was to find threats to personal security and analyse the possibilities of their elimination by political
and legal means. The methodological basis of this paper was the dialectical approach, as well as several other
methods: formal logical, systematic, formal legal, structural-functional. Results: personal security, as a special
type of human and civil security, despite its close relationship with the security of society and the state, is an
independent socio-legal phenomenon that requires special attention. Personal security is ensured, foremost,
by the norms of constitutional, criminal, and administrative law. Restriction of the rights and freedoms of
offenders, however, may be accompanied by restriction of the rights and freedoms of law-abiding citizens. The
originality of this study lies in the investigation of political and legal guarantees of personal security and the
identification of opportunities for its provision in the modern world, considering the principles of the rule of
law, civil society, and justice. Security as a complex social phenomenon is an element of other complex social
systems, which include a human, society, the state, as well as the economic, political, and spiritual spheres of
public life. Security is an essential factor in the functioning and very existence of all social systems. The main
subject that organizes the life of society is the state. The international community also plays an essential role
in this process
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Introduction

Human security, life and health, honour and dignity are
the highest social values in Ukraine. Personal security
implies the following: the absence of threats from any-
one within the borders of the state; the use by citizens
of all civil, political, social, economic, and cultural rights
prescribed by the Constitution; the rule of law, legal
equality and justice; the opportunity to take part in pub-
lic life and exercise all legitimate interests.

Any interaction with other people, communities,
technical means, etc. can be a potential source of danger
to humans. Six groups of hazards are distinguished by
origin: natural, technogenic, anthropogenic, ecological,
social, biological, which are further subdivided by the
particular source and object of influence, methods of
influence and consequences, possibilities of counter-
ing the danger, etc. This study is limited to a group of
social hazards.

The exercise of the right to personal secu-
rity means the duty of the state to provide its citizens
with the security and protection of life, health, and free-
dom, which is difficult to do at the present stage of socie-
ty’s development, given the circumstances, primarily the
war that russia has unleashed against Ukraine. Recently,
the president of Ukraine, in his speech at the GLOBSEC
International Security Forum in Bratislava, stressed:
“we must respond to all the challenges and dangers that
the russian federation has created for us. Politics, econ-
omy, military sphere, food, ecology, migration - there is
no area of our life in which there is no catastrophe, cri-
sis, threat of catastrophe or crisis as a result of russia’s
actions” (President of Ukraine..., 2022).

The right to personal security is proclaimed in the
documents of international organizations. Specifically,
the Preamble of the UN Charter stipulates: “we, the peo-
ples of the United Nations, determined to save succeed-
ing generations from the scourge of war, ... to reaffirm
faith in fundamental human rights, in the dignity and
worth of the human person, in the equal rights of men
and women and of nations large and small, and to estab-
lish conditions under which justice and respect for the
obligations arising from treaties and other sources of
international law can be maintained and to promote
social progress and better standards of life in larger free-
dom, and for these ends, to practice tolerance and live
together in peace with one another as good neighbours,
and to unite our strength to maintain international peace
and security, and to ensure ... that armed force shall not
be used, save in the common interest, have resolved
to combine our efforts to accomplish these aims”. In
connection with russia’s efforts to achieve its interests
exclusively through the military plane, by force, the
issue of personal security is still relevant, and it is clear
that this relevance will stay for many years to come.

But this is not the only threat to personal secu-
rity. The growing number of crimes and other offences
that threaten personal safety forces us to constantly
search for the most effective ways to deal with the dan-
ger. Furthermore, the state itself in some cases (state of
emergency, martial law) is forced to restrict the personal
safety of citizens, but only legally. The means and con-
ditions for ensuring personal security are its legal guar-
antees, which the state must constantly improve. Pres-
ently, this duty of the state is receiving special attention.
Accordingly, the subject of this study is relevant.

The purpose of this study was to identify threats
to personal security and analyse the possibilities of their
elimination by political and legal means.

The originality of this study lies in the investiga-
tion of political and legal guarantees of personal security
and the identification of opportunities for its provision
in the modern world, considering the principles of the
rule of law, civil society, and justice.

The results of this study will contribute to cre-
ating conditions for real human security and the social
systems to which it belongs, preserving their integrity,
sustainable development, and effective functioning. This
is their practical significance.

The problem of ensuring the security of indi-
viduals, society, and the state has been investigated by
scientists mainly in the context of war and peace and
changes in the environmental situation for the better.
Specifically, F. Crump, F. Hegazi & Stacey D. Van Deveer
proposed three mechanisms by which improved natu-
ral resource management in post-conflict contexts could
theoretically have a positive impact on the world: a) the
contact hypothesis, according to which promoting inter-
group cooperation substantially reduces bias; b) dissem-
ination of transnational norms, where the introduction
of environmental and other good governance norms
supports human empowerment and strengthens civil
society; c) the rendering of public services when the pro-
vision of access to public services meets the instrumen-
tal needs of communities, thereby strengthening their
faith in the state (Krampe et al., 2021).

The impact of coronavirus on human rights and
security was investigated by O. Nye, who justified the
opinion that fear can change the attitude of citizens
towards freedom. As global and environmental threats
increase, citizens may be inclined to give up some of
their constitutional rights. The desire for security can
quickly undermine the desire for freedom. This leads to
people choosing the authority of a leader over the eth-
ics of democratic discussion (Nay, 2020). Citizens’ per-
ception of security issues, namely emotional responses
to threats to national security, is considered by L.G. Valla
(Valla, 2022). Constitutional means of ensuring human

!Charter of the United Nations. (1945, October). Retrieved from https://www.icj-cij.org/charter-of-the-united-nations#:~:text=The%?20
Charter%200f%20the%20United,integral%20part%200f%20the%20Charter.
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security were investigated by V. Tyhyi, who argued that
human security is ensured by human rights, freedoms,
and their guarantees, and considered security as an
objective state and subjective sense of physical, social,
and moral protection of a person, their rights and free-
doms (Tyhyi, 2016). The specifics of human rights and
security in the digital age were investigated by O. Pet-
ryshyn & 0. Hyliaka, who cocluded that the era of digi-
tal technologies provides entirely new and qualitatively
different opportunities for their implementation, but at
the same time it creates new challenges and threats to
ensure these rights and freedoms (Petryshyn & Hyli-
aka, 2021). The recognition of security as an element of
statehood, which is related to the concept of humanism
and human rights, is characteristic of V. Pylypchuk, P.
Bohutskyi & I. Doronin, who suggested considering the
law of national security as an independent branch of law
that manifests its social significance in the legal support
of national security (Pylypchuk et al., 2021).

These authors considered the essence of national
and personal security, analysed numerous threats to
national security, its connection with human rights, and
determined the importance of security for human exist-
ence. However, the named scientists did not focus on
political and legal guarantees of personal security and
the possibilities of ensuring it in the modern world,
when new, unprecedented threats emerge. The study
of these issues is necessary for both legal science and
political and legal practice. Such study is the task of the
authors of this paper.

Materials and Methods

The methodology of this paper is based on a dialec-
tical approach. It makes provision for concreteness,
comprehensiveness, and objectivity in the considera-
tion of political and legal institutions and phenomena,
at the same time, their inherent connections and con-
tradictions are established, the interdependence of the
essence of the phenomenon and its form is character-
ized, etc. This allowed investigating the essence of per-
sonal security, its interpretation in connection with other
social phenomena. Thanks to the dialectical approach,
the causes of processes leading to security threats are
explained, and the consequences of these threats for
humans, society, and the state are determined.

The formal logical method was used to analyse
terms, such as “security”, “personal security”, “corrup-
tion”, etc. This method helped identify logical contradic-
tions in the structure of certain judgments, which allowed
avoiding errors in scientific research. Two methods of
the formal logical method - analysis and synthesis -
were mainly used, as well as the laws of formal logic -
identity, contradiction, excluded third, sufficient grounds.

The system method was used in the study of
the components of the phenomena under study, while
attention was focused on the study of their integral,

Law Journal of the National Academy of Internal Affairs, 12(4), 9-16
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integrative properties, which are inherent in the system
as a whole, but are absent from its elements. However, it
will not be possible to know the system as a whole, even
if one conducts an in-depth analysis of each of the ele-
ments of the system, since the properties of elements,
although they affect their own systems, do not give
a complete picture of them. When analysing the ele-
ments of the system, the systemic approach requires
paying attention to their importance for the system as
a whole, to the functions performed by the elements in
the system, to the connections and relations between
the elements. This method expands the boundaries of
knowledge about security, since it is not the subject of
research in any one science. It involves considering the
entire set of objective and subjective factors that affect
the formation of threats and their perception by humans,
considering theoretical and practical aspects in dialec-
tical unity and interdependence.

The formal legal method is used to formulate
legal terms. This method is formed within the frame-
work of law based on formal logic. It was used only in
the study of legal categories of political and legal reality.
The main functions of the formal legal method were to
obtain knowledge about threats to human security and
form a scientific system of legal knowledge obtained as
a result of the study.

The structural and functional method helped
identify the components of the security phenomenon,
its functions and tasks. The use of the methodology of
a systematic approach (according to structural and func-
tional analysis) is determined precisely by the objective
conditions of society’s existence. A comprehensive and
complete study of state and legal reality is impossible
without the use of both functional and institutional,
structural methods in the aggregate: in-depth knowl-
edge of state and legal phenomena is impossible with-
out research not only of the static structure of a given
state or legal institution, but also an understanding of
those aspects and properties that are actualized by this
institution as a result of its functioning, achievement of
the goals and tasks assigned to it, as well as the results
of various areas of its activity.

Results and Discussion

The current stage of development of human civilization is
characterized by the fact that it is necessary to overcome
new threats, dangers, challenges that require innovative
approaches to their solution (Tymoshenko et al., 2021).
Any threat is characterized by the most important essen-
tial signs, it is an actualized form of danger in its trans-
formation from a possibility into reality and the intention
of some subjects to harm others (Dzyoban, 2006, p. 38).

In modern Ukrainian language, the word “secu-
rity” means a state when no one or nothing is threatened
by anyone (Dictionary of the Ukrainian language, 2010,
p. 430). Security can be considered as a state of protection

71
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of vital interests of the individual, society and the state
from external and internal threats (Khramov, 2003, p. 42).

It is worth noting that an individual, being them-
selves a subject and object, is present in all other secu-
rity systems, thereby playing a basic system-forming
role. The position of the individual is determined by the
state, society, and nature. Personality is a biosocial sys-
tem, and acts simultaneously in the role of both a person
as a member of society and a person as a living organism
that exists in the limited parameters of the environment.
Being in the focus of almost all dangers, specifically, any
destructive socio-political, environmental, ethnic and
technical events, the individuals themselves suffer (Dud-
nikova, 2003, p. 13-14).

The UN Charter of 1945' became the first interna-
tional act whose goals are based on general respect for
human rights; in Articles 1 and 55, it obliged the United
Nations to promote respect for human rights and fun-
damental freedoms for all, regardless of race, sex, lan-
guage, or religion. These goals were further developed
in the Universal Declaration of Human Rights (UDHR)?
adopted by the UN General Assembly on December 10,
1948. In the preamble, it is stated that the recognition of
the inherent dignity of all members of the human fam-
ily and their equal and inalienable rights is the basis of
freedom, justice, and universal peace.

The provisions of the UDHR and other interna-
tional conventions and covenants have become the basis
of national constitutions. The Ukrainian state declared in
Article 3 of its Constitution that a human, their life and
health, honour and dignity, inviolability and security are
recognized as the highest social value®. The content and
direction of the state’s activities determine human rights
and freedoms and their guarantees.

It is quite obvious that a state can be safe only if
certain conditions are met, specifically, its territory is
not under threat; its people feel safe regardless of their
place of residence, their existence and development
are guaranteed, and their rights and freedoms are pro-
tected; power is sovereign and exists pursuant to the
Constitution (Gierszewski, 2018).

The global community as a whole also needs
security. Without this, personal security is impossible.
The problem of security of the international community
includes issues of preserving and maintaining peace,
international policy of preventing the escalation of con-
flicts and the growth of local wars, reducing weapons
of mass destruction and conventional weapons, ban-
ning certain types of weapons and eliminating their
reserves, etc. The doctrine of human rights can pro-
vide the necessary framework for the continued coex-
istence of human communities in the conditions of an

increasingly dangerous and interdependent world -a
world where the collective survival of humanity is at
stake. To survive and be successful, the idea of human
rights must adapt to all sorts of new threats, to all sorts
of new challenges. Seeing in the theory of human rights
“the distillation of accumulated historical wisdom and
the best level of approximation to the moral truth
regarding the human condition”, it can be perceived as
the best hope of people for the future of humanity itself
(Holovatyi, 2016).

Personal security of citizens has always been
considered as an opportunity to enjoy life, health, and
physical freedom without hindrance. The presence
of these benefits is a necessary prerequisite for a full-
fledged existence in society. The state should provide
(including legislatively) favourable conditions for the
enjoyment of citizens’ rights concerning personal secu-
rity. It is this approach that will contribute to the devel-
opment of an individual as an active subject of ensuring
their security, along with public and state institutions
that have their own protection mechanisms. In the con-
text of the development of civil society and the rule of law,
whose interests focus on the rights, freedoms, and pro-
tection of the individual, legal problems of personal secu-
rity of a human and citizen acquire special importance.

The level of development of the legal system,
economy, politics, and ideology affects the ability to
achieve personal security. A special role is assigned to
political and legal means - a political regime, developed
legislation, an effective mechanism of legal realization,
and a prominent level of legal consciousness. The mere
existence of legal norms that consolidate the rights of
citizens to life, health, and freedom does not mean that
every citizen is automatically guaranteed personal safety.
Such norms are a necessary but insufficient condition for
the real safety of the individual in the practice of social
relations. The principal legal means of ensuring personal
security, according to the authors of the article, is law
enforcement. The subject of law enforcement is an active
participant in law enforcement relations endowed with
proper competence, who has the main role in the devel-
opment and promotion of these relations towards solv-
ing particular life situations through acts of law enforce-
ment. The enjoyment of many rights and freedoms can
only be achieved through law enforcement. This applies
to all those cases when, to exercise a particular right,
a citizen will have to enter into legal relations with
a state body, official, or organization that is competent
to satisfy their particular claims for the use of certain
social benefits and their demands for personal safety.

The ability to achieve human security depends
substantially on the security of the entire society. In

!Charter of the United Nations. (1945, October). Retrieved from https://www.icj-cij.org/charter-of-the-united-nations#:~:text=The%?20
Charter%200f%20the%?20United,integral%?20part%200f%20the%20Charter.
2Universal Declaration of Human Rights. (1948, December). Retrieved from https://www.un.org/en/about-us/universal-declaration-of-

human-rights.

3The Constitution of Ukraine. (1996, June). Retrieved from https://zakon.rada.gov.ua/laws/show/254%D0%BA/96-%D0%B2%D1%80#Text.
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society, there is a common life activity of people united by
common values, interests, and goals. However, such unity
is possible only when the political power represented by
the state creates the necessary conditions for this, allow-
ing citizens to meet their material needs, take an active
partin political life and freely fulfil their creative potential.

Presently, the state of affairs with ensuring per-
sonal security in Ukraine leaves much to be desired.
The economic situation, escalating social contradic-
tions, crime, and especially the russian-Ukrainian war
are a serious threat to individual security.

From the standpoint of the economic situation,
the greatest threat to human security is corruption.
Corruption is usually seen as the abuse of entrusted
power for personal purposes. Corruption is currently
a global issue that entails poverty, greed, unemployment,
weak government institutions and lack of law enforce-
ment, and it exists in every country at various levels,
despite the efforts of national and international regula-
tory bodies to tackle it (Bahoo, 2020). Corruption hin-
ders a country’s economic development and adversely
affects investment, competition, and government effi-
ciency (Bui et al., 2021).

In 2021, Ukraine worsened its performance in
the Corruption Perceptions Index and dropped to 122"
place in the world. According to Transparency Interna-
tional Ukraine, Ukraine moved from 117% to 122" place
out of 180. Over the course of a year, Ukraine lost one
point in the Corruption Perceptions Index and now has
32 points out of a possible hundred. Over the past few
years, Ukraine has managed to become the most cor-
rupt state in Europe and one of the most corrupt states
in the world, rapidly outstripping the already “tradi-
tional” corrupt states. Currently, in the general rank-
ing, Ukraine is next to Eswatini, Zambia, Nepal, Egypt,
and the Philippines (Ukraine has lost positions..., 2022).

The most usual form of corruption is bribery.
Bribery is defined as the acceptance of an offer, promise,
or receipt of an unlawful benefit by an official, as well as
arequest to provide such an advantage for themselves
or a third party before the official performs or fails to
perform any action using the power or official posi-
tion granted to them in the interests of the person offer-
ing, promising, or providing an unlawful benefit, or in the
interests of a third party. Responsibility for this is pre-
scribed in Article 368 of the Criminal Code of Ukraine™.

Bribery can be formally considered in the form of
its typical and common manifestations: unofficial pay-
ment or “a token of gratitude”; a gift - a material object,
a thing that is given at one’s own will and given free of
charge to satisfy certain needs; unofficial payment as “fee
for services”. If an informal payment in the form of “a
token of gratitude” is usually given by “those who thank”
for receiving a service, then this payment as payment for
a service is always made before the service itself is pro-
vided (to receive it in the proper form with the right to
receiving it) or during its implementation (to “improve”
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the dynamics and other qualitative characteristics of the
consumed service, having the right to it; to obtain an
unfair advantage against the background of other con-
sumers of this service, e.g., advancement in the queue
towards certain benefits, etc.). Based on the received
bribe or as a result of other abuse of official powers,
a corrupt official can provide patronage (grant illegal
privileges), which in a broad sense is expressed in the fact
that the corrupt official, using their position, distorting
the principle of equality of human rights (predominantly
in access to public service), provides advantages for one
person or a group of persons, guided not by public, but
by their personal interests and benefit (Buiter, 2021).

Curbing corruption in modern Ukraine is one of
the urgent issues. The shadow economy, which must be
substantially reduced, is no less a problem. It is neces-
sary to simplify and make the taxation mechanism more
transparent, to reduce monopolies to a minimum
(through distribution or competition from the European
Union). Any remaining monopolies should be regulated
transparently (Hladky, 2018). Without the implementa-
tion of these tasks, personal security is impossible.

Notably, the guarantee of state security in relation
to human security is related to the duty of the state to rec-
ognize, respect, and protect human and civil rights and
freedoms. A considerable role in ensuring human security
belongs to criminal law regulation, the implementation
of the protective function of criminal law. The organiza-
tion of criminal law protection of human security against
criminal encroachments is only part of the multifaceted
problem of ensuring personal security. The tragic events
of recent times, specifically the russian-Ukrainian war,
terrorism, increasing crime rates, ubiquitous corrup-
tion, as well as the blatant inability of law enforcement
officers to ensure the safety of citizens, necessitate the
solution of such issues as the ratio of constitutional rights
to freedom (on the one hand) and security guarantees and
effectiveness of security measures currently in use (on
the other hand). After all, for the sake of human security,
this human'’s freedom can be limited (Anyanwu, 2018).

The current criminal legislation has certain
shortcomings. What is humane and fair in the field of
criminal-legal relations now is not unilateral soften-
ing of measures against individuals who have commit-
ted a crime, caused pain and suffering to other people,
but compliance with the rights and legitimate inter-
ests of victims. More severe penalties for grave and
especially grave crimes, such as a terrorist act, would
be justified. Today, the world faces such challenges as
the ineffectiveness of legal norms, the crisis of national
identity, financial instability, unemployment, and lack
of functional security. These problems make society an
enabling environment for global terrorism. The latter
is a social problem that spreads in the social structure
of society, affects human security in medical, social,
political, food, economic, and environmental dimen-
sions (Alsawalqa, 2021).
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Injustice and inequality, including economic ine-
quality, pose a substantial threat to human security.
The vast gap between the rich and the poor leads to the
exclusion of people with low incomes from society, which
provokes social instability and human rights violations.
At first glance, human rights appear to be powerless and
ineffective in the fight against growing economic ine-
quality because they are focused on minimal or sufficient
needs, and therefore they are insufficient to achieve jus-
tice. However, human rights are still the cause of limiting
inequality, they can to some extent help limit national
and global economic inequality and introduce global
justice. If there are global norms of justice beyond
human rights, they are likely to provide more reasons
for the danger of material inequality (Jones, 2021).

Activities to ensure the safety of the individual
involve considering the psychological component of its
response to the impact of a dangerous environment.
Psychological security is based on the feelings of the
individual, the assessment of their personal security
and safety, it is aimed at preserving mental health, and
therefore safety in general.

Conclusions

Security as a complex social phenomenon is an element
of other complex social systems, which include a human,
society, the state, as well as the economic, political, and
spiritual spheres of public life. Security is an essential
factor in the functioning and very existence of all social
systems. The main subject that organizes the life of soci-
ety is the state. The international community also plays
an essential role in this process.
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AHoTauia

Po3riisiHyTO CyTHiCTH 6Ge3nekd JIIOAUHMA Ta TPOMaZsAHMHA, BU3HAYeHO ¢akTopH, W0 i 3arpoXyoTb, Ta
HaC/AiAKY, COIPUYMHEH] MOpylleHHs M [paB JIIOJWHM, 30KpeMa IpaBa Ha 0cobUcTy Gesmneky. besnekow ocobu
BU3HAHO CTaH BiZICyTHOCTI HeGe3MeKH 3a YMOBH B3a€EMO/II 3 06’€KTaMU 30BHIIIHBOT'O CepeIOBUINA Ta MPOILeC
3abe3neyeHHs NPaBOBUX rapaHTiM peasizalil KOHCTUTYLIHHUX ITpaB i CBO60/,. 3ayBa)KeHO, 1110 6e31eKa He MOoXKe
icHyBaTH 6e3 HebGe3neKH, po Hel ieThcs JiMlile 32 HassBHOCTI 3arpo3. Oco6ucTiil 6e3mneli 3arpoXyoTh BilHY,
coliaJbHO-eKOHOMiYHA HeCcTabiNMbHICTh, 6iAHICTb, KOPYIIis, 3/I0Y4MHHICTb, BHYTPILIHbOAEPKaBHI MiXeTHIYHI
Ta peJiiridHi KOHQUIIKTH, HecIpaBeA/IUBiCTb ToL[o. Hac/liikoM € mopylieHHS NpaB JOAWHY, TepeyciM mpaBa
Ha KUTTS Ta 00MeXXeHHs il cB060/|. 3a3HavyeHe MiATBEP/KYE aKTYaJbHICTb CTATTi. MeTO0 AOCTimKeHHS €
BU3HAUEHHs 3arpo3 0COOUCTIH Gesmneli i aHa/Ii3 MOM/IMBOCTEH IX YCYHEHHS MOJIITHKO-TPAaBOBUMHU 3aCO6aMHU.
MeTo/0J/I0TiYHY OCHOBY CTaTTi CTAHOBUTHh [JiaJIEKTUYHHUM MiAXiZ, a TaK0XK KOMILJIEKC MeTO/IiB: ¢OpMasbHO-
JIOTIYHUH, CHCTeMHUH, OpMaIbHO-IOPUUIHUHN, CTPYKTYPHO-OYHKI[iOHANbHUHN, PesynbTaTu: ocobrcTa 6e3neka
SIK 0COBJIMBUM BU/JI 6G€3MEeKH JIIOJUHH | pOMa/ISHHHA, TONPH ii TiICHUHM B3aEMO3B’I30K 3 6€3MeK0I0 CyCIiJibCTBa
Ta Jiep>KaBH, € CAMOCTIMHHUM COIlia/IbHO-TPAaBOBUM (peHOMEHOM, 1[0 MOTpebye 0cobynBoi yBaru. Ocobucra
Oesrneka 3abe3MeyyeThbCs NepeyciM HOpMaMyU KOHCTUTYLIHHOI0, KpUMiHAJBHOIO, a/IMiHICTPaTUBHOTO IpaBa.
O6MexxeHHsA mpaB i cB0O6GOJ MPaBONOPYLIHMKIB BOJAHOYAC MOXKE CYNpPOBO/PKYBAaTHUCS OOMEXEHHSM IpaB i
CB000/1 3aKOHOCJYXHSIHUX IpoMaZisiH. HaykoBa HOBU3HA MOJISITAE B AOC/i/KEHHI MO TUKO-TPABOBUX rapaHTiH
ocobucTol 6e3neKy Ta Mo3Ha4eHHI MoXJIMBOCTeH ii 3a6e3nedyeHHs] B Cy4acCHOMY CBiTi 3 orJisily Ha NMPUHLIUIIH
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Abstract

The full-scale invasion of the russian federation on the territory of Ukraine led to the need to change and amend
the Criminal Procedural Code of Ukraine, specifically its Section IX-1. The purpose of this study was to analyse
the development of criminal procedural legislation on the regulation of criminal proceedings under martial
law through the lens of state, public, and personal interests of participants in criminal proceedings; analysis
of legislative regulation of special procedures for apprehension and detention both in Ukrainian legislation
and in the legislation of other countries. This study uses a set of special methods inherent in the study of the
phenomena of legal science, namely historical legal, formal legal, comparative legal, and system-structural. It
was found that both the title and the text of Section IX-1 of the Criminal Procedural Code of Ukraine have no
indication of the specific features of criminal proceedings during other, except for military, special situations in
the state that threaten its national security. [t was substantiated that when regulating criminal proceedings under
martial law, the emphasis on the priority of the interests of the participants in the criminal proceedings shifts
towards the benefit of the interests of the state and society. Attention was drawn to the substantial expansion
of the prosecutor's powers. The lack of a systematic approach to introducing changes and amendments to
the criminal procedural legislation was proved. The procedural form of restriction of the right to freedom
and personal inviolability during martial law has undergone substantial changes. An analysis of the criminal
procedural legislation of Great Britain, Spain, France, and the United States suggests that these states respond
to national security threats by introducing special procedures in the investigation of crimes that caused such
threats. These special procedures relate to the period for detaining a person without notifying them of their
charge, without bringing them to court. The conducted study allows forming a conceptual approach to the
regulation of criminal proceedings, thereby ensuring a reasonable balance of state, public, and personal interests
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Introduction

Military aggression against Ukraine forced to adapt the
legislation to the new realities of public relations. Crim-
inal procedural legal relations have also changed. This
was conditioned by the fact that during martial law, it is
objectively impossible to adhere to the general rules for
conducting criminal proceedings. Military operations,
air alarms or attacks make it impossible to conduct law
enforcement intelligence or other procedural actions
pursuant to the general procedure established by the
criminal procedural legislation for peacetime.

Although the Criminal Procedural Code of
Ukraine! (CPCU) was supplemented in 2014 with Sec-
tion IX-1 “Special regime of pre-trial investigation in con-
ditions of martial law, state of emergency or in the area
of an anti-terrorist operation”, as of February 2022, this
section had only one norm, which consisted of one part,
which was formulated in one sentence. Such statutory
regulation could not cover the full range of features of
criminal procedural legal relations caused by the actions
of martial law. Therefore, in fact, three weeks after the
full-scale invasion of the russian federation on the terri-
tory of Ukraine, Section IX-1 of the CPCU? was substan-
tially changed and amended.

Discussions immediately arose in the scientific
community whether all changes and amendments to the
specified section of the CPCU are justified. Said changes
introduced a deviation from standard criminal pro-
ceedings by substantially expanding the powers of the
prosecutor, including restrictions on the constitutional
rights of participants in pre-trial or judicial proceedings
(Hloviuk, 2022; Glovyuk et al., 2022).

This issue has been investigated by L.V. Glovyuk &
V.A. Zavtur (2022), 0.V. Kaplina (2014; 2022), 0.V. Lazu-
kova (2018), V.K. Matviichuk (2022), 0.M. Drozdov,
V.V. Mykhailenko, V.V. Rohalska, H.K. Teteriatnyk,
T.H. Fomina (2022), R.I. Melnyk & T.P. Chubko (2016),
0.V. Oderii & I.S. Klechanovskyi (2017), M.M. Stefanchuk
(2022), V.M. Yurchyshyn (2017). However, most of the
above studies investigated the issue of special proce-
dures for pre-trial investigation in a state of martial law
or state of emergency before the adoption of the new
version of Section IX-1 of the Criminal Procedural Code
of Ukraine?® in April 2022.

Regulation of the procedural form of pre-trial
investigation and judicial proceedings in a state of mar-
tial law or emergency is a complex legislative process
that requires considering both the interests of the state
and society in the investigation of criminal offences, as
well as the rights and legitimate interests of a suspect or

accused. Therewith, it is necessary to ensure a reason-
able balance of these interests because on the one hand
are the interests of society, which is threatened by terror-
ist acts or military aggression, and on the other hand are
the rights of the individual, which are guaranteed by the
Constitution of Ukraine and international regulations.
The purpose of this study was to identify the prin-
ciples for regulating criminal proceedings in circum-
stances caused by military aggression or other extraor-
dinary events, which will ensure a balance of state,
public, and personal interests during pre-trial investi-
gation or judicial proceedings during the implementa-
tion of this special procedure of criminal proceedings.

Materials and Methods

To fulfil the purpose of this study and ensure the relia-
bility of the results obtained, a set of general scientific
and special methods of cognition was used. Specifically,
such general theoretical methods of theoretical research
as observation, description, comparison, analysis, syn-
thesis, abstraction, generalization, and a systematic
approach were used, which allowed to highlight the
subject of research, describe the results of observations,
compare the norms of criminal procedural legislation,
and substantiate the conclusions of the study.

When authoring this study, a set of special meth-
ods for investigating the phenomena of legal science
was also applied, specifically historical legal, compara-
tive legal, formal legal, and system-structural. The his-
torical legal method allowed tracing the development of
Ukrainian criminal procedural legislation and the leg-
islation of certain European countries concerning the
regulation of the procedural form of restriction of the
constitutional right to freedom and personal inviolabil-
ity of a suspect in committing crimes against the foun-
dations of national security. The formal legal method
was used to analyse the regulations that will deter-
mine a special procedure for pre-trial investigation in
a state of emergency or martial law. Using the compara-
tive legal method, the statutory regulation on apprehen-
sion and detention of individuals suspected of commit-
ting terrorist crimes in the legislation of Ukraine, Great
Britain, Spain, France, and the United States was stud-
ied. The system-structural method allowed identifying
the main approaches to improving the criminal proce-
dural legislation of Ukraine in the regulation of criminal
proceedings under martial law and determining trends
in ensuring state, public, and personal interests during
this special procedure of criminal proceedings.

!Law of Ukraine No. 1631-VII “On Amendments to the Criminal Procedural Code of Ukraine Concerning the Special Regime of Pre-Trial
Investigation in a State of Martial Law, Emergency or in the Area of an Anti-Terrorist Operation”. (2014, August). Retrieved from https://

zakon.rada.gov.ua/laws/show/1631-18#n5.

Criminal Procedural Code of Ukraine. (2012, April). Retrieved from https://zakon.rada.gov.ua/laws/show/4651-17.
3Law of Ukraine No. 2201-1X “On Amendments to the Criminal Procedural Code of Ukraine Concerning the Improvement of the Procedure for
Conducting Criminal Proceedings Under Martial Law”. (2022, April). Retrieved from https://zakon.rada.gov.ua/laws/show/2201-20#Text.
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These methods were used in conjunction, which
enabled a complete and comprehensive study and
allowed substantiating the formulated scientific con-
clusions and proposals.

During the research, the scientific works of pro-
ceduralist scientists were analysed, namely I.V. Glovyuk
& V.A. Zavtura (2022), 0.V. Kaplina (2014; 2022),
0.V. Lazukova (2018), 0.M. Drozdova, V.V. Mykhailenko,
V.V. Rohalska, H.K. Teteriatnik & T.G. Fomina (2022) and
others. The regulatory framework of this study included
the Convention on the Protection of Human Rights and
Fundamental Freedoms?, the Constitution of Ukraine?,
the CPCU?, the Laws of Ukraine “On the Legal Regime of
a State of Emergency”*, “On the Legal Regime of Martial
Law”®, “On the Fight against Terrorism”®, “On Amend-
ments to the Criminal Procedural Code of Ukraine Con-
cerning the Improvement of the Procedure for Con-
ducting Criminal Proceedings Under Martial Law”’, the
legislation of European countries and the decision of the
European Court of Human Rights?.

Results and Discussion

When the CPCU was adopted in 2012°, it did not contain
a separate section that would regulate the specific fea-
tures of conducting criminal proceedings in special con-
ditions caused by armed aggression against Ukraine. For
the first time, the Criminal Procedural Code was supple-
mented by Section IX-1 pursuant to the Law of Ukraine
dated August 12, 2014, which was entitled “Special
regime of pre-trial investigation in conditions of martial
law, state of emergency or in the area of anti-terrorist
operation”!?. Given that the events in the east of Ukraine
from an anti-terrorist operation were reformatted into
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an operation of joint forces, the Law of Ukraine dated
April 27, 2021 amended the title of Section IX-1 with
the words “or measures to ensure national security and
defence, repel and deter armed aggression of the rus-
sian federation in the Donetsk and Luhansk regions”*.
In March 2022, the title of this section was cor-
rected, and it was indicated that the special regime con-
cerns not only pre-trial investigation, but also judicial
proceedings. Therewith, the title still indicates that the
specific features of the proceedings also applied to the
state of emergency'2 In April 2022, both the title of Sec-
tion IX-1 of the CPCU and its content underwent substan-
tial changes. Pursuant to the Law of Ukraine No. 2201-IX
dated April 14, 2022, this section was named “Special
regime of pre-trial investigation, trial under martial
law”3. Both the title and the text of this section removed
the regulation of the specific features of an investiga-
tion or trial during special situations in a state other
than military ones that threaten its national security.
Special situations that require differentiation of
criminal procedural legislation can be caused not only
by armed aggression of other states, but also by acts of
terrorism, an attempt to change the constitutional order,
which serves as the basis for introducing a state of emer-
gency in Ukraine pursuant to the Law of Ukraine “On the
Legal Regime of a State of Emergency”**. Furthermore,
the text of the Constitution of Ukraine also speaks in
favour of regulating the specific features of criminal pro-
ceedings not only during a state of martial law, but also
during a state of emergency. Thus, Part 2 of Article 64 of
the Constitution of Ukraine'® states that in the conditions
of martial law or state of emergency, separate restrictions
of rights and freedoms may be established, specifying the

!Convention for the Protection of Human Rights and Fundamental Freedoms. (1950, November). Retrieved from https://zakon.rada.gov.ua/
laws/show/995_004.

Constitution of Ukraine. (1996, June). Retrieved from https://zakon.rada.gov.ua/laws/show/254%D0%BA/96-%D0%B2%D1%80#Text.

3Criminal Procedural Code of Ukraine. (2012, April). Retrieved from https://zakon.rada.gov.ua/laws/show/4651-17.

*Law of Ukraine No. 1550-I1I “On the Legal Regime of the State of Emergency”. (2000, March). Retrieved from https://zakon.rada.gov.ua/laws/
show/1550-14#Text.

SLaw of Ukraine No. 389-VIII “On the Legal Regime of Martial Law”. (2015, May). Retrieved from https://zakon.rada.gov.ua/laws/show/389-19.

SLaw of Ukraine No. 638-1V “On Combating Terrorism”. (2003, March). Retrieved from https://zakon.rada.gov.ua/laws/show/638-15#Text.

"Law of Ukraine No. 2201-IX “On Amendments to the Criminal Procedural Code of Ukraine Concerning the Improvement of the Procedure for
Conducting Criminal Proceedings Under Martial Law”. (2022, April). Retrieved from https://zakon.rada.gov.ua/laws/show/2201-20#Text.

8Case of Brogan and Others v. the United Kingdom Case Law of the European Court of Human Rights. Decision. Comments. (2001). Retrieved
from http://eurocourt.in.ua/Article.asp?Aldx=430.

°Criminal Procedural Code of Ukraine. (2012, April). Retrieved from https://zakon.rada.gov.ua/laws/show/4651-17.

Law of Ukraine No. 1631-VII “On Amendments to the Criminal Procedural Code of Ukraine Concerning the Special Regime of Pre-Trial
Investigation in a State of Martial Law, Emergency or in the Area of an Anti-Terrorist Operation”. (2014, August). Retrieved from https://
zakon.rada.gov.ua/laws/show/1631-18#n5.

"Law of Ukraine No. 1422-IX “On Amendments to the Criminal Procedural Code of Ukraine Concerning the Improvement of Certain Provisions
in Connection with the Implementation of a Special Pre-Trial Investigation”. (2021, April). Retrieved from https://zakon.rada.gov.ua/laws/
show/1422-20#Text.

2ZLaw of Ukraine No. 2125-IX “On Amendments to the Criminal Procedural Code of Ukraine Concerning the Procedure. for Revoking a
Preventive Measure for Military Service on Conscription During Mobilization, for a Special Period, or Its Changes on Other Grounds”. (2022,
March). Retrieved from https://zakon.rada.gov.ua/laws/show/2125-20#n6.

Law of Ukraine No. 2201-IX “On Amendments to the Criminal Procedural Code of Ukraine Concerning the Improvement of the Procedure for
Conducting Criminal Proceedings Under Martial Law”. (2022, April). Retrieved from https://zakon.rada.gov.ua/laws/show/2201-20#Text.
“Law of Ukraine No. 1550-III “On the Legal Regime of the State of Emergency”. (2000, March). Retrieved from https://zakon.rada.gov.ua/

laws/show/1550-14#Text.

5Constitution of Ukraine. (1996, June). Retrieved from https://zakon.rada.gov.ua/laws/show/254%D0%BA/96-%D0%B2%D1%80#Text.
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period of validity of these restrictions. The terms “martial
law and state of emergency” are used simultaneously in
the regulation of the same rules and in other regulations -
Articles 41, 43, 83, 157 of the Constitution of Ukraine?.

Part 1 of Article 15 of the European Convention
on Human Rights? (ECHR) states that the High Contract-
ing Party may take measures deviating from its obliga-
tions under this Convention in times of war or other
public danger. In other words, the ECHR also refers not
only to military events, but also to other events that pose
a public danger (e.g., terrorism, a pandemic, etc.).

In connection with the above, the authors of this
study believe that Section IX-1 of the CPCU? should be
called “Special regime of pre-trial investigation, trial in
conditions of martial law or state of emergency” and define
special procedures for criminal proceedings during the
introduction of both martial law and state of emergency.

In April 2022, not only the title of Section IX-1 of
the CPCU*, but also its content underwent substantial
changes. A new wording of Article 615 of the CPCU was
presented®. In this norm, the legislator defined the spe-
cific features of conducting such procedural institutions:
the beginning of a pre-trial investigation, search, inspec-
tion, and detention of an individual. A separate group
should single out innovations related to procedural
terms, namely an added reason for stopping the pre-trial
investigation and a feature of the procedure for calculat-
ing the terms of the pre-trial investigation are defined;
the possibility of carrying out certain procedural actions
no later than fifteen days after the termination or cancel-
lation of martial law is prescribed; the deadline for noti-
fying a detained person of suspicion has been increased
to forty-eight hours; the specific features of extending
the terms of detention are determined.

Furthermore, exceptions to the principle of
immediacy of court examination of evidence were intro-
duced. According to Part 11 of Article 615 of the CPCU¢,
statements obtained during interrogation can be used in
court as evidence, if video recording was used during the
interrogation, and the participation of a defence attor-
ney is defined as an added condition for the interroga-
tion of the suspect. As for the participation of a defence
attorney, under martial law, their participation can be

laws/show/995_004.

SIbidem, 2022.

7Ibidem, 2012.
8Ibidem, 2012.

remote (using technical means of video and audio com-
munication). Regarding the participation of the inter-
preter, according to Part 12 of Article 615 of the CPCU?,
if it is impossible to involve an interpreter for objective
reasons, the inquirer, investigator, or prosecutor may
personally translate if they speak one of the languages
spoken by the suspect or victim.

The above shows that when regulating criminal pro-
ceedings under martial law, the priority is shifted in favour
of the powers of individuals conducting criminal pro-
ceedings, by simplifying certain procedures for conduct-
ing procedural actions and making procedural decisions.

In addition to the above, the legislator substan-
tially expanded the powers of the prosecutor, delegating
to them certain powers of the investigating judge, the
court to make the following decisions: on the applica-
tion of certain measures to ensure criminal proceedings
(pretext, seizure of property, temporary access to things
and documents); on conducting law enforcement intel-
ligence actions related to breaking into a person's home
or other property, on conducting cover law enforcement
intelligence actions; on receiving samples for examina-
tion or extension of pre-trial investigation terms (Item
2, Part 1, Article 615 of the CPCU?®).

Before the changes introduced by the Law of
Ukraine dated July 27, 2022°, the head of the prosecu-
tor's office was also authorized to decide on detention
for pretext (Articles 187, 189, 190), choosing a preven-
tive measure in the form of detention for a period of up
to thirty days to individuals suspected of committing
crimes prescribed in Articles 109-115, 121, 127, 146,
146-1, 147, 152-156-1, 185, 186, 187, 189-191, 201,
255-255-2,258-258-5, 260-263-1, 294, 348, 349, 365,
377-379, 402-444 of the Criminal Code of Ukraine??,
and in exceptional cases - also in the commission of
other serious or particularly serious crimes, if there are
added risks of loss of evidence or escape of the suspect’.

However, these powers of the prosecutor to
restrict the constitutional right to freedom and per-
sonal inviolability during apprehension and detention
during martial law have been substantially criticized
by both scientists and human rights defenders. After
all, they contradict the provisions of Article 29 of the

!Constitution of Ukraine. (1996, June). Retrieved from https://zakon.rada.gov.ua/laws/show/254%D0%BA/96-%D0%B2%D1%80#Text.
“Convention for the Protection of Human Rights and Fundamental Freedoms. (1950, November). Retrieved from https://zakon.rada.gov.ua/

3Criminal Procedural Code of Ukraine. (2012, April). Retrieved from https://zakon.rada.gov.ua/laws/show/4651-17.
*Law of Ukraine No. 2201-1X “On Amendments to the Criminal Procedural Code of Ukraine Concerning the Improvement of the Procedure for
Conducting Criminal Proceedings Under Martial Law”. (2022, April). Retrieved from https://zakon.rada.gov.ua/laws/show/2201-20#Text.

5Criminal Procedural Code of Ukraine. (2012, April). Retrieved from https://zakon.rada.gov.ua/laws/show/4651-17.

9Law of Ukraine No. 2462-1X “On Amendments to the Criminal Procedural Code of Ukraine Regarding the Improvement of Certain Provisions
of Pre-Trial Investigation Under Martial Law”. (2022, July). Retrieved from https://zakon.rada.gov.ua/laws/show/2462-20#n59.

°Criminal Code of Ukraine. (2001, April). Retrieved from https://zakon.rada.gov.ua/laws/show/2341-14#Text.

"Law of Ukraine No. 2201-IX “On Amendments to the Criminal Procedural Code of Ukraine Concerning the Improvement of the Procedure for
Conducting Criminal Proceedings Under Martial Law”. (2022, April). Retrieved from https://zakon.rada.gov.ua/laws/show/2201-20#Text.
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Constitution of Ukraine!, which declares the obligation
of judicial control when deciding on arrest or detention.

Therefore, in July 2022, another Law of Ukraine
“On Amendments to the Criminal Procedural Code of
Ukraine Regarding the Improvement of Certain Provi-
sions of Pre-Trial Investigation Under Martial Law”? was
adopted, which cancelled the power of the prosecutor as
a party to the prosecution to decide on the restriction of
the constitutional right to freedom or personal integrity
during martial law.

The above shows that the regulation of the pro-
cedural form of pre-trial investigation and judicial pro-
ceedings under martial law is a complex legislative pro-
cedure that requires considering the interests of the
state and society regarding the investigation of crim-
inal offences and the interests of the suspect, accused
as a participant in criminal proceedings. Therewith,
as H.K. Teteriatnyk (2022) notes that “in such condi-
tions, a complex issue is being resolved to ensure a rea-
sonable balance of state and public interests and cre-
ate guarantees of the rights and legitimate interests of
a person as the highest social value in the conditions
of their forced restriction”.

Along with this, the above-mentioned provi-
sions suggest the unsystematic and situational nature
of the introduction of individual changes and amend-
ments to the CPCU? during the regulation of the proce-
dural form of criminal proceedings under martial law.
Such an approach to the improvement of criminal pro-
cedural legislation allows solving only the problems that
arise in the particular situation that has developed at
the moment. But the code is not a one-time rule, it is
a norm that should be characterized by formal certainty
and stability. The same cannot be said about Section IX-1
of the CPCU*, which was changed or amended five times
during 2021-2022 alone. Moreover, such changes not
only introduced new rules of conduct, but also cancelled
those that were introduced by previous laws.

The procedural form of restriction of the right to
freedom and personal inviolability in the context of mar-
tial law or a state of emergency has undergone the great-
est transformations. Specifically, from August 2014 to

‘Ibidem, 2012.
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April 2022, during the investigation of terrorist crimes,
the prosecutor could decide to detain an individual in
custody for up to 30 days®; from April 2022 to August
2022, the head of the prosecutor's office was authorized
to make such a decision, and the term of detention of an
individual without a decision of an investigating judge
or court was increased from 72 to 216 hours®. Since
August 2022, all these special procedures for apprehen-
sion and detention during martial law have been abol-
ished’. The specific features of the procedural form of
detaining an individual during the period of martial law
are still the extension of the period of notice of suspicion
to the detained individual (not 24 hours, as prescribed in
the general procedure, but 48 hours), determination of
an added reason for detention (possible escape for evad-
ing criminal responsibility), the possibility of remote par-
ticipation of the detained individual in the consideration
of the request for the selection of a preventive measure
(using available technical means of video communication)
(Part 7 and Clause 6 of Part 1 of Article 615 of the CPCU?®).

Notably, the prosecutor was empowered to decide
to detain an individual for up to thirty days not in March
2022, but in August 2014, when Chapter IX-1 was first
added to the CPCU®. And such powers concerned only
cases when an individual was suspected of committing
a limited range of criminal offences, namely terrorist
crimes, crimes against the foundations of national secu-
rity of Ukraine, public order, peace, security of humanity,
and international law and order.

The possibility of apprehension and detention
without a court decision for up to 30 days is currently
prescribed in Article 15-1 of the Law of Ukraine “On
Combating Terrorism”!°, which states that in case of
reasonable suspicion that an individual has committed
terrorist activity, the term of preventive detention can-
not exceed thirty days. Such detention is applied without
a decision of the investigating judge but based on a deci-
sion of the head of the Main Department of the Security
Service of Ukraine or the head of the territorial body of
the National Police with the prosecutor's approval.

Although this law stipulates that preven-
tive apprehension of individuals involved in terrorist

!Constitution of Ukraine. (1996, June). Retrieved from https://zakon.rada.gov.ua/laws/show/254%D0%BA/96-%D0%B2%D1%80#Text.

2Law of Ukraine No. 2462-IX “On Amendments to the Criminal Procedural Code of Ukraine Regarding the Improvement of Certain Provisions
of Pre-Trial Investigation Under Martial Law”. (2022, July). Retrieved from https://zakon.rada.gov.ua/laws/show/2462-20#n59.

3Criminal Procedural Code of Ukraine. (2012, April). Retrieved from https://zakon.rada.gov.ua/laws/show/4651-17.

SLaw of Ukraine No. 1631-VII “On Amendments to the Criminal Procedural Code of Ukraine Concerning the Special Regime of Pre-Trial
Investigation in a State of Martial Law, Emergency or in the Area of an Anti-Terrorist Operation”. (2014, August). Retrieved from https://
zakon.rada.gov.ua/laws/show/1631-18#n5.

°Law of Ukraine No. 2201-1X “On Amendments to the Criminal Procedural Code of Ukraine Concerning the Improvement of the Procedure for
Conducting Criminal Proceedings Under Martial Law”. (2022, April). Retrieved from https://zakon.rada.gov.ua/laws/show/2201-20#Text.

"Law of Ukraine No. 2462-1X “On Amendments to the Criminal Procedural Code of Ukraine Regarding the Improvement of Certain Provisions
of Pre-Trial Investigation Under Martial Law”. (2022, July). Retrieved from https://zakon.rada.gov.ua/laws/show/2462-20#n59.

8lbidem, 2022.

Law of Ukraine No. 1631-VII “On Amendments to the Criminal Procedural Code of Ukraine Concerning the Special Regime of Pre-Trial
Investigation in a State of Martial Law, Emergency or in the Area of an Anti-Terrorist Operation”. (2014, August). Retrieved from https://
zakon.rada.gov.ua/laws/show/1631-18#n5.

Law of Ukraine No. 638-1V “On Combating Terrorism”. (2003, March). Retrieved from https://zakon.rada.gov.ua/laws/show/638-15#Text.
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activities for more than 72 hours must be carried out
pursuant to the criminal procedural legislation, there is
no norm in the CPCU that would indicate the specific fea-
tures of detaining such individuals®. The authors of this
paper believe that the CPCU does not necessarily have
to have a separate article that would define the proce-
dure for carrying out preventive apprehension. However,
a blanket rule that would indicate the possibility of such
detention and its regulation by a separate law should be
prescribed in CPCU.

The above analysis of criminal procedural legisla-
tion shows the unsystematic nature of law-making activ-
ities during the regulation of criminal procedural legal
relations in the conditions of martial law, which in turn
causes the legal uncertainty of the legislation and the dif-
ficulties of law enforcement. Among the reasons for such
a law-making process, it is worth mentioning the lack
of a fundamental, conceptual vision of the regulation of
the criminal procedural form in circumstances caused
by military aggression or other extraordinary events.

To determine the most balanced and optimal
approach to regulating the criminal procedural form of
criminal proceedings under martial law, it is advisable
to analyse the criminal procedural legislation of other
countries. Although it is worth noting that after the
end of World War II, most countries in Europe and the
world did not face direct military aggression. However,
many countries have dealt with terrorist wars, which
also necessitated the adaptation of criminal procedural
legislation to the specific features of investigating and
bringing to justice those who committed terrorist acts.

The practices of Great Britain should be consid-
ered, where since 1969, 2,646 people died directly as
a result of terrorist activities, and 30,658 were maimed
or injured, while 43,649 attacks were carried out using
explosives and firearms (Case of Brogan..., 2001). Com-
parable cases have occurred in Spain, France, and the
United States, particularly after the September 11, 2001
terrorist attacks.

A series of terrorist acts in Great Britain led to
the adoption of the Prevention of Terrorism Act? in
1974, which was subject to parliamentary review every
six months. Under that Act, the police were given special
powers of arrest. Specifically, an individual suspected of
committing terrorist acts could be arrested by a consta-
ble without a court decision. As a general rule, the period
of detention could not exceed forty-eight hours. In case
of reasonable suspicion of committing terrorist crimes,
the minister was granted the right to extend the period of
detention for another five days (Case of Brogan..., 2001).

That is, in the UK, under the Prevention of Ter-
rorism Acts, the police were granted the right to keep

an individual in custody without bringing them to court
for seven days. Therewith, the purpose of increasing
the period of detention without a court decision was to
ensure the secrecy of the investigation, since the hearing
of the case in court would determine the publicity of the
investigation methods.

The decrease in the number of terrorist acts and
the number of deaths from these crimes since the mid-
1980s was explained, among other things, by the pres-
ence of such detentions. Therefore, during the extension
of these laws, it was noted that proposals to transfer the
court's authority to decide on the extension of detention
were rejected for reasons of confidentiality of informa-
tion on the grounds of detention (Case of Brogan..., 2001).

That is, the fact of increasing terrorism in the
UK has necessitated the protection of the interests of
society and the state as a matter of priority, including
by granting added powers to investigative bodies to
restrict the right to freedom and personal inviolability
of individuals suspected of committing terrorist acts.

The other side of this issue is the need to guaran-
tee the inadmissibility of abuse of the right to long-term
detention without a court decision. British judicial prac-
tice knows the cases called “Guildford Four” and “Magu-
ire Seven” - the collective names of two groups whose
charges in English courts in 1975 and 1976 for explosions
in Guildford pubs were overturned after long campaigns
for justice. The Guildford Four were wrongly convicted
of explosions carried out by the IRA (Irish Republican
Army), and the Maguire Seven - for manufacturing and
storing explosives found during the investigation of the
explosions. The charges against both groups were found
unsatisfactory and overturned after the individuals
served 15-16 years in prison (Alastair Logan..., 2022).

One of the reasons for issuing such an unfair
court decision is the possibility of detention for seven
days without being brought to court because during
this period the detainees were put under pressure to
confess, on which all further accusations were based.
After the review of the court decision and the acquittal
of the convicted individuals, three police officers were
charged with conspiracy to pervert the course of justice,
but their guilt was not proven.

In 2000, the UK passed a new Terrorist Act?,
according to which the police have the right to detain
suspects for no more than 48 hours, and after every
12 hours the appropriateness of further detention
is reviewed by a higher-level officer, based on a writ-
ten report on the reasons leaving the detainee in cus-
tody. After 48 hours, any extension of the detention
period shall be authorized by a High Court judge
based on appropriate explanations indicating which

!Criminal Procedural Code of Ukraine. (2012, April). Retrieved from https://zakon.rada.gov.ua/laws/show/4651-17.
Scorer, C. (1980). The United Kingdom Prevention of Terrorism Acts, 1974 and 1976. JSTOR, 10(1), 105-111. Retrieved from https://www.

jstor.org/stable/40469875.

3Terrorism Act 2000. (2000). Retrieved from https://www.legislation.gov.uk/ukpga/2000/11/contents/enacted.
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investigative actions have not yet been completed, what
results of these investigative actions are expected dur-
ing the added time of detention, and to clarify which
issues the detainee will be questioned at that time.
On good grounds, a detainee may be denied access
to a lawyer of their own choosing, but in such cases,
another lawyer must be provided immediately (Over-
view of Terrorism..., 2010).

The above-mentioned changes have struck a fair
balance between the public interest in countering ter-
rorist activities and the interest in protecting the fun-
damental rights of an individual suspected of commit-
ting such crimes.

In Spain, which has also suffered from terrorist
acts for a long time, the specific features of the deten-
tion of individuals suspected of committing terrorist
crimes are regulated by criminal procedural legislation
(Overview of Terrorism..., 2010). According to the pro-
visions of the Criminal Procedural Code of Spain?, during
the investigation of any criminal offence, the court may
authorize the detention of suspects in incommunicado
for the minimum period necessary to take immedi-
ate measures to prevent the risks of evading responsi-
bility, harming the rights of the victim, hiding, chang-
ing, or destroying material evidence or committing new
crimes. A detainee must be released or brought before
ajudge no later than 72 hours after the arrest (Articles
509 and 520 of the Criminal Procedural Code of Spain?).

Therewith, in cases involving armed gangs, ter-
rorist groups or rebels, the period of detention may be
extended for the time required to conduct an investiga-
tion, but not more than 48 hours. Detention of an indi-
vidual without a court decision may not last longer than
5 days. There were attempts to extend this period to 10
days, but the Constitutional Court limited the time of
detention by a police decision without the involvement of
a court to 5 days. If the case concerns terrorism or organ-
ized crime, this period is additionally extended by the
court for no more than five days. Exclusively for terror-
ism cases, it is possible to repeatedly deprive the suspect
of contacts with the outside world by court decision for
a period not exceeding 3 days from the moment when the
investigation considers it appropriate. The permissible
cumulative period of incommunicado detention, which
is 13 days, includes 5 days during which a suspect can
be held by the police (Overview of Terrorism..., 2010).

The right of a detainee to a medical examination
is defined as the guarantee of prevention of abuse and
ill-treatment (Article 520 of the Criminal Procedural

’Ibidem, 1882.
3Ibidem, 1882.
‘Ibidem, 1882.
htm#%D1%81%D1%821.

109s3930es.pdf.
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Code of Spain?®). Therewith, an individual detained on
suspicion of terrorism and held in solitary confinement
by order of a judge is entitled to consult only with a law-
yer appointed to them, but cannot choose a lawyer inde-
pendently, and also cannot have contact with other indi-
viduals during the initial period of detention (Article
527 of the Criminal Procedural Code of Spain*).

Notably, the ban on the involvement of private
lawyers at the initial stage of detention was recognized
by the international human rights organization “Human
Rights Watch” as justified in the light of the fact that the
arrested members of the terrorist organization ETA
were provided with legal aid by lawyers associated with
this organization, which was detrimental to the investi-
gation (Overview of Terrorism..., 2010).

According to French procedural legislation,
detention after the first two days is authorized by
a judge after hearing the detainee. If the case concerns
terrorism, the period of detention without charge can be
extended up to 6 days. This provision applies in emer-
gency situations with the permission of the judge who
decides on personal freedoms and detention. Until 2005,
it was allowed to extend detention by a court decision to
no more than 96 hours (4 days). But after the bombings
in Madrid and London in 2005, the maximum period
of detention of suspects by the police for questioning
was increased to 6 days. The prosecutor and investigat-
ing judge must also provide the detainee with access to
a doctor and lawyer, who may be prohibited from dis-
closing information about the meeting with the detainee
(Overview of Terrorism..., 2010).

In the United States, special detention procedures
are declared in the Constitution®, which states that no
one can be deprived of the privilege granted by the law
“Habeas Corpus”, except in those cases when public
safety requires it during a rebellion or attack (Item 2
of Section 9 of Article 1). The Habeas Corpus rule pre-
scribes that only the court exercises control over the
legality of detention of individuals suspected of commit-
ting crimes. The decision to suspend the “Habeas Corpus
Act” was first adopted by US President Lincoln in 1863
in the cases of individuals accused of war crimes (Pres-
ident Lincoln's..., 2022).

The repeated need to limit the rule of habeas cor-
pus in the USA arose after the terrorist acts of Septem-
ber 11,2001 (Attack..., 2022).

Congress adopted the Military Commission Act
according to which foreign fighters were deprived of the
right to “Habeas Corpus”®. However, in Boumediene v.

!C Ley de enjuiciamiento criminal. (1882). Gaceta de Madrid, 260. Retrieved from https://www.boe.es/buscar/act.php?id=BOE-A-1882-6036.

SConstitution of the United States of America. (1789). Retrieved from http://lib.rada.gov.ua/static/LIBRARY/catalog/law/usa_const.

®Military Commissions Act of 2006. (2006). Retrieved from https://www.govinfo.gov/content/pkg/BILLS-109s3930es/pdf/BILLS-
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Bush, the Supreme Court® declared this law unconsti-
tutional, on the basis that it does not comply with the
rule of admissibility of suspension of this right. Fur-
thermore, after the terrorist attacks of September 11,
2001, the Federal Patriot Act (“Uniting and Strengthen-
ing America by Providing Appropriate Tools Required
to Intercept and Obstruct Terrorism Act”) was passed
in the United States? which was valid until 2015. This
law gave the government and law enforcement agencies
broad powers to monitor citizens, including expanding
the FBI's wiretapping and electronic surveillance pow-
ers, which many advocates considered a violation of the
Fourth Amendment to the Constitution?.

The lack of a proper mechanism for countering
the abuse of the broad powers granted to them by inves-
tigative bodies is evidenced by the story of Mohamed
Ould Slahi, who was held in the Guantanamo Bay prison
without charges for 14 years (from August 2002 to Octo-
ber 2016) (Mohamedou Ould Slahi..., 2015).

The above shows that when determining the bal-
ance between the interests of society, which suffers from
terrorist crimes, and the interests of an individual who
is suspected of committing such crimes, priority is given
to the interests of society and the state.

Notably, the possibility of deviating from the
observance of human rights, guaranteed by both the con-
stitutions and the ECHR?, is prescribed by international
standards. Specifically, pursuant to Part 1 of Article 15
of the ECHR®, during war or other public danger that
threatens the life of the nation, it is allowed to take meas-
ures to deviate from the assumed obligations, but only
to the extent required by the urgency of the situation.

Ukraine took advantage of this right and as early
as May 2015, the Verkhovna Rada of Ukraine adopted
a resolution “On the withdrawal of Ukraine from cer-
tain obligations defined by the International Covenant
on Civil and Political Rights and the Convention on the
Protection of Human Rights and Fundamental Free-
doms”%, where it indicated that such a withdrawal is
implemented to ensure the vital interests of society
and the state in conditions of armed aggression (item 4).

3Ibidem, 2001.

laws/show/995_004.
SIbidem, 1950.

Therewith, withdrawal from the provisions of the
Convention is not absolute. After all, the possibility to
withdraw does not concern all rights. According to Clause
2 of Art. 15 of the ECHR’, this provision cannot serve as
a basis for derogating from the right to life, the prohibi-
tion of torture and ill-treatment, the prohibition of slav-
ery and forced labour or from punishment without law.
Furthermore, the European Court of Human Rights has
repeatedly considered the issue of the legitimacy of der-
ogation from obligations in the decisions “Lawless v.
Ireland”® dated June 1, 1961, “Ireland v. United King-
dom”® dated January 18, 1978, “Brogan and others v.
United Kingdom”!® dated May 27 and October 28, 1988.

Conclusions

The study analysed the development of criminal
procedural legislation regarding the regulation of
criminal proceedings under martial law through the lens
of state, public, and personal interests of the participants
in criminal proceedings. A comparative analysis of
the legislative regulation of special procedures for
restricting the right to freedom and personal integrity
was carried out both in Ukrainian legislation and in
the legislation of other European countries (Great
Britain, France, Spain). The approaches of the case law
of the European Court of Human Rights regarding the
extension of the general terms of detention of suspects
of committing terrorist crimes have been determined.

The analysis of changes and amendments to
the Criminal Procedural Code of Ukraine regarding
the regulation of the procedural form of criminal
proceedings in the conditions of martial law or state
of emergency shows that they are unsystematic. This
allows solving only situational problems, which in the
absence of a fundamental approach to the regulation of
the criminal procedural form in circumstances caused by
military aggression or other extraordinary events, will
undergo permanent changes and amendments.

The criminal procedural legislation of other
countries that have dealt with systematic terrorist acts
responds to threats to national security by introducing

!Boumediene v. Bush No. 05-5062. (2007, February). Retrieved from https://casetext.com/case/boumediene-v-bush-7.
“Uniting and Strengthening America by Providing Appropriate Tools Required to Intercept and Obstruct Terrorism Act dated 2001. (2001,
October). Retrieved from https://www.congress.gov/107 /plaws/publ56 /PLAW-107publ56.pdf

*Convention for the Protection of Human Rights and Fundamental Freedoms. (1950, November). Retrieved from https://zakon.rada.gov.ua/

Resolution of the Verkhovna Rada of Ukraine No. 462-VIII “On The Withdrawal of Ukraine from Certain Obligations Defined by the
International Covenant on Civil and Political Rights and the Convention on the Protection of Human Rights and Fundamental Freedoms”.
(2015, May). Retrieved from https://zakon.rada.gov.ua/laws/show/462-19#Text.

’Convention for the Protection of Human Rights and Fundamental Freedoms. (1950, November). Retrieved from https://zakon.rada.gov.ua/
laws/show/995_004.

8Case of “Lawless v.Ireland” No.332/57. (1961, July) Retrieved from https://hudoc.echr.coe.int/eng#{%22itemid%22:[%22001-57518%22]}.

°Case of “Ireland v. the United Kingdom” No. 5310/71. (1978, January). Retrieved from https://hudoc.echr.coe.int/eng#{%22item
id%22:[%22001-57506%22]}.

Case of Brogan and Others v. the United Kingdom Case Law of the European Court of Human Rights. Decision. Comments. (2001). Retrieved
from http://eurocourt.in.ua/Article.asp?Aldx=430.
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special procedures in the investigation of such crimes,
which relate to increasing the terms of detention of an
individual without notice of their charge or without
bringing them to court and the procedure for involving
a defence attorney. Therefore, when determining the
balance between the interests of a society suffering from

Udalova and Khablo NG

terrorist crimes or military aggression and the interests
of an individual suspected of committing such crimes,
priority should be shifted in favour of the interests of
society and the state, while ensuring that the expanded
powers of individuals conducting pre-trial investigations
are not abused.
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AHoTauia

[ToBHOMacurTa6He BTOprueHHs Pocilicbkol ®efeparil Ha TepuTopito YkpaiHu 3yMOBUJIO OTPeOY Y BHECEHHI
3MiH 1 gonoBHeHb A0 KpuMiHaZBHOrO mpoLlecyaJbHOr0 KOJEKCy YKpaiHu, 30kpeMa jAo posginy IX-1.
MeTor0 po60TH € aHasi3 PO3BUTKY KPHMiHAJbHOI'O MPOIECYaJbHOT0 3aKOHOAABCTBA IIOJ0 persiaMeHTallii
KpPUMiHaJIbHOTO NPOBA/KEHHS B YMOBaxX BOEHHOTO CTAHY KPi3b NPU3MY Jiep:KaBHHUX, CYCHIIbBHUX Ta 0COBUCTUX
iHTepeciB y4acHUKIB KpUMiHaJbHOIO MPOBA/KEHHS; 3aKOHOJABYOr0 DETYyJIOBaHHS OCOGJMBUX MOPSZKIB
3aTpUMaHHA ¥ TPUMaHHA MiJ BapTOIO K B YKPaiHCbKOMY 3aKOHOZABCTBI, TaK i B 3aKOHOAABCTBI IHIIMX KpalH.
Y cTaTTi BUKOPUCTAaHO KOMILJIEKC CIlellia/IbHUX MEeTO/IB, IPUTaMaHHUX JOC/IiXKEHHIO SIBUIL, IPaBOBOI HAYKH,
30KpeMa: iCTOpUKO-NpaBoBUM, GOPMaIbHO-IOPUIUIHUHN, MOPIBHAJIBHO-IPABOBUN i CUCTEMHO-CTPYKTYPHUM.
BusnayeHo, 10 AK y HasBi, Tak 1 B TekcTi po3giny 1X-1 KpuMiHasbHOro npouecyajbHOro KoJAeKCy YKpaiHu
BiJICyTHS BKa3iBKa Ha 0COGJIMBOCTI KpMMiHaJbHOI'O MPOBA/PKEHHS MiJ| Yac iHUIMX, OKPiM BOEHHHUX, 0COOJIUBUX
CUTyallid y AepKaBi, sIKi 3arpoXkyrooTh ii HaljioHa/dbHiN Ge3mewi. O6rpyHTOBaHO, 1[0 B pa3i persiaMmeHTanii
KPUMIHa/JIBHOTO NPOBA/PKEHHA B YMOBAaX BOEHHOIO CTaHy aKLEHT y NPIOPUTETHOCTI iHTepeciB y4YaCHUKIB
KPUMIHaJIBHOIO NPOBa/KeHHH 3MIIYEThCA Ha IHTepecH Jlep>KaBy U CyCHiJIbCTBA. AKLIEHTOBAHO Ha CyTTEBOMY
pO3LIMpEHHI MOBHOBAaXXEHb MPOKypopa. JloBeZileHO BiACYTHICTb CUCTEMHOI0 MiAX0AY Mif, yac BHECEHHS 3MiH i
JIOTIOBHEHb /10 KPUMiHa/IbHOTO MPOLECyalbHOTO 3aKOHOAaBCTBa. CyTTEBUX 3MiH 3a3Hasia poliecyanbHa GpopMa
o6MeKeHHs TpaBa Ha CBO60/y M 0COGMCTY HeJOTOPKAHHICTh Mift 4ac Ail BOEHHOTO cTaHy. AHaJIi3 KpUMiHA/IbHOTO
MpOIeCyaJbHOTO 3aKOHOAABCcTBA Besnkoi Bpurawii, Icnanii, ®panuii Ta CILIA mo3BoJise cTBEpKYyBaTH, 110
BKa3aHi JlepaBU pearyoThb Ha 3arpo3y HaljioHa/IbHIH Ge3nelli MJIsIX0M 3apoBa/KeHHs 0COBJIUBUX NPOLEAYD
iz yac po3c/1iiyBaHHs 3/I04MHIB, IKi CHPUYMHUIIM Taki 3arpo3u. Lli oco61MBi nporesypu CTOCYIOThCS CTPOKIB
3aTpUMaHHSA 0cOOU 6e3 MOBiJOMJIEHH 11 00BUHYBa4YeHHs, 6€3 JJOCTaBJIAHHA i1 10 cyay. [IpoBeieHe 0C/TiPKEHHSA
JI03BOJIUTh CHOPMYBaTH KOHIENTyaJbHUH MiAxim o0 persiaMmeHTanii KpUMiHAJbHOTO NMPOBAKEHHS, KU
3a6e3neyrTb PO3YMHUH 6a/laHC Ziep>KaBHUX, CYCMiJIbHUX Ta 0COBUCTUX iHTepeciB

Kniouyosi cnosa:
3aTpUMaHHA; TPMMAaHHA I1iJ] BApTOO; CYJ; iHTepecH Jep:KaBU Ta CYCIJIbCTBA; IHTepecy y4aCHUKIB
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Abstract

Given the rapid pace of informatization of society, the number of criminal offences involving the use of
computers, their software, as well as telecommunications systems is continuously growing. Such illegal actions
are characterized by leaving traces, including electronic imagery. They can be evidence of the commission of
criminal offences, which explains the development and improvement of methods for their detection, collection,
and investigation by law enforcement agencies. However, today such methods of detecting, collecting, and
investigating electronicimagery of evidence are separately contained in several scientific papers of Ukrainian and
foreign scientists, which allowed comprehensively covering them in this study. The purpose of this study was to
reviewthetheoryand practice oftheactivities ofauthorized entities for the detection, collection,and investigation
of electronic imagery of evidence. The study uses a set of various methods, namely scientific cognition of real
phenomena and their connections with the practical activities of authorized bodies for the detection, collection,
and investigation of electronic imagery (dialectical method), as well as special and general scientific methods
of legal science. The study showed as follows: usually, investigators and operational officers detect electronic
imagery independently, or as part of an investigative task force during the investigation of criminal offences,
or before their commission; the collection of electronic imagery occurs during procedural actions (usually law
enforcement intelligence actions) both from technical devices with which a criminal offence was committed, and
from those that were attacked. When extracting electronic imagery, it is advisable to involve a suitable specialist
(if possible, a cyberpolice officer); an authorized investigator, specialist, and expert are authorized to examine
electronic imagery. Expert research of electronic imagery belongs only to experts and is carried out using the
following examinations: computer equipment and software products, telecommunications systems and tools, as
well as technical and forensic examination of documents. The conducted review will help authorized practitioners
restore the memory of knowledge about information about the tools for detecting, collecting, and investigating
electronic imagery, which will ensure the effective implementation of the tasks of criminal proceedings
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Introduction

Since the beginning of the 21 century, there has been
a continuous development of information technologies.
This is primarily explained by rapid progress, which
is manifested in an increase in the functionality of their
actions and the number of tasks they solve. Informati-
zation has not spared the criminal world. Offenders are
increasingly committing criminal offences, using infor-
mation technologies as a means of committing and con-
cealing such criminal offences. That is why law enforce-
ment agencies should always be prepared for such
actions of criminals and ensure a quick, complete, and
impartial investigation of such facts.

In this regard, law enforcement agencies are
increasingly faced with electronic imagery in their prac-
tical activities, which obliges them to collect and examine
such factual data to form a high-quality evidence base.

In an effort to counteract cybercrime and collect
digital evidence of criminal actions, these bodies intro-
duce appropriate tools for analysing digital evidence into
their law enforcement infrastructure, as well as use all
the possibilities of computer forensic expertise (Belshaw
& Nodeland, 2022). However, as practice shows, not all
law enforcement officers who work with electronic
imagery use advanced both Ukrainian and interna-
tional practices, which led to the conduct of this study.

Today, there is no unified approach to the name
of evidence that is available in electronic (digital) form.
They are called “virtual traces”, “electronic evidence”,
“electronic traces”, “computer evidence”, “digital evi-
dence”, “digital (electronic) evidence”, “electronic imag-
ery”, etc. Earlier studies proved that the statement of sci-
entists regarding the name “electronic imagery” is now
quite well-founded, which is supported (Grebenkova,
2021). Electronic imagery is a system of information
and/or computer instructions in an information net-
work or technical medium that can be evidence of a fact
or circumstances established during an investigation
(Orlov & Chernyavskyi, 2017). Thus, this paper refers to
the subject under study using the term specified above,
and when referring to the scientific achievements of
other scientists, this paper will use their concept, imply-
ing the term “electronic imagery” with certain features.

Considering the scientific studies of Ukrainian sci-
entists, one can point out a certain intensification of sci-
entific research aimed at solving certain issues of collect-
ing and investigating electronic imagery. Among them,
the following theses can be distinguished: A. Ratnova
(2021), A. Skrypnyk (2021), Yu. Kohut (2021). However,
a comprehensive review of the detection, collection, and

’Ibidem, 2019.

NL_DOC/2017/Nak_400.htm.
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investigation of electronic imagery as sources of evidence,
using international practices, has not yet been carried out.

If one pays attention to the global scale of the sub-
ject under study, one can observe certain progress in the
development of methods of detection, collection, and
investigation of electronic imagery in the criminal pro-
cedural activities of certain countries (the United States
of America, the Kingdom of Norway, Great Britain, the
United Arab Emirates, etc.). First of all, this is explained
by the fact that such states were among the first in the
world to introduce electronic technologies in the activi-
ties of their state institutions. However, as determined by
scientists from Australia (McCord et al., 2022), the King-
dom of the Netherlands (Stoykova et al., 2022), the King-
dom of Norway (Stoykova et al., 2022), the Republic of
Estonia (Aksamitowska, 2021), the United States of Amer-
ica (Belshaw & Nodeland, 2022), (Holt & Dolliver, 2021),
(Holt et al,, 2020), Great Britain (Tun et al,, 2020), Austria
(Forgé et al., 2017), the Federal Republic of Germany
(Hawellek et al., 2017), the Republic of Ecuador (Granja
& Rafael, 2017), the Republic of Peru and other countries,
such studies are not sufficient. Until now, it has not been
fully clarified to what extent law enforcement agencies
use the methodology and tools of digital criminalistics,
how they implement recommendations and standards
of digital forensic expertise, and how they receive, inves-
tigate, and analyse digital data sources (Stoykova et al.,
2022). Cyberattacks on electronic media leave certain
artefacts in the target device’s storage that can detect
a cybercriminal and its behaviour if handled and analysed
correctly. Law enforcement agencies of the world use
several digital forensic tools, both commercial and open
source, to achieve digital evidence (Javed et al, 2022).

In 2012, the Joint Technical Committee of the
International Organization for Standardization (ISO)
and the International Electrotechnical Commission
(IEC) developed the international standard ISO/IEC
27037:2012%. This standard provides recommenda-
tions for particular actions in working with digital evi-
dence, which include identifying, collecting, extracting,
and storing potential digital evidence that may have evi-
dentiary value? Such processes are necessary during
a pre-trial investigation to ensure the admissibility and
relevance of electronic imagery during court proceed-
ings. After the publication of this international standard,
the order of the State Enterprise “Ukrainian Research
and Training Center for Standardization, Certification
and Quality Assurance” (SE “UkrRTC”) No. 400 was
adopted®. Thanks to the latter, on January 1, 2019, the

ISO/IEC 27037:2017. (2019). Information technology. Security techniques. Guidelines for identification, collection, acquisition and
preservation of digital evidence. Retrieved from http://online.budstandart.com/ua/catalog/doc-page?id_doc=74978

30rder of the State Enterprise “Ukrainian Research and Training Center for Standardization, Certification and Quality Assurance” No. 400. “On
the adoption of national regulatory documents harmonized with European and international regulatory documents, cancellation of national
regulatory documents, changes to national regulatory documents”. (2017, December).

Retrieved from http://www.leonorm.com.ua/P/
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state standard DSTU ISO/IEC 27037:2017" entered into
force in Ukraine. The adoption of such standards indi-
cates that the state aims to counteract cybercrime and
those offences that are directly or indirectly related to
the use of information technologies.

Considering the relevant international prac-
tice and the above-mentioned international and state
standards for working with electronic imagery, it is
advisable, according to the authors, to highlight mod-
ern methods of detecting, collecting, and investigating
electronic imagery during the pre-trial investigation of
criminal offences. Such a review will help familiarize
authorized practitioners with a set of modern tools for
detecting, collecting, and investigating electronic imag-
ery, which in turn will effectively ensure a quick and
complete investigation of criminal proceedings.

The purpose of this study was to review the theory
and practice of the activities of authorized subjects for
the detection, collection, and investigation of electronic
imagery of evidence.

The objectives of this study are as follows: to
analyse the scientific studies of scientists and the results
of a survey conducted by investigators of the National
Police of Ukraine on this subject.

Materials and Methods

Considering the purpose of the study, the specifics of
the object and subject of the study, the relevant meth-
odological framework was chosen. It was based on
the method of scientific cognition of real phenom-
ena and their connections with the professional activ-
ities of authorized subjects (pre-trial investigation
and inquiry bodies), specialists and experts, as well
as special and general scientific methods of legal sci-
ence. Among the general scientific methods, the fol-
lowing methods were used: analysis (in the part of
cognition of the following phenomena: detection, col-
lection, and investigation of electronic imagery by
law enforcement agencies, specialists, and experts),
deductions (identification of common law enforce-
ment intelligence actions during which electronic
imagery is detected and collected), interpretation (of
the above-mentioned international and state standards
ISO/IEC 27037:20122 and the state standard of DSTU
ISO/IEC 27037:20173, classification (identification of
information carriers on which electronic imagery can

’Ibidem, 2019.
3Ibidem, 2019.

be extracted). The system-structural method was also
used, which allowed comprehensively analysing the
provisions of the following regulations: the Criminal
Procedural Code of Ukraine (the CPCU) dated April 13,
20124 the Law of Ukraine “On Forensic Examination”
dated February 25, 1994 (Law No. 4038 -XII)°, Order
of the Ministry of Internal Affairs of Ukraine No. 575
dated 07.07.2017 (Order of MIAU No. 575)¢, Order of
the Ministry of Justice of Ukraine No. 53/5 dated Octo-
ber 8, 1998 (Order of MJU No. 53/5)7, as well as the
practice of their application.

Apart from the general scientific methods, spe-
cial methods were also used, namely comparative legal
(determination of subtypes of examination of com-
puter equipment and software products, their similarity
and difference among different opinions of scientists).

The results of the latest fundamental research of
Ukrainian and other scientists (Orlov & Cherniavskyi,
2017; Ratnova, 2021; Stoykova et al., 2021; Belshaw &
Nodeland, 2022) from various countries (the United
States of America, the Kingdom of Norway, the Islamic
Republic of Pakistan, the Republic of India, Australia,
Great Britain, the United Arab Emirates, the People’s
Republic of China) in the field of information technol-
ogies, cybersecurity, conducting examinations of com-
puter equipment and software products, conducting law
enforcement intelligence actions for collecting electronic
imagery, etc. were used as the theoretical framework of
the present study.

The empirical framework of the study is the
results of a sociological survey of 113 investiga-
tors of the National Police of Ukraine (Kyiv, Lviv, Vin-
nytsia, Kirovohrad, Poltava regions), who were anony-
mously asked to answer several questions, specifically:
“who most often detects electronic imagery during
the investigation of a criminal offence, or before such
investigation”. Among the proposed answers were the
following: a) citizens; b) employees of public and pri-
vate enterprises, organizations, and institutions (11
people, which is 9.7%); c) investigators and opera-
tional workers (independently or as part of an inves-
tigative task force) - (79 people - 69.9%); d) police
officers (23 people - 20.4%); e) other answers. It was
also suggested to answer the question: “Do you have
basic specialized knowledge in collecting and extract-
ing electronic imagery (electronic evidence)?”.

ISO/IEC 27037:2017. (2019). Information technology. Security techniques. Guidelines for identification, collection, acquisition and
preservation of digital evidence. Retrieved from http://online.budstandart.com/ua/catalog/doc-page?id_doc=74978.

*Criminal Procedural Code of Ukraine. (2012, April). Retrieved from https://zakon.rada.gov.ua/laws/show/4651-17.

SLaw of Ukraine No. 4038-XII “Forensic Examination”. (1994, February). Retrieved from https://zakon.rada.gov.ua/laws/show/4038-12#Text.
%Order of the Ministry of Internal Affairs of Ukraine No. 575 “On the Approval of the Instructions on the Organization of the Interaction
of Pre-Trial Investigation Bodies with Other Bodies and Units of the National Police of Ukraine in the Prevention of Criminal
Offences, Their Detection and Investigation”. (2007, July). Retrieved from https://zakon.rada.gov.ua/laws/show/z0937-17#Text.
’Order of the Ministry of Justice of Ukraine No. 53/5 “On the Approval of the Instructions on the Appointment and Conduct of Forensic
Examinations and Expert Studies and Scientific and Methodological Recommendations on the Preparation and Appointment of Forensic
Examinations and Expert Studies”. (1998, October). Retrieved from https://zakon.rada.gov.ua/laws/show/z0705-98#Text.
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Results and Discussion

One cannot but agree with the statement of A. Amelina,
S. Dementieva (2021) that “the use of information con-
tained in electronic form on magnetic, optical, and
other media in the evidentiary process is quite relevant
today”. This information can be used to determine the
content of financial and economic activities carried out
by business entities. This information can provide the
understanding of the content of tax and accounting, the
number of financial and economic operations, and meth-
ods of committing a criminal offence, etc.

According to Part 1 of Article 93 of the CPCU*
“evidence is collected by the parties to the criminal
proceedings, the victim, the representative of the legal
entity in respect of which the proceedings are being con-
ducted, in the manner prescribed by this regulation”

The present paper specifically addresses the
detection, collection, and investigation of electronic
imagery by law enforcement agencies, i.e., the prosecut-
ing party. Such authorized entities pursuant to Item 19
Part 1 of Article 3 of the CPCU?® are the head of the pre-
trial investigation body, the investigator, the head of the
inquiry body, the prosecutor, the interrogating officer*.

According to Articles 36, 39, 40-1 of the CPCU?,
the specified entities are authorized to detect, col-
lect, and investigate evidence, including electronic
imagery. However, for the readability of a scientific
article, as an authorized subject, the authors will indi-
cate only the investigator.

Having surveyed 113 investigators of the National
Police of Ukraine, the authors of this study found that
electronic imagery is most often detected during the
investigation of a criminal offence, or before such an
investigation: by investigators and operational officers
independently or as part of an investigative task force
(69.9%), by other police officers (20.4%), by employ-
ees of public and private enterprises, organizations, and
institutions (9.7%).

It is possible to detect electronic imagery dur-
ing the investigation of any criminal offence or before-
hand. At the same time, as practice shows, such evi-
dence in most cases is found during the investigation
of criminal offences in the sphere of official and pro-
fessional activities; the use of electronic computers,
systems, and computer networks and telecommunica-
tion networks; related to the provision of public ser-
vices; entrepreneurial activities; as well as lately the

“Ibidem, 2012.
*Ibidem, 2012.
“Ibidem, 2012.
*Ibidem, 2012.

"Ibidem. 2007.
8Ibidem. 2007.

Ibidem, 2012.
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circulation of narcotic drugs, psychotropic substances,
their analogues, or precursors (Zelena, 2020). This
indicates that electronic imagery in this category of
criminal offences can be independent (main) sources
of evidence, and not additional ones.

As the results of the survey indicate, quite often
the investigator detects electronic imagery unassisted,
or as part of an investigative task force (ITF). According
to Item 1 Part 1 of the Order of MIAU No. 575¢, the inves-
tigator directs the actions of other ITF members and is
responsible for the quality of the inspection of the crime
scene; seizes things and documents relevant to criminal
proceedings, and things that have been withdrawn from
circulation, including material objects that are subject
to proof, ensures their proper storage according to the
established procedure for further dispatch for conduct-
ing an examination; together with other ITF members
and other participants in criminal proceedings, records
information about the circumstances of the commission
of a criminal offence, etc’.

As for the specifics of the ITF’s activities in
the above categories of criminal offences, this is par-
tially presented in Sections XII and XV of the Order of
the MIAU No. 575 dated July 7, 20178,

Thus, the investigator is authorized to seize elec-
tronic imagery independently, however, in most cases
they do not have special knowledge of their collection.
This is evidenced by the results of a survey of 113 inves-
tigators, which showed that only 8% of them have basic
skills in this area.

Such skills can be obtained through the introduc-
tion of added disciplines in the preparation of applicants
in higher education institutions in the speciality “pre-
trial investigation”, during the organization of postgrad-
uate education with investigators (completion of spe-
cialization, retraining, advanced training, internships),
as well as conducting special trainings, webinars and
practical classes with investigators with the involvement
of relevant national and foreign specialists.

Apart from the above, according to Article 71 of
the CPCU?, detection and collection of evidence must be
conducted by an authorized specialist who is involved by
the investigator in the investigation procedure. Accord-
ing to Part 2 of Article 71 of the Criminal Procedure Code
of Ukraine'?, a specialist may be involved in providing
technical support (drafting diagrams, plans, drawings,
photographing, sampling for examination, etc.) by the

!Criminal Procedural Code of Ukraine. (2012, April). Retrieved from https://zakon.rada.gov.ua/laws/show/4651-17.

%Order of the Ministry of Internal Affairs of Ukraine No. 575 “On the Approval of the Instructions on the Organization of the Interaction of
Pre-Trial Investigation Bodies with Other Bodies and Units of the National Police of Ukraine in the Prevention of Criminal Offences, Their
Detection and Investigation”. (2007, July). Retrieved from https://zakon.rada.gov.ua/laws/show/z0937-17#Text.

°Criminal Procedural Code of Ukraine. (2012, April). Retrieved from https://zakon.rada.gov.ua/laws/show/4651-17.
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court during the trial and by the parties to criminal pro-
ceedings during the pre-trial investigation, etc..

When investigating a criminal offence, the inves-
tigator collects the evidence base using a certain algo-
rithm of actions and certain tools. One of these tools is
law enforcement intelligence actions.

As practice shows, quite often electronic imagery
is detected during a search. It is correct to agree with
the methodological recommendations of scientists that
before carrying out this law enforcement intelligence
action, it is necessary to find answers to the following
questions: “What computer equipment and software
can be at the place of search? How many devices can
be detected? Who handles the equipment? How much
data needs to be copied? Are data backups available, and
where are they stored?” (Gutsalyuk et al., 2020). Nota-
bly, when conducting such a law enforcement intelli-
gence action, it is advisable to involve an employee of
the cyberpolice as a specialist because pursuant to the
Order of the National Police of Ukraine No. 852, this
department “takes part in the formation and implemen-
tation of the national policy on prevention and counter-
action of criminal offences, the mechanism of prepara-
tion, commission, or concealment of which involves the
use of electronic computing machines (computers), sys-
tems and computer networks and telecommunication
networks”3. Only in extreme cases can other individuals
who have the proper knowledge and are not cyberpo-
lice officers be involved as specialists. This is explained
by the fact that cyberpolice officers are full-time police
officers who know, understand, and are aware of the
consequences of disclosing information obtained dur-
ing a pre-trial investigation, which cannot be said about
civilians, to whom the usual warning by investigators
about legal liability can be taken lightly.

Notably, if the investigator plans to use electronic
information as evidence, then such information should
be copied with the involvement of a specialist. How-
ever, if the information is needed for purposes other
than proof, it is not necessary to involve a specialist. The
specialist must be competent in information technology
issues, knowledgeable in the techniques of verification
of the integrity of information (Lytvynchuk et al., 2020).

When conducting the designated law enforce-
ment intelligence action, the specialist is obliged to indi-
cate to the investigator on the devices from which infor-
mation can be extracted, on which devices it is advisable
to do this and how to withdraw it (i.e., explain the meth-
ods of such information collection, which will affect the
time of extraction and the amount of data received).

Typically, during a search, investigators decide to
seize all technical equipment that contains evidentiary
information. This allows the investigators to reduce the

time of conducting this law enforcement intelligence
action and give more time to the specialist in a calm
environment, without making mistakes, to seize elec-
tronic imagery fully. Before investigators decide on the
seizure of technical equipment, the specialist examines
both their technical condition and the software.

There are cases when experts recommend that the
investigator seize electronic imagery on the spot, because
their further removal may no longer be possible. For
instance, a specialist will not be able to re-enable a tech-
nical device because its hard drives may be encrypted
using BitLocker, or the data is located on the server.

When extracting electronic imagery, the following
storage media can be used:

- drives on magnetic discs (hard disks);

- drives on optical discs (compact discs (CD-R;
CD-RW), DVD discs, Blu-ray Disc and floppy discs);

— flash cards.

If items, valuables, and documents, in the opin-
ion of the investigator, are of interest to the investiga-
tion process, they must be seized and properly packaged
(attached labels with signatures of participants in the
law enforcement intelligence action with the seal of the
authorized body) (Gutsalyuk et al., 2020).

Apart from the fact that the investigator removes
evidentiary information from electronic computers and
electronic data carriers during the search of suspected
individuals, they also decide on such removal during
the examination of the attacked system of other elec-
tronic computers of the victims. As research objects
of the attacked system, the following can be removed:
“information carriers or their clones or bit images; RAM
dumps; log files of services and applications; logging
settings; files-reports of diagnostic utilities; configura-
tion of diagnostic utilities; diagrams of the structure of
automated systems, their integration into clusters, net-
works; schemes of internal networks (LAN, Local Area
Network) and connection to the global network (WAN,
Wide Area Network); setting up network equipment;
setting up the software (system, server, user) of the
automated system, specifically setting up remote access;
email correspondence -primarily letters with attached
files (potentially malicious software) or external links
(potential sources of downloading malicious software)”
(Nizovtsev & Omelyan, 2021).

Notably, during the seizure and examination
of electronic imagery, the investigator, specialist, and
expert must observe the confidentiality of private infor-
mation of both the suspect and the victim. First of all, it
is necessary to treat with the information seized from the
suspect or victim with caution, since it also concerns third
parties who are not involved in the commission of a crim-
inal offence. It is clear that in some cases, access to such

!Criminal Procedural Code of Ukraine. (2012, April). Retrieved from https://zakon.rada.gov.ua/laws/show/4651-17.
2Order of the National Police of Ukraine No 85 “On the Approval of the Regulations on the Cyber Police Department of the National Police of
Ukraine”. (2015, November). Retrieved from http://tranzit.ltd.ua/nakaz/.

3Ibidem, 2015.
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information and its analysis can help the investigation.
However, if such data is not of significant use for investi-
gation, efforts should be made to limit their use. Author-
ized individuals having access to a digital device within
the framework of any investigation should try to distin-
guish between “private information relevant to the inves-
tigation” and ordinary privileged information that does
not affect the investigative procedure (Horsman, 2022).

After the investigator, together with a specialist,
has seized (collected) electronic imagery during a certain
law enforcement intelligence action, they analyse it, eval-
uate it, and decide on conducting a certain type of foren-
sic examination. At the same time, the investigator may
not send electronic imagery to the forensic examination
but have it as reference information. However, in this
case, this electronic imagery will not be eligible as evi-
dence within the meaning of Article 84 of the CPCU™

According to Article 1 of the Law No. 4038-XII?,
“forensic examination is an investigation based on
special knowledge in the field of science, technology,
art, craft, etc., of objects, phenomena, and processes,
intended to provide an opinion on issues that are or will
be the subject of judicial proceedings”.

Forensic experts who meet the requirements
defined in Law No. 4038-XII* are authorized to conduct
forensic examinations. Other requirements for an expert
in criminal proceedings and their opinion are covered in
Articles 69, 70, 102, 103 of the CPCU®.

If in criminal proceedings there is a question of
expert examination of electronic imagery, then in such
cases the investigator decides to send them for the fol-
lowing examinations: computer equipment and software
products and telecommunications systems and tools. In
some cases, a technical and forensic examination of doc-
uments may also be appointed, if the electronic docu-
ment is materialized.

According to Item 13.1. of the Order of the MJU
No. 53/55, the key tasks of examination of computer
equipment and software products include: establishing
the working condition of computer and technical means;
determination of circumstances related to the opera-
tion of technical devices, information, and software;
installation of information and software contained on
technical devices; determining compliance of software
products with certain versions or requirements for its
development”’.

As correctly noted by P.S. Mykhailov, M.P. Klym-
chuk (2020), before appointing a computer-technical

#Text.
3Ibidem, 1994.
“Ibidem, 1994.

"Ibidem, 1998.
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examination, it is necessary to contact the appropriate
specialist to clarify and draft a correct list of issues that can
be resolved during the specified examination. Such a spe-
cialist can be an expert from the specified field of research.
This is justified by the fact that one should not re-apply
with a power of attorney to appoint an expert exami-
nation, delaying the time of the pre-trial investigation.

It should also be noted that the court’s failure to
provide a decision on the use of computer equipment and
the information contained on it to commit a certain action
is a typical mistake of the subjects of criminal proceedings.
Messages stored on a seized device may be considered
inadmissible evidence in the absence of declassified inves-
tigative measures or a separate resolution or approval to
disclose the secrecy of messages in criminal proceedings.
In addition, when downloading information from a hard
disc, phone, or flash card, one cannot add anything, or
extract messenger texts by “creating a screenshot” from
the device, as this will change the data. The results of
such investigations are recognized as inadmissible evi-
dence if the expert immediately begins the examination
with an “open” device, since a separate court order is
required to “overcome the logical defence” (Knysh, 2019).

It is advisable to point out that today the verifi-
cation of computer equipment and software products
belongs to one expert speciality, which means that the
presence of such two diverse branches does not lead
to the need to appoint a comprehensive examination,
when it is necessary to simultaneously verify both soft-
ware and technical equipment. However, if it is neces-
sary to involve several highly specialized specialists for
an expert examination, a commission examination is
carried out (Moussa, 2021). Furthermore, sometimes
“apart from specialists in the field of expert research of
computer technology and software products, the judicial
practice still requires complex examinations with the
involvement of experts in the field of telecommunication
systems (equipment) and means (to establish the cir-
cumstances of the case, related with the dissemination
of information on the Internet), etc.” (Chvankin, 2021).

Objects of expertise of computer equipment and
software products are conventionally divided into the
following types: hardware, software, and information
objects (Teplytskyi, 2019).

B.B. Teplytskyi (2019) identifies three relatively
independent subtypes of the mentioned expertise:
“1) examination of computer equipment (establishes
circumstances and facts related to the functioning and

!Criminal Procedural Code of Ukraine. (2012, April). Retrieved from https://zakon.rada.gov.ua/laws/show/4651-17.
2Law of Ukraine No. 4038-XII “Forensic Examination”. (1994, February). Retrieved from https://zakon.rada.gov.ua/laws/show/4038-12

SCriminal Procedural Code of Ukraine. (2012, April). Retrieved from https://zakon.rada.gov.ua/laws/show/4651-17.

%Order of the Ministry of Justice of Ukraine No. 53/5 “On the Approval of the Instructions on the Appointment and Conduct of Forensic
Examinations and Expert Studies and Scientific and Methodological Recommendations on the Preparation and Appointment of Forensic
Examinations and Expert Studies”. (1998, October). Retrieved from https://zakon.rada.gov.ua/laws/show/z0705-98#Text.
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operation of computer systems); 2) examination of
software products (establishes circumstances and facts
related to structural, methodological and hardware fea-
tures of software development and use); 3) information
and computer expertise (establishes circumstances and
facts related to information processing of the content
of file systems, their storage, and reproduction on com-
puter storage devices)”.

First of all, the authors of the methodological rec-
ommendations “use of electronic (digital) evidence in
criminal proceedings” distinguish the following sub-
types of the examination under study: “hardware; soft-
ware; information; network” (Gutsalyuk, 2020).

Comparing the above positions of scientists,
such subtypes as examination of computer equipment
and hardware; examination of software products and
software, as well as information expertise are similar
examinations, differing only in the name given by the
author of the cited study. However, the team of authors
of the above methodological recommendations identi-
fies another subtype of this expertise - this is network
expertise. According to the authors, this is a justified step
because the expertise of telecommunications systems
and tools does not solve the following tasks: whether the
technical tool had access to the internet; how the tech-
nical tool was used to access the Internet; what soft-
ware tools were used to connect the technical tool to the
Internet; whether the technical tool contains files that
were obtained through copying from the Internet, etc.

Furthermore, one of the key tasks of computer
and network expertise is to identify software that was
installed to hide the IP address. Common ways to replace
areal IP address are as follows: connecting to a proxy
server, using the TOR internet browser, and masking
the IP address via a VPN. Today, attackers can use the
following software to hide their IP address: “NordVPN,
OpenVPN, ExpressVPN, PureVPN for Teams, Proton-
VPN, NetMotion - programs that provide VPN service;
TOR Browser, Tor Control (anonymity layer) for Fire-
fox; ProxyCap, Proxyfier, Proxy Switcher - proxy pro-
grams”. Thanks to the expert establishing all chains of
IP addresses through which, e.g., monetary transactions
or relevant files passed, it is highly probable that they
will establish network traces that will help solve a crime
(Kovalenko, 2020).

It is reasonable to note that the expertise of com-
puter equipment and software products can not only
solve issues of detecting electronic imagery, etc., but also
of identifying the user using keyboard handwriting. Key-
board handwriting recognition involves the selection of
a certain standard from the list of criteria stored in the
computer’s memory, based on an assessment of the sim-
ilarity with this standard of the handwriting parameters

of one of the users, among others who use the computer.
A classic statistical approach to user identification using
keyboard handwriting (a set of keywords) can reveal
several features: the dependence of handwriting on
letter combinations in a word, the presence of connec-
tions between a set of certain symbols, the presence of
“delays” during the input of symbols, the dependence of
the speed of typing words from their content, the time
interval of pressing various keys. Another important fea-
ture of biometric identification is the password length.
Practice shows that its length should be easy to remem-
ber and consist of 21 to 42 keystrokes. In this regard,
the features of keyboard handwriting are manifested by
two methods: typing “free” text and typing a key phrase
(Borysova & Bilenchuk, 2020).

As V.V. Pavlov (2020) appropriately noted, when
conducting procedural actions (inspection or hardware
expertise), the electronic information carrier as mate-
rial evidence will be connected to the expert’s work-
station, the performer should be careful when carrying
out all manipulations and procedures. This statement is
explained by the fact that experts who investigate elec-
tronic imagery contained on digital media are required
to use those software tools that block the recording of
any information from the media. That is, the software
first examines such electronic imagery in the informa-
tion viewing mode, preventing it from being recorded
and making changes to the information contained on the
digital storage medium.

Only after such an initial examination-research if
the expert needs to examine such electronic displays, and
they cannot do it without making changes, then they make
a file-image of the information carrier, which is located on
the disc space of the expert's workstation (Pavlov, 2020).

An approximate list of issues to be resolved
by hardware examination is prescribed in Item 13.2 of
the Order of the MJU No. 53/5%

It is a well-known fact that criminals exchange
information among themselves during the commission
of a particular criminal offence using both local com-
puter networks and the Internet. Such information,
which can be electronic imagery and, as a result, evi-
dence of the commission of a criminal offence, can be
established through the examination of telecommuni-
cations systems and tools.

As aptly noted by M.G Shcherbakovskyi,
V.A. Korshenko (2019), telecommunications expertise
is a fairly young, but very modern and progressive type
of forensic expertise.

The main tasks of examination of telecommunica-
tion systems and means are as follows: establishment of
facts and methods of transmission (reception) of infor-
mation in telecommunication systems; determination

!0rder of the Ministry of Justice of Ukraine No. 53/5 “On the Approval of the Instructions on the Appointment and Conduct of Forensic
Examinations and Expert Studies and Scientific and Methodological Recommendations on the Preparation and Appointment of Forensic
Examinations and Expert Studies”. (1998, October). Retrieved from https://zakon.rada.gov.ua/laws/show/z0705-98#Text.
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of characteristics and parameters of telecommunication
systems and means; establishment of facts and methods
of access to systems, resources, and information in the
field of telecommunications; research of information pro-
cessing algorithms and its protection in the field of tele-
communications; determination of the configuration and
working condition of telecommunication systems and
facilities; determination of the quality of provision of tel-
ecommunication services at the level of their consump-
tion; determination of types, brands, models, and other
classification categories of telecommunication systems
and means'. However, despite the wide range of tasks
solved by this examination, as practice shows, to iden-
tify the full extent of electronic imagery that will have
evidentiary value in court, investigators appoint a com-
plex forensic examination, which includes examination
of both computer equipment and software products, and
examination of telecommunication systems and means.
Notably, investigators, specialists, and experts
need to remember that the detection, collection, and
investigation of evidence must be accompanied by its
pertinence and admissibility, which is prescribed in
Chapter 4, Paragraph 1 of the CPCU?. In this regard, it is
also advisable to focus on the practices of the people’s
Republic of China, where the review of evidence before
the trial mainly lies in judging the use of evidence for
the prosecution and defence. The content of the review
includes the competence of subjects who withdraw evi-
dentiary information and their evidentiary value. From
the standpoint of legal requirements and technical
norms, such rules can be constructed as follows:

- the content of the verification of electronic
imagery mainly includes the subject’s competence and
qualification for their investigation;

— the content of verifying the evidentiary value of elec-
tronic imagery mainly includes their reliability and integrity;

- when proving, the participation of professional per-
sonnel must be accompanied by the appropriate permis-
sion to provide support during the trial (Du, et al., 2020).

Conclusions

Digital evidence is diverse and rapidly improving. It var-
ies in form and type and may include source data, mon-
itoring systems in networks and servers, or electronic
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documents and digital signatures, or audiovisual record-
ings or attachments stored in email. The diversity of the
electronic directory determines the breadth of its net-
work. The development of several types of digital evi-
dence is typical for the virtual world.

The present paper showed that:

- usually, investigators and operational officers
detect electronic imagery independently or as part of
the ITF during the investigation of criminal offences, or
before their commission;

- the collection of electronic imagery takes place
when conducting procedural actions (usually law
enforcement intelligence actions) both from the tech-
nical devices using which a criminal offence was com-
mitted, and from those devices that were attacked. When
extracting electronic imagery, it is advisable to involve the
appropriate specialist (if possible, a cyberpolice officer);

- an investigator, specialist, and expert is authorized
to investigate electronic imagery.

Only experts are authorized to conduct expert
research on electronic imagery. Electronic imagery is
investigated by conducting the following examinations:
telecommunications systems and tools, computer equip-
ment and software products, as well as technical forensic
examination of documents (if the electronic document is
tangible). Expert examination of electronic images must
necessarily include updating the software with which
they are investigated, focusing on the requirements of
time and the development of criminal activities in this
area. This is the prospect of further scientific research.

From the above overview, the world evidently
aims to effectively combat “electronic crime”, which
is manifested in the development of international stand-
ards for the collection, identification, and storage of
potential electronic images that can be evidence. This is
also reflected in the improvement of practical skills of
law enforcement agencies in working with them. Modern
conditions point to the active informatization of society
and the transfer of criminal activity to the information
sphere, as well as to the fact that, according to the legis-
lation of Ukraine, the investigator is authorized to extract
trace information (electronic imagery) unassisted,
which means that they must also possess the basic skills
of collection, which is not always the case in practice.
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AHoTauia

3 oraaay Ha wBHAKI TeMmnu iHdopMaTu3anii cycmijibcTBa, IIopa3y 3poOCTa€ KiJAbKiCTb KpPUMiHAJIbHUX
[paBONOpYLIEHb, YUYUHEHUX 3 BUKOPUCTAHHSIM eJIeKTPOHHHUX OOYMC/IOBaJbHUX MAUIUH, X HPOrpaMHOro
3abe3neyeHHs, a TAKOXK TeJeKOMYHiKaliiHUX cucteM. Taki npoTunpasHi Jil XapaKTepU3yTbCs 3aJULIEHHAM
clifiB, cepes IKUX M e/IeKTPOHHI BifoOpakeHHs. BoHM MOXyTb O6yTH J0Ka3aMH BUMHEHHSI KPUMiHaJIbHUX
MpaBONOPYLIEHb, 1[0 MOSICHIOE NTPoLiec po3pobJieHHs Ta BJOCKOHA/JIEHHS MeTO/iB 1X BUSBJIEHHS, 30UpaHHsA Ta
JOCTiPKeHHSI TPaBOOXOPOHHUMU opraHaMu. Ha cboroiHi Taki MeToAy BUSBJIEHHS, 30MpaHHs U JOC/TiPKeHHS
eJIEKTPOHHUX BiZJoOpa’KeHb BUCBITJIEHO B HHU3Li HAYKOBUX Mpallb HALiOHAJIbHUX Ta iHO3EeMHHUX YYEHHUX, 110
3yMOBMJIO KOMIIJIEKCHE BHCBITJIEHHA iX ¥ HAQyKOBOMY AOC/Ii/pKeHHI. MeTa cTaTTi — 34iCHeHHSA OrJIAAY Teopil
Ta NPAKTHKH [isIJIbHOCTI YIOBHOBAXXKEHHUX Cy0 EKTIB I110/10 BUSIBJIEHHS, 30MPaHHSA U JOCJIi[PKEHHS eJIEKTPOHHUX
Bio6GpaxeHb. ¥ Po6OTi 3aCTOCOBAaHO CYKYIHICTb pPi3HOMAaHITHMX METO/[iB, 30KpeMa HAyKOBOTO Ii3HAaHHSA
peajbHUX SBUIL Ta iXHIX 3B'A3KIB 3 MPAKTHYHOO [ifJIbHICTIO YIIOBHOBAXXEHUX OPraHiB I110/I0 BUSBJIEHHS,
30MpaHHA ¥ JOCHiPKEeHHsS eJIeKTPOHHUX BifiloOpakeHb ([iaIeKTUYHUM MeTOZ), a TaKOX CIelliaJibHi Ta
3araJibHOHayKOBi METOAW HPUAUYHOI HayKU. Jloc/i/pkeHHs 3acBijuWJIo, 110 3a3BUYal C/Iig4i U onepaTUBHI
NpaliBHUKW BUABJSIOTH €JEKTPOHHI BiJlo6paXKeHHsI CaMOCTIHHO YU B CKJIaJAi CJij40-onepaTUBHOI Ipynu mif,
yac po3c/iiZlyBaHHs KpUMiHAJbHUX MPAaBONOPYIIEeHb a0 MepeyBaHHs {X yUHMHEHH!0; 36MpaHHS eJIEKTPOHHUX
Bilo6pakeHb BiJIOYBa€TbCs Mif Yac NMpOBEeJEHHS INpolecyalbHUX Ail (caiguux (posurykoBux) Aid) fK 3
TeXHIYHUX NMPUCTPOIB, 3a JOMOMOro SKUX 6y/I0 BUMHEHO KpUMiHa/bHE MPaBONOPYLIEHHS, TaK 1 3 THUX, sKi
OyJI0 aTakoBaHO. /o BUJIyYeHHs eJIeKTPOHHUX BifloGpakeHb AOLJIBHO 3a/y4aTH BiamoBigHoro ¢axiBid (3a
MO>KJIMBOCTI — MpaliBHUKA KibepnoJinil); AocaiiKyBaTH eJeKTPOHHI Bijo6pakeHHsI YIIOBHOBaXKEHI CJiZUNH,
crenianict ¥ ekcnepT. EkcniepTHe JoC/Ti/P)KeHHS eJIeKTPOHHUX Bilo6pakeHb 3/iIICHIOIOTh €KCIIePTH LIISIXOM
NpPOBeJIeHHsI TAaKUX EeKCIEePTH3: KOMITI0TEpHOI TeXHIKM Ta HMPOrpaMHUX MPOJYKTIB, TeJeKOMYHiKal[iHHUX
cuCTeM i 3ac06iB, a TAKOXK TEXHIKO-KPUMiHaAJIICTUYHOI eKCepTH3H JOKyMeHTiB. [IpoBefieHHi orJisizL JOOMOXKe
BiIHOBUTH B aM’sITi yHOBHOBa)KEHUX MPAKTUYHUX NTPAL[iBHUKIB 3HaHHS 1110/10 Bi/[lOMOCTEN PO iHCTpyMeHTapii
BUsIBJIEHHS], 30MpaHHA Ta JOCJIi/P)KeHHs eJIeKTPOHHUX Bil06paXkeHb, 110 3a6e31ne4uTb epeKTHBHE BUKOHAHHS
3aBJlaHb KPHMMiHA/ILHOT'O NIPOBA/P)KEHHA

Kniouyosi cnosa:
cnifigi (posiykoBi) Ail; ciguuit; iudposi foKa3y; eJIeKTPOHHUN JOKyMEHT
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Abstract

Recently, Ukrainian society has been undergoing essential reforms, which were dynamically changing during
democratization and humanization, and did not leave the penitentiary institutions aside. The optimization
of the penitentiary system itself started in 2017, which allowed obtaining legal and organizational tools for
closing unnecessary penitentiary institutions. The purpose of this study was to investigate and analyse the
aspects of optimization of the penitentiary system of Ukraine, which currently is one of the equally important
social institutions that solves large-scale legal, economic, social, and psychological-pedagogical tasks. Presently,
crime stays one of the issues in Ukraine. The study used the general dialectical research method and the formal
logical method. The theoretical framework of this paper included the studies of scientists, which contributed to
the comprehensive investigation of crime and the development of the mechanism for the proper functioning of
the criminal executive system considering its modernization. The study examines the current state of national
legislation on the activities of penitentiary institutions in Ukraine, their development concepts and the need to
improve innovative technologies borrowed from foreign practices (USA, Great Britain, France) in the activities
of penitentiary workers. Ways and proposals for their improvement were formulated. To date, Ukraine has
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Introduction

Today, the world lives in a time of optimization. The
term “optimization” refers to improving the mecha-
nism of the penitentiary system and selecting all viable
resources to improve results. The optimization began
with the adoption in 2017 of the Resolution of the Cab-
inet of Ministers of Ukraine No. 396 “On the Procedure
for Optimizing the Activities of Pre-Trial Detention Facil-
ities, Penitentiary Institutions and Enterprises of Peni-
tentiary Institutions”?.

The penitentiary system aims not only to keep the
criminal isolated, but also works towards their re-ed-
ucation, and subsequently their reintegration in soci-
ety. Ukraine has taken a course to improve, modernize,
and perfect the system of bodies of penitentiary institu-
tions according to the standards of the European Union
in many aspects of public relations, which requires
bringing them in line with international requirements.
During the reform of the penitentiary system, human
and civil rights play an essential role in the application
of international practices.

The penitentiary system should not only be an
instrument of punishment, but also provide an opportu-
nity for correction to individuals who have lost their way.

The system of penitentiary bodies and institu-
tions still does not have a well-established mechanism
for working in cooperation with other state bodies,
which prevents them from achieving positive changes.

From the standpoint of perfecting the activity
of the criminal justice system, it is no less important to
introduce the improvement of the social education and
programs that are applied to the convict for further reso-
cialization and prevention of subsequent crimes after
serving the sentence. First of all, the system of peniten-
tiary bodies and institutions requires improvement in
work with probation bodies regarding the supervision
of individuals serving sentences and their individual
re-education program. Admittedly, international reg-
ulations concerning probation can greatly aid Ukraine
(Bogatyreva, 2012, p. 117).

Employees of penitentiary bodies and institutions
do not always properly inform individuals serving sen-
tences about improving their living conditions (Fedory-
shyn, 2014, p. 55). These measures will contribute to the
re-socialization of convicts, specifically their mastery of
a new profession.

This is indicative of the situation that has devel-
oped at the regulatory, legal, and practical levels in the
field of sentence execution (Kostyantyn, 2016, p. 227).

The problem of re-socialization is rather complex
and is a voluminous social legal issue (Kubrak, 2019, p.
248). The problems of perfecting the system of bodies
and institutions serving sentences were investigated
by well-known Ukrainian researchers who analysed

the mechanism, means, and ways to improve them.
According to 1.S. Yakovets (2013, p. 153), there is no uni-
fied regulated system for perfecting penitentiary bod-
ies and institutions in Ukraine. According to R. O. Kolba
(2020, p. 259), the legal system needs to improve
the mechanism at the level of international require-
ments, considering all the principles of legality when
practically implementing these improvements. I. Khry-
stych (2019, p. 108) noted that changes should be aimed
specifically at the liquidation of the penitentiary service,
placing responsibility for the execution of punishments
on the Ministry of Justice and the probation authority.
According to S.V. Zalyvko (2019, p. 84), the impact on
the penitentiary system is exerted by society and the
changes that occur specifically on the part of the state.

Today, special attention is paid to certain aspects of
re-socialization, supervision, and preparation of prison-
ers for their return to society as full-fledged individuals.

The purpose of this study was to analyse the sys-
tem of bodies and institutions serving sentences, as well
as ways to improve them.

Materials and Methods

During the study, the authors used a system of philo-
sophical and ideological, general scientific methods and
special scientific principles. The principle of objectivity
allowed the authors to understand that it is necessary to
proceed not only from the issues of the current mecha-
nism, but also to consider them in further transforma-
tions so that there are no problems in their practical
application. Guided by the principle of completeness,
some problematic aspects of perfecting the system of
penitentiary bodies and institutions were investigated,
the causes and their consequences were determined.
The dialectical method helped analyse the theoretical
and legal recommendations for improving the national
policy regarding the penitentiary system. The compara-
tive legal method allowed determining the further devel-
opment and improvement of the existing mechanism
of the system of penitentiary bodies and institutions.
The modelling method helped note aspects of improv-
ing the penitentiary system and regulating the mecha-
nism of the system of bodies and institutions serving
sentences in Ukraine. The formal logical method pro-
vided insight into the concept of optimization of peniten-
tiary institutions and the need to legislatively improve it.
Using the system method, the authors investigated the
positive changes in the reorganization and optimization
of the system of penitentiary institutions in economic,
political, and legal aspects.

The authors analysed socio-legal events, pos-
sible patterns and connections between them, which
will further help assess the level of productivity and

Penitentiary Institutions and Enterprises of Penitentiary Institutions”. (2017, June). Retrieved from https://zakon.rada.gov.ua/laws/

I !Resolution of the Cabinet of Ministers of Ukraine No. 396 “On the Procedure for Optimizing the Activities of Pre-Trial Detention Facilities,

show/396-2017-n#Text.
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effectiveness of national legislation in the field of penal
enforcement law, as well as differences of opinions and
doubts that currently exist in states regarding the opti-
mization of the system of penitentiary bodies and insti-
tutions. The theoretical basis of this study included the
research of Ukrainian scientists who were investigat-
ing the stages of reorganization of the penitentiary sys-
tem and the problems of their application. Based on the
analysis results, it was indicated exactly what issues
need to be solved in the penitentiary system. Methods of
analysis, synthesis, induction, and deduction were also
applied, which allowed building a logical research mech-
anism by including certain stages in optimizing peni-
tentiary institutions: 1) a brief analysis and prospects
for optimization of penitentiary institutions in Ukraine;
2) substantial improvements to regulations that will
improve work towards reorganization; 3) the need to
improve new means of humanization in criminal exec-
utive policy; 4) conceptual deficiencies in the criminal
executive system.

Results and Discussion

Optimization of the system of penitentiary bodies
and institutions. Throughout the entire period of for-
mation of the criminal executive law, the structure of
the penitentiary institutions has been improved and
changed, introducing the humanistic paradigm of the
development of the penitentiary system (Kutiepov,
2019). Today, when in Ukraine, based on important state
decisions, an active reforming of the criminal executive
system is underway, a meaningful scientific analysis
is needed, which would clarify the state of regulatory
support for the execution of criminal punishment in the
form of deprivation of liberty from the standpoint of the
theory and history of the state and law with the defini-
tion of promising areas for the development of this pro-
cess (Shevchenko & Biba, 2019).

Recently, the question has been raised about how
the reform and optimization of the penitentiary system
should take place, which thereby attracts attention and
criticism from a society that does not fully understand
the advantages of this reform. During the optimization of
the criminal executive system, a considerable number of
state employees was reduced, which is a negative factor
in the reorganization, increasing the vector of unemploy-
ment in the state and resentment among the staff. It is
also worth paying attention to the convicts themselves,
who have problems with the change of conditions and
place of serving their sentences. Since this is also a big
shock for them and the consequences of adapting to new
living conditions.

The changes that are taking place in the peniten-
tiary system provide for improving the mechanism and
programs to improve the efficiency of the work of pen-
itentiary bodies and institutions. Considering the prac-
tice, then renaming the body, reducing the number of
staff, reorganizing, or closing territorial offices without

an appropriate developed mechanism will not give the
appropriate results or minimize the level of recidivism.
In addition, when reorganizing the penitentiary sys-
tem, an equally important aspect is the study of inter-
national legislation and the causes of conflicts that arise
in the activities of the system of penitentiary bodies
and institutions. The institution of private penitentiary
institutions is widespread in the USA and Great Britain
(Zavadska, 2018). For instance, in France, some prisons
operate based on public-private partnership (certain
services are delegated to private companies) (Ukrainian
prisoners..., 2020). The state, for its part, can facilitate
that private entrepreneurs can help in the construction
of institutions, providing work for prisoners, as well as
providing food products, etc.

Furthermore, the institution of private prisons
operates in several European countries such as the
United Kingdom, France, and it has also gained consid-
erable development in the United States. Borrowing
such practices would positively contribute to improv-
ing the system of penitentiary bodies and institutions in
Ukraine. As for determining the effectiveness of private
prisons, I. P. Melnychenko (2016) identified the follow-
ing advantages: the cost of prisoners’ stay is consider-
ably lower than in state prisons; the national economy
is improving due to the payment of the correspond-
ing tax for the functioning of private prisons; employ-
ment is generated for the population due to the crea-
tion of private prisons. Ukraine also does not have an
improved mechanism that would allow interacting with
European countries, which prevents certain positive
changes in the criminal executive system.

It should also be emphasized that success in per-
fecting the system of penitentiary authorities and insti-
tutions requires the support and participation of the
state, both legislatively, to regulate the mechanism for
applying their norms, and financially.

Aspects of improving the penitentiary system
and regulating the mechanism of the system of bod-
ies and institutions serving sentences in Ukraine.
Today, Ukraine ranks one of the first countries in terms
of mistreatment in places of deprivation of liberty, which
is an impetus for changes in the mechanism of the pen-
itentiary system. Speaking of the mistreatment in pris-
ons, it predominantly refers to poor medical care for
individuals serving sentences and suffering from seri-
ous infectious diseases, unqualified medical work-
ers, as well as poor funding, which leads to low-qual-
ity medical equipment. Consequently, it increases the
death rate among persons serving sentences due to an
imperfect mechanism and poor funding on the part of
the state. As noted by L.I. Olefir (2015), the reorganiza-
tion of the criminal-executive inspectorate into a pro-
bation body allows individuals released from serving
sentences to choose an alternative serving of sentences
and establish a mechanism for their socialization in soci-
ety. The authors of this paper cannot but agree that the
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optimization of the criminal executive system and its
interaction with the probation authority contributes to
this category of individuals’ reintegration into society
and helps in improving everyday life. This step of opti-
mization of penitentiary institutions is the right one and
brings the penitentiary system closer to the humaniza-
tion of people’s rights and freedoms. Since while serving
a sentence in places of deprivation of liberty, there are
changes in the perception of temporary segments of life,
namely there is a deficit in the meaningfulness of each
of them and a loss of meaning in life.

According to D.V. Yagunov (2011), alternative
sanctions are a forced step taken by the state to effec-
tively reduce funds for the maintenance of penitentiary
institutions and the number of employees. Today, the
issue of alternatives and optimization of punishment in
the criminal executive system and the correctness of its
implementation has become rather relevant. Not a sin-
gle state, by punishing an individual and thereby sending
them to serve their sentence in a penitentiary institu-
tion, has solved the issues or problems that exist in soci-
ety. Therefore, we cannot but support the opinion that
thanks to alternative sanctions, it is possible to reduce
the number of financial expenditures of the state for
the maintenance of penitentiary institutions and for the
remuneration of a considerable number of employees.

According to M.H. Verbenskyi (2004), the manage-
ment of the penitentiary system is an exceptional form
and practice that requires a regulated mechanism to
ensure the high-quality implementation of the tasks set
for the execution of sentences that the penitentiary sys-
tem sets for itself. Thus, the penitentiary system should
be considered as a comprehensive mechanism that is
aimed at improving the current legislation while choos-
ing the most acceptable option to achieve satisfactory
results, considering the current conditions. According
to L.S. Yakovets (2014), among the main methods used
for optimization, it is advisable to distinguish the follow-
ing groups: a) economic; b) organizational and admin-
istrative; c) socio-psychological; d) legal. Notably, today
the methods and groups that are still not fully improved
need to be perfected legislatively. Absence of diagnostic
centres that could, thanks to a qualified specialist (psy-
chologist, doctor), analyse individuals serving a sentence,
draft individual programs to improve their behaviour
and provide conclusions on the changes that occurred
during this program for further existence in society.

Development and improvement of the exist-
ing mechanism of the penitentiary system. The pro-
cess of management in bodies and institutions for the
execution of punishments requires high qualifications
and an understanding of the features associated with
the specifics of the criminal executive sphere. The opti-
mization of the penitentiary system is an integral part

of the reorganization, and in no case should it fade into
the background. Due to the optimization of the peniten-
tiary system, the problem of organizing a high-quality
solution of criminal punishments will be solved. There
is also a need to improve the algorithm of actions dur-
ing the constant reorganization of the State Penitentiary
System, considering the following aspects: 1) improve-
ment of the penitentiary system in terms of innovations
and technologies by cooperating with foreign partners;
2) raising awareness of the work of full-time personnel
in the conditions of reorganization and optimization of
the penitentiary system; 3) take measures to increase
the level of public confidence in the work of the peni-
tentiary system; 4) a sequence of actions that will help
avoid recidivism and inconsistency in compliance with
European standards.

Considering the dynamics of modern reforma-
tion processes, M.S. Puzyriov (2017) derived the fol-
lowing definition of private penitentiary institutions -
itis a type of penitentiary institution inherent in foreign
criminal executive law, the main feature of which is that
the state concludes contracts with private institutions to
take control of the management of the penitentiary insti-
tution, or to execute its certain aspects in the psycho-
logical, medical, or educational work. Therefore, consid-
ering the penitentiary system and the speed of changes
in reforms that must follow international standards, it
should be emphasized that this is not a simple process
that requires significant efforts, which lie in the regu-
lation and interaction of all levels of public administra-
tion. Furthermore, one should note the financial costs of
constant reforms, which also adversely affect the state.

Based on the study of foreign practices, T. Pol-
tavets (2019) concluded that a suitable alternative for
Ukraine is the introduction of private prisons. Further-
more, the researcher believed that by attracting private
enterprises in this way, the state would reduce the cost
of keeping a penitentiary institution. Notably, according
to Item 88 of the European Prison Rules, which apply
to the territory of Ukraine, the European Penitentiary
Rules, which establish uniform standards for the deten-
tion of convicts in penitentiary institutions, must apply
in private penitentiary institutions'. These rules are very
often violated in penitentiary institutions.

V.V. Myna (2011) highlights the ways of correc-
tion of convicts in the study “Correcting the convict as
the purpose of punishment through the lens of the phi-
losophy of law”.

Each of the above-mentioned institutions should
function to protect the interests of the individual, soci-
ety, and the state, promote the preservation and restora-
tion of socially useful ties by convicts through the mech-
anisms available in the current legislation, ensure
the re-socialization and adaptation of the convicted

I !Committee of Ministers of the Council of Europe. “Recommendation No. R (87) 3 to Member States on the European Prison Rules”. (1987,
February). Retrieved from https://zakon.rada.gov.ua/laws/show/994_al5#Text.
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individual by correcting and contributing to their psy-
chological and pedagogical influence, create conditions
for cooperation between private and public partnerships
and implement measures to prevent convicts and staff
from committing criminal offences in places of depri-
vation of liberty (Bogatyrev, 2018). An equally princi-
pal factor that needs to be regulated legislatively when
optimizing the penitentiary system is the assistance to
individuals who have served sentences in providing
them with housing and education, which will provide
an opportunity for further adaptation and communica-
tion in society. Many people have problems with employ-
ment, which also need to be resolved at the state level.
Psychological influence is also important in adapting
the convicted individual to society, which is often cruel
towards them. In perfecting the penitentiary system,
every aspect needs to be improved to complete the goals
set and achieve positive results.

Theoretical and legal recommendations for
improving the national policy in the penitentiary
system. Today, the penitentiary system directs its efforts
to improve its work in the social legal direction so that
persons who have served their sentences can adapt to
society as full-fledged individuals (Pavlov, 2016). Nota-
bly, the management process in penitentiary bodies
and institutions requires high qualification and under-
standing of the specific features of the criminal executive
sphere (Buzyrnyi, 2019).

Yu.V. Kerniakevych-Tanasiichuk (2002) positively
believed that the liquidation of penitentiary institutions
would badly influence the employees and the convicts
themselves. A negative factor should also be considered
the instability and constant reforms that are taking place
in the penitentiary system, which lead to considerable
financial costs on the part of the state for its material and
technical support. These reforms require a more detailed
study of whether the already existing changes will help
achieve satisfactory results and will not be even more
costly for the state. According to 0.V. Tavolzhanskyi &
0.A. Protsenko (2021), the purpose of punishment is
to correct an individual so that they can become a full-
fledged accepted member of society and accept them in
return with all their rules of cohabitation. Therewith, it
should be noted and emphasized that when perfecting
the penitentiary system, it should be about individuals
who are and are not related to isolation from society.

Having analysed the scientific doctrine of research
and reform of the penitentiary system, their ways to
perfect the penitentiary system, the greatest need is
to understand the very purpose and tasks that can be

ii-realizatsii-u-20222024-rokakh-s1153-161222.
3Ibidem, 2022.

achieved by improving its current mechanism and the
conditions of the society in which it will operate.

The Order of the Ministry of Justice of Ukraine
No. 2865/5 “On Optimization of Penitentiary Institu-
tions” dated September 13, 2017 defined 13 state peni-
tentiary institutions to be temporarily shut down®. Dur-
ing the government meeting, the First Deputy Minister
of Justice of Ukraine N. Sevostianova noted that “to save
budget funds, we propose to temporarily shut down 13
institutions that are filled from 8% to 44%. This decision
will save more than UAH 70 million of budget funds” (In
search of the optimal..., 2020). Since the maintenance of
a large number of institutions with poor logistical sup-
port and non-compliance with the requirements for the
detention of convicts per European Prison Rules will
contribute to reducing financial costs and thereby take
a step towards creating favourable conditions in the pen-
itentiary system.

The Decree of the Cabinet of Ministers No. 1153-r
“On the Approval of the Penitentiary System Reform
Strategy” dated December 16, 2022 for the period until
2026 and the approval of the operational plan for its
implementation in 2022-2024? states that today many
results have been achieved in the optimization of the
penitentiary system, namely: 1) new bodies and institu-
tions were formed, specifically the Department for the
Execution of Criminal Punishments as an interregional
territorial body of the Ministry of Justice with the status
of a legal entity under public law, state institutions “Pro-
bation Centre”, “General Directorate of the State Criminal
Executive Service of Ukraine”, “Healthcare Centre of the
State Criminal Executive Service of Ukraine”?; 2) creation
of a Unified Register for Individuals serving sentences
or in custody; 3) the system of penitentiary bodies and
institutions, including their enterprises, has been opti-
mized; 4) repair works were carried out in penitentiary
institutions for better detention of individuals serving
sentences; 5) improvement and adjustment of the sup-
ply of food products, as well as expansion of their quan-
tity to be kept; 6) improving the conditions for access
to social networks; 7) monitoring systems are partially
operational. Evidently, the reforms to optimize the sys-
tem of penitentiary bodies and institutions are success-
ful and effective, especially in a clear understanding of
their mechanism of application in the State Criminal
Executive System of Ukraine.

The need to choose the optimal number of peni-
tentiary institutions for the execution of punishment is
also determined by the norm of the Law of Ukraine “On
the Staffing of the State Criminal Enforcement Service of

'The Ministry of Justice approved the list of prisons that will be temporarily shut down. (2017, September). Retrieved from https://zn.ua/
ukr/UKRAINE/min-yust-zatverdiv-perelik-tyurem-yaki-budut-zakonservovani-255218_html.

2Decree of the Cabinet of Ministers No. 1153-r. “On The Approval of the Penitentiary System Reform Strategy” for the period until 2026
and approval of the operational plan for its implementation in 2022-2024. (2022, December). Retrieved from https://www.kmu.gov.ua/
npas/pro-skhvalennia-stratehii-reformuvannia-penitentsiarnoi-systemy-na-period-do-2026-roku-ta-zatverdzhennia-operatsiinoho-planu-
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Ukraine”!. Thus, according to Item 2 of the specified reg-
ulation, it is indicated that the total number of personnel
who ensures the operation of penitentiary institutions is
determined in the amount of 33 percent of the number
of individuals serving their sentences.

The problematic aspects of the penitentiary sys-
tem are as follows: 1) regulations do not correspond to
the conditions of today; 2) the full-time staff is much
larger than the number of people serving sentences.
Management activity defines strategic and opera-
tional goals, areas for perfecting and improving the work
of penitentiary institutions, methods, and measures to
influence the behaviour of convicts, approaches to re-so-
cialization, etc. (Nagorny, 2022).

The study of the above-mentioned scientists once
again allows confirming the effective changes that are
taking place in the penitentiary system, as well as draw-
ing attention to the problems and reasons for their imper-
fection in implementation. The scientific doctrine for the
State Criminal Executive Service serves as the basis in
developing and improving the mechanism for optimizing
the penitentiary system; it is important and will further
contribute to the improvement of existing regulations
and their correct interpretation. It is also worth noting
that the introduction of private prisons, which operate in
foreign countries to improve the economy and reduce the
cost of maintaining institutions, may be a suitable alter-
native to optimize the penitentiary system of Ukraine.

Presently, it is also worth highlighting the spe-
cial attention of the society and the not entirely positive
feedback towards the state regarding the management of
private prisons, which emphasize the loss of control over
the observance of law and order. However, the system
of private prisons can be justified and the advantages
of private prisons are as follows: 1) a positive impact on
the national economy; 2) ensuring the relief of the peni-
tentiary system; 3) provision of high-quality and appro-
priate social conditions for persons serving prison sen-
tences (food, medical care, educational development,
and organization of labour). For this, the state needs to
choose the right vector to improve the mechanism by
which it will eliminate the gaps in the legislation that
exist today. The results of optimization of the system of
bodies and institutions for the execution of sentences in
the state penitentiary system of Ukraine are crucial, first
of all, for persons serving sentences and their further
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Abstract

The adoption of the Law of Ukraine “On the National Police” has normalized the activities of the National
Police of Ukraine regarding the respect for the rights and freedoms of citizens, ensure optimal living
conditions, well-being, and order and legality in the state. In the Law, the updated terms “public security
and order” were introduced to replace the fixed terms “public security” and “public order”, which caused
a lively and still ongoing discussion in scientific circles, and in some places, even disagreement with the
innovations. The arbitrary combination of the two terms into one word combination is still unclear, in some
regulations “public” (civic) is used at the same time, with the latter taken in parentheses, thereby confirming
the semantic similarity and the impracticality of simultaneous use. The purpose of this study was to analyse
various scientific views, opinions of practitioners on the content and expediency of using the terms “public
(civic) security and order” and their phrases. During the study, scientific methods were employed, which
allowed obtaining reasonable conclusions, including system method, hermeneutics, analysis and synthesis,
terminological, formal legal, and comparative legal methods. Various literature was processed, including
special literature, various scientific sources, provisions of the Constitution of Ukraine, Laws, Decrees, orders,
etc., on the subject under study. Based on the study results, there are discrepancies and a lack of consensus
regarding the use of the terms “public (civic) security and order”, the legislators did not define these terms
in the Law of Ukraine “On the Militia” and the Law of Ukraine “On the National Police”. Proceeding from the
processed array of data on the use of the terms “civic security” - “public security”, “civic order” - “public
order”, the authors of this paper justified the need for their unification through changes to the entire array of
laws, resolutions, orders, etc., that are directly or indirectly related to organizing the work of law enforcement
agencies in terms of securing law and order
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Introduction

The issue of securing public, and in the days before the
adoption of the new Law - civic order, the fight against
offences was defined by the state as the main vector of
law enforcement agencies’ activities in building a wel-
fare state. Moreover, a stable rule of law underlies the
foundations of an independent, rich and prosperous
country. Presently, in the situation of full-scale military
operations by russian troops on the territory of Ukraine,
the latter is in an extremely inconvenient situation. The
war affected all spheres of life of citizens, there is no
family that would not be affected by these events. Res-
idents of entire cities, even regions, left their homes to
preserve the life and health of their children, relatives,
and friends. The conduct of hostilities in some regions of
Ukraine, the illegal and uncontrolled entry of weapons
and ammunition deep into the territory, the activation
of reconnaissance and sabotage groups, and currently
cynical and ruthless attacks and bombings of civilian
objects and critical infrastructure objects in Ukraine,
these are the factors which, according to the statistics
of crimes committed, directly affect public (civic) secu-
rity and order in Ukraine. Thus, as of November 30,
2022, 345,962 criminal offences were registered by law
enforcement agencies and units, which is 23,570 more
than in the corresponding period of 2021".

The issue of securing law and order, protecting
the rights and freedoms of citizens is one of the most
pressing issues that the state should solve through the
National Police of Ukraine. The National Police should
carry out its activities together with bodies, enterprises,
institutions of both the state and public sector, exclu-
sively within the legal framework, with respect for the
rights and freedoms of citizens, acting exclusively in the
interests of society. According to the Law of Ukraine “On
the Police”?, the Cabinet of Ministers of Ukraine adopted
the Resolution No. 878 “On the approval of the Regula-
tion on the Ministry of Internal Affairs of Ukraine” dated
28.10.2015, the basis of which was the creation of a cen-
tral executive body - the National Police of Ukraine, sub-
ordinate to the Ministry of Internal Affairs of Ukraine,
which became the starting point of the police reform
that took place in 20152 and objectively led to changes
in all spheres of law enforcement. The regulatory frame-
work that guides the National Police of Ukraine in its
activities has been radically changed. Therewith, prob-
lematic issues of using terminology in law enforcement
activities have also become relevant. In turn, scientists
should make every effort to develop theoretical and legal
approaches to solving controversial issues that arise.

There is a fairly considerable number and variety
of scientific opinions, statements, approaches, and legal

practice concerning the topics covered in this paper. Not
only scientists, but also the legislators in their rule-mak-
ing activities, allowed the practice of using different
terms to describe the same categorical concepts.
Legislatively, the regulations did not consolidate
the term “civic security”, although in the system of inter-
nal affairs bodies, there was an entire unit - the civic
security police, whose main task was to ensure law and
order. The legislators followed the same path in the
new law, did not explain the new terminology, moreo-
ver, combined them into one phrase “public security and
order”. Thus, now the current regulations continue the
practice of applying old and updated terms. Along with
the terms “civic order” and “civic security”, such a con-
cept as “public security and order” is applied.
According to the subject of the study, the goals,
and objectives set by its authors, it is necessary to
investigate the practice of applying such terms as “civic
order”, “civic security”, “public order” and “public secu-
rity” and their correlation. These terms have a fairly
wide range of applications, both in administrative and
criminal legislation, and therefore are the subject of sci-
entific research in various branches of law. Such a spread
and common use of the mentioned concepts implies the
need for their theoretical research, which allows outlin-
ing law enforcement ways of their use, including by units
of the National Police of Ukraine, whose activities are
primarily aimed at securing law and order in the state.

Theoretical Overview

The following researchers worked on certain aspects
of the concepts of ensuring public (civic) security and
order: L.P. Holosnichenko (2020) explored a wide range
of administrative terminology. He paid special atten-
tion to the terms “civic order” and “civic security” and
noted that despite the presence of a fairly large array
of interpretations of the categories of civic order and
security, they still need to be investigated. With the
introduction of new terminology into the legislation,
he touched on the problems of its use, expressing his
vision and developing approaches to solving conflict-
ing interpretations. 0.0. Panova (2016) clarified the
essence and meaning of such concepts as “public order
and security”, their impact on peace and well-being in
society, the level of crime, and the effectiveness of law
enforcement and other state bodies. D.Yu. Tolstonosov
(2017) considered the content and significance of the
terms “civic security” and “civic order”, their features,
ways of improvement, clarified their understanding,
established how they differ and how they are similar.
0.V. Bratchenko (2014) investigated the concept and

'0n registered criminal offences and the results of their pre-trial investigation: the unified report on criminal offences in Ukraine for
2022. (2022, December). Retrieved from https://gp.gov.ua/ua/posts/pro-zareyestrovani-kriminalni-pravoporushennya-ta-rezultati-yih-

dosudovogo-rozsliduvannya-2.

2Law of Ukraine No. 580-VIII “On the National Police”. (2015, July). Retrieved from https://zakon.rada.gov.ua/laws/show/580-19#Text.
3Resolution of the Cabinet of Ministers of Ukraine No. 878 “On the approval of the Regulation on the Ministry of Internal Affairs of Ukraine”.
(2015, October). Retrieved from https://zakon.rada.gov.ua/laws/show/878-2015-n#Text.

50 Law Journal of the National Academy of Internal Affairs, 12(4), 49-60



signs of public security and order and gave his inter-
pretations, explained the content and features of these
concepts through the lens of administrative legal secu-
rity. N.S. Pih (2020) covered issues of ensuring public
(civic) security in Ukraine. Based on the analysis of sci-
entific sources, he argued that ensuring public (civic)
security is an indicator of the well-being of not only one
community, but the state as a whole. He noted that secu-
rity is influenced by many factors, specifically those that
exist directly in the state and that come from outside.
D.0. Tykhomyrov (2020) analysed the normative defi-
nition of the terms “civic security” and “public security”
and highlighted their correlation. A.Ye. Kryshchenko
(2019) noted the need to highlight the regulatory fea-
tures of the term “public security”, cover its essence and
content, and formulate its meaning. In addition, to com-
pare the terms “public security” and “public order”, it
is necessary to analyse and highlight the terms “secu-
rity” and “order”. I.V. Zozulia and O.I. Dovhan (2015)
held positions on the conflict of laws that arises with
the introduction of new terminology, which results in
the incomplete performance of the tasks assigned to the
National Police. V.H. Fatkhutdinov (2015) also touched
on the terms “civic security and civic order” and “pub-
lic order and security” and had a more principled posi-
tion. Having analysed opinions on the introduction of
new terminology, Fatkhutdinov argued that the police
carry out their activities to secure law and order outside
the legislative framework. He stressed the importance
of implementing reforms and reorganizing the police,
but the updated terms introduced by the legislators are
not widely used in rule-making activities and rather cre-
ate a scientific discussion among scientists. D.H. Mulia-
vka (2017) worked out his position on terminology and
provided his vision under which he considered public
security as a certain environment in which all citizens,
their rights and freedoms are secured. He noted public
order as an opportunity for citizens, state bodies, enter-
prises, and local self-government bodies to voluntarily
perform their duties assigned to them to keep law and
order. O.F. Kobzar (2015) conducted a study of regula-
tions that ensure law and order. He defines public order
as a rule-governed system of relations within society,
which aims to promote proper conditions for the activ-
ities of both state bodies and divisions and civil society.

Presently, in the field of scientific and practical
activity, unfortunately, there is no consensus on the
expediency of using new terminology or returning to
the old classical one, as well as the identity or differ-
ence of the concepts of public (civic) security and order
in ensuring law and order. All this once again confirms
the relevance of the subject under study and requires
a theoretical study of the problem raised.

The purpose of this study was to analyse differ-
ent scientific opinions on the meaning and appropriate-
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“public security”,
these terms.

public order” and phrases combining

Materials and Methods

To achieve the goals set, the research uses a set of sci-
entific methods, namely system analysis, structural
analysis, comparison, as well as other methods of sci-
entific cognition. The main methodological component
included general scientific methods, among which the
key place was occupied by a systematic approach con-
sisting of structural and functional methods: using sys-
tem analysis, the terms “civic security”, “civic order”,
“public security”, “public order”, their combination into
phrases and practice of application were comprehen-
sively described, hermeneutics was used to investigate
regulations and other scientific sources related to the
subject, with their further interpretation; analysis and
synthesis were used for clearer coverage and clarifica-
tion of the meaning and content of the terms considered
in this study; the terminological and formal legal meth-
ods were involved to define the terms “civic security”,
“civic order” and “public security”, “public order”, their
correlation, similarity, and difference.

The comparative legal method, using which the
authors attempted to confirm the opinion that these
terms are similar in content, is quite significant.

To investigate the issues raised in this paper, con-
sultations were held with experts - practical workers
who directly carry out activities aimed at preventing the
commission of offences, take measures to ensure pub-
lic security and order in streets, squares, parks, stadi-
ums, train stations, and other public places. 3 employ-
ees of the Department of Preventive Activities and 4
inspectors of the Department of the Patrol Police of
Ukraine in Kyiv were interviewed (during May-Septem-
ber 2022) The purpose was to find out the need for leg-
islative interpretation of terminology and unification of
the legal framework, in the activities of practitioners in
securing law and order. Through conversations and an
anonymous survey, the opinion of the authors was con-
firmed regarding the presence of problematic issues
and some disagreements in the application of terminol-
ogy that they encounter in their daily activities as law
enforcement officers. Attention was also focused on the
need to conduct a scientific study, based on the results
of which there should be developments and proposals
for solving the issues raised by the authors in this paper.
All respondents supported the offer and gave consent to
highlight their opinion and use the results of the survey,
which in one way or another touch on the specified issue
in further research, including when authoring this paper.

The application of methods of analysis, syn-
thesis, induction, and deduction allowed to develop
alogical structure of the scientific paper, which includes
the following blocks: 1) an overview of the regulatory
framework of the terms under study; 2) the analysis
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of regulations, in the part related to illegal encroach-
ments on law and order, indicates the absence of the
terms “public security” and “public order” in their texts,
instead, the legislator adheres to “classical” and already
established terminology and their word combinations;
3) the fact of the absence of normative confirmation of
the mentioned terms was ascertained; 4) the position of
the scientific community is also shared by the employ-
ees of practical bodies and units; 5) to introduce new
terminology or amend the legislation, there is a need for
their regulatory clarification by the legislators to avoid
different interpretations of the same term; 6) analysis of
terms and positions of scientists.

Empirical material on the following issues was
analysed: public security and public order, civic security
and civic order, law and order, and the public.

During the study, the authors used the regulatory
framework, the results of thesis research, publications in
print and electronic publications of scientists who inves-
tigated this issue, as well as special scientific literature
available in the public domain.

Results and Discussion

In regulations and scientific literature, the terms acquire
a synonymous understanding and are used in the same
categories. A reform that resulted from objective changes
in all areas of police activity and the transformation of this
body from a punitive and repressive one to an entirely
new, law enforcement service body - the Police, which
aims to help people. The balance between immediate and
sometimes hasty actions and the quality of the results
obtained was disrupted, including in terms of amend-
ing the array of legislative acts and introducing updated
terms. The starting point in the emergence of termino-
logical conflicts in the application of already established
legal categories was the adoption of the Law of Ukraine
“On the National Police” dated July 2, 2015 No. 580-VIII*,
and at the same time an attempt was made to abandon
“old”, “irrelevant” concepts and introduce new terminol-
ogy. The law offers a new phrase “public security and
order”, although it is not used in modern legal science.
Therewith, according to the legislative technique, the
legislators had to interpret them. For the objectivity of
the study, the authors state that the term “civic order”

Bp#Text.
Bp#Text.
zakon.rada.gov.ua/laws/show/392/2020#Text.
19#Text.

¢Ibidem, 2018.

’Ibidem, 2018.

SIbidem, 2018.

19#Text.
Tbidem, 2015.

is not legally consolidated in regulations, and therefore
its definition was formed from available literary sources
and the practice of applying the legislative framework.

The application of the terms investigated in this
study must be started with a review of the legal frame-
work, and first of all with the Fundamental Law - the
Constitution of Ukraine? where the term “civic order”
is used. Having studied the Constitution of Ukraine?,
it does not contain such terms as “public security” or
“public order”, this fact should be considered, since the
Constitution of Ukraine is the starting point for the leg-
islative and general activity of the Verkhovna Rada of
Ukraine, the Cabinet of Ministers of Ukraine and all state
bodies and institutions. Similarly, the mentioned cate-
gories are also absent in the Decree of the President
of Ukraine “On the Decision of the National Security
and Defence Council of Ukraine No. 392/2020 “On the
National Security Strategy of Ukraine” dated Septem-
ber 14, 2020% the terms “civic order” and “civic secu-
rity” are used in the text of the document instead. In the
Law of Ukraine “On National Security of Ukraine”®, Sec-
tion 1 of Article 1, Item 3 combined the terms security
and order into one phrase and defined civic security and
order as the protection of vital interests, rights, and free-
doms of a person and a citizen, the protection of which is
a priority task of the security forces and other state bod-
ies, local self-government bodies, their officials, and the
public, who engage in coordinated measures to exercise
and secure national interests from threats. Subsequently,
the legislators noted that in Section IV, Part 1, [tem 1 of
Article 186, the Ministry of Internal Affairs of Ukraine
is defined as the central body of executive power that
ensures the formation and implementation of national
policy, including in the field of keeping civic security and
law and order, while Clause 1, Part 4 of the same Article”
entrusts the National Police of Ukraine with the function
of ensuring civic security and order®.

The Law of Ukraine “On the Legal Regime of Mar-
tial Law”® never mentions the terms “public security”
or “public order”, instead the phrase “civic security and
order” is used. And the text of Paragraph 2 of Part 30 of
Article 15 of the Law!’, which reads “.listening to the
information of prosecutors and heads of the National
Police bodies about the state of law, fighting crime,

!Law of Ukraine No. 580-VIII “On the National Police”. (2015, July). Retrieved from https://zakon.rada.gov.ua/laws/show/580-19#Text.
“Law of Ukraine No. 254k/96-VR “Constitution of Ukraine”. (1996, June). Retrieved from https://zakon.rada.gov.ua/laws/show/254k/96-

3Law of Ukraine No. 254k/96-VR “Constitution of Ukraine”. (1996, June). Retrieved from https://zakon.rada.gov.ua/laws/show/254k/96-
*Decree of the President of Ukraine No. 392/2020 “On the National Security Strategy of Ukraine”. (2020, September). Retrieved from https://

SLaw of Ukraine No. 2469-VIII “On National Security of Ukraine”. (2018, June). Retrieved from https://zakon.rada.gov.ua/laws/show/2469-

‘Law of Ukraine No. 389-VIII “On the Legal Regime of Martial Law”. (2015, May). Retrieved from https://zakon.rada.gov.ua/laws/show/389-
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protection of civic security and order and the results of
activities in the corresponding territory...” it follows that
the bodies of the prosecutor’s office and the National
Police guard civic security and order, not public security
and order’. Having analysed the Law of Ukraine “On the
Foundations of National Resistance”?, the authors once
again state with confidence that, as in previous regu-
lations, this law does not use the terms “public secu-
rity” and “public order” and the “classic” and already
established terminology. In Clause 1 of Article 21-13,
the legislator defines the Judicial Protection Service as
a state body in the justice system to ensure protection
and maintenance of civic order in courts, bodies, and
institutions of the justice system*. That is, the body of
the justice system ensures the protection and mainte-
nance of civic order, and not public order.

Analysis of the aforementioned regulations, as well
as the Code of Ukraine on Administrative Offences®, the
Criminal Code of Ukraine®, etc., in the part that concerns
illegal encroachments on law and order, suggests that the
terms “public security” and “public order” are not in their
texts, instead, the legislator adheres to the “classical” and
already established terminology and their word combi-
nations. The terms “civic security” and “civic order” have
the same meaning as “public security” and “public order”,
i.e., they are synonymous. Many scientists and practi-
tioners of the Ministry of Internal Affairs of Ukraine and
the National Police of Ukraine hold the same opinion.

Thus, D. Tikhomirov (2020) notes the fact that
there is no regulatory consolidation of the mentioned
terms. He notes that legal literary sources indicate
directions for solving the specified issue, by introduc-
ing changes and amendments and making appropriate
changes to the already adopted Law of Ukraine “On the
National Police”” and replacing the term “public secu-
rity”, which is not used in legal terminology to define
national policy in the field of civic security, with the
term “civic security”. Secondly, by introducing changes
and amendments to the existing array of regulations, as
well as defining the concept of public security by sup-
plementing the Law of Ukraine “On the National Police”®
with a corresponding article on the definition of terms.

0. Panov (2016) takes a similar position, in his
study he concludes that the terminology for describ-
ing “public order and security” is not defined by law,
but the analysis of regulations and different opinions of

show/1702-20#Text.
3Ibidem, 2021.
“Ibidem, 2021.

laws/show/80731_10#Text.

8Ibidem, 2015.

laws/show/80731_10#Text.
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scientists suggest the homogeneity of the terms “civic
order and security” and “public order and security”.
The position of the scientific community is also
shared by employees of practical bodies and divisions.
The author’s survey of practical workers of the Depart-
ment of Preventive Activities and inspectors of the
Department of the Patrol Police of Ukraine in Kyiv dur-
ing May-September 2022 confirms this. As a result of the
discussion, certain issues were confirmed that occurred
in the everyday activities of patrol police officers to
ensure law and order, in terms of the applicable practice
of regulations and the drafting of procedural documents
regarding individuals who have committed offences.
Attention is focused on the existence of conflicts in the
application of established terms and the inexpediency of
introducing new terminology by the legislator. Offend-
ers in relation to whom procedural documents were
drawn up appealed to the police about the alleged ille-
gal drafting of protocols, pointing out the presence of
terminological discrepancies in some regulations. Thus,
when the police draft a report on the offender concern-
ing the commission of an administrative offence, the
latter indicates the alleged illegality of their actions to
draft a procedural document and the illegitimacy of their
activities in general. The Code of Ukraine on Administra-
tive Offences® defines an administrative offence (mis-
demeanour) as an illegal, culpable (intentional or neg-
ligent) act or inaction that encroaches on civic order,
property, rights, and freedoms of citizens, on the estab-
lished management procedure and for which the law
prescribes administrative liability. The offender empha-
sizes the phrase “civic order”, at the same time pointing
out that according to the Law “On the National Police”*?,
the National Police of Ukraine is a central body of execu-
tive power that serves society by ensuring the protection
of human rights and freedoms, combating crime, main-
taining public security and order, and one of the main
tasks of police officers is to ensure public security and
order, emphasizing the phrase “public security and
order”. Disputes also arise in the activities of members
of public formations to protect civic order and the state
border while ensuring public security and order. When
detecting offences and trying to indicate this to a per-
son who violates law and order, the latter, as in the sit-
uation with police officers, appeal to the illegality of the
activities of members of public formations. They explain

!Law of Ukraine No. 389-VIII “On the Legal Regime of Martial Law”. (2015, May). Retrieved from https://zakon.rada.gov.ua/laws/show/389-19#Text.
2Law of Ukraine No. 1702-IX “On the Fundamentals of National Resistance”. (2021, July). Retrieved from https://zakon.rada.gov.ua/laws/

SLaw of Ukraine No. 8073-X “Code of Ukraine on Administrative Offences”. (1984, December). Retrieved from https://zakon.rada.gov.ua/

®Criminal Code of Ukraine No. 2341-III. (2001, April). Retrieved from https://zakon.rada.gov.ua/laws/show/2341-14#Text.
"Law of Ukraine No. 580-VIII “On the National Police”. (2015, July). Retrieved from https://zakon.rada.gov.ua/laws/show/580-19#Text.

‘Law of Ukraine No. 8073-X “Code of Ukraine on Administrative Offences”. (1984, December). Retrieved from https://zakon.rada.gov.ua/

Law of Ukraine No. 580-VIII “On the National Police”. (2015, July). Retrieved from https://zakon.rada.gov.ua/laws/show/580-19#Text.
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this, again, by the fact that their duties include provid-
ing assistance to the National Police in ensuring civic
order and public security, and they are accused of vio-
lating public order and security. Admittedly, the authors
understand that the activities of the National Police and
public formations for the protection of civic order and
the state border are absolutely legitimate and are car-
ried out within a clear legal framework in compliance
with national legislation. All these attempts by offend-
ers to avoid responsibility are worthless but can and do
lead to verbal conflicts and disputes between offenders
and law enforcement officers. We can assume the occur-
rence of situations when even lawyers, defending in
courts individuals against whom protocols for violations
of law and order were drafted, may appeal on the men-
tioned issues. Considering the conducted surveys and
during personal conversations with practical workers,
they expressed their opinion on the need for legislative
interpretation of terminology and unification of the legal
base to avoid conflict situations and different interpre-
tations and to make it impossible to level the results of
their professional activities in ensuring law and order.

Thus, according to the authors, to introduce
updated terms or replace them in the legislation, there
is a need for their regulatory clarification by the leg-
islators to avoid different interpretations of the same
term. The change of this terminology in some regula-
tions was hasty, and this is the reason for the emergence
of legal conflict in the interpretation and enforcement of
regulations during the maintenance of law and order.

It is worth paying attention to those regulations
that use the new terminology. Thus, in the “Regulation
on the Ministry of Internal Affairs of Ukraine” approved
by the Resolution of the Cabinet of Ministers of Ukraine
No. 878 dated 28.10.2015%, the legislators use the
phrase “public security and order”, although the text
does not define and interpret this term? A.V. Dolynnyi
(2017) also emphasizes that in the above-mentioned
regulation, the terms “public security” and “public
order” are used without legislative interpretation and
simultaneously with the already established terms
“civic security” and “civic order”.

Thus, the Order of the Ministry of Internal Affairs
of Ukraine No. 773 dated August 10, 2016 approved the
Procedure for the organization of interaction between
the National Guard of Ukraine and the National Police of
Ukraine when ensuring (protecting) public (civic) secu-
rity and order . In this document, one can see the use
of the term “public” not only in the text, but also in the
title; the peculiarity is that the term “civic” is taken in

parentheses, which, according to the authors, is evidence
of an interchangeable use and interpretation of the cate-
gories of public and civic security and order. In the same
way, the legislators use the term “civic” in parentheses
next to “public” in the Instructions on the Organization of
Response to Statements and Reports of Criminal, Admin-
istrative Offences or Events and Operational Informa-
tion in Bodies (Units) of the National Police of Ukraine,
approved by the Order of the Ministry of Internal Affairs
of Ukraine No. 357 dated 27.04.20203, which once again
confirms the opinion on the interchangeable use and
interpretation of the specified terms and the legislator’s
attempt to follow the path of not amending the already
adopted regulations, but their “masking”, which is not
acceptable in the opinion of the authors of this paper.

A valid position in confirmation of the opin-
ion regarding the conflicting terminology that arose
after the introduction of new concepts was noted by
I.V. Zozulia & O.I. Dovhan (2015). They noted that the
law enforcement agency - the police - cannot fully per-
form its tasks to ensure law and order and respect the
rights and freedoms of citizens. Although in their daily
activities, despite the use of different terminology and
different interpretations of terms, the police provide
police services, ensure law and order, protect human
rights and freedoms, protect the interests of society and
the state, and fight crime. On this occasion, V.H. Fathut-
dinov (2015) was more categorical, he stated that pro-
ceeding from the statements made in this regard, it is
possible to see the activities of the police in the field
of public security outside the law. As a result, this may
lead to the establishment of such a fact as the illegality of
the National Police. Fathutdinov stated that, considering
the importance of the reorganization of law enforcement
agencies in general and the National Police of Ukraine
directly, the term “public security” was not widely used
in the development of new regulations. This terminol-
ogy has become the subject of research and discussion
in the scientific community.

For objectivity and a comprehensive considera-
tion of scientific research issues, the authors of this paper
consider it expedient to refer to the international prac-
tices of using the mentioned terms. Thus, the Law of the
Republic of Latvia “On the Police” (Article 12, Item 14_1)
grants the right to observe public places and persons
located there, including with the use of technical means,
for timely warning and identification of possible threats
to public order. Article 13 of the Law gives police officers
the right to use physical force, special means, vehicles,
etc., including to ensure public order and security*.

!Law of Ukraine No. 580-VIII “On the National Police”. (2015, July). Retrieved from https://zakon.rada.gov.ua/laws/show/580-19#Text.

2Order of the Ministry of Internal Affairs of Ukraine No. 773 “On the Approval of the Procedure for the organization of interaction between the
National Guard of Ukraine and the National Police of Ukraine when ensuring (protecting) public (civic) security and order”. (2016, August).
Retrieved from https://zakon.rada.gov.ua/laws/show/z1223-16#Text.

30rder of the Ministry of Internal Affairs of Ukraine No. 357 “On the Approval of the Instructions on the organization of response to statements
and reports on criminal, administrative offences or events and operational information in the bodies (units) of the National Police of Ukraine”.
(2020, May). Retrieved from https://zakon.rada.gov.ua/laws/show/z0443-20#n7.

*Law of the Republic of Latvia. (1991, June). Retrieved from http://likumi.lv/doc.php?id=67957.
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Evidently, the legislators use such phrases as public
order and public order and security. Article 2 of the Law of
the Republic of Lithuania “On the Police” defines the police
and states that it is a set of police institutions and offi-
cials that ensure public security and public order. Article 5
defines the tasks of the police, among the principal ones -
ensuring civic security and civic order. The Law uses
the terms “ensuring public security and public order”™.

The Police and Border Guard Act of Estonia uses
analogous phrases public order and internal security?

Article 1 of the Law of Georgia “On the Police”
defines the goals, which are to ensure public security and
law and order. The legislator goes further and defines
the terms, one of which is public security, which means
the inviolability of human rights, state sovereignty, ter-
ritorial integrity, and the constitutional system, laws,
and other acts of Georgia. And again, we can see that
the phrase “public security and law and order” is used?.

Another country where similar terms are used in
the Law “On the Police” is Moldova. Here, even one of
the structural divisions is the Public Order Police, one
of the main tasks of which is to support, ensure pub-
lic order and security. Once again, the authors of this
paper note the use of similar phrases - “public order
and security”*.

Thus, one can discuss the legislators’ use of the
phrases “public order”, “public order and security”, “pub-
lic security and law and order” in regulations, which are
similar in their content and scope of application.

In his study, A.Ye. Kryshchenko (2019) noted that
it is logical to clarify the regulatory framework of the
term “public security”, to investigate its content and to
formulate its definition. It is also appropriate to consider
the term “public order”.

0.V. Batrachenko (2014) defined public security
as a high and reliable state of protection of the interests,
rights, and freedoms of a person and citizen vital to the
state, society, and every individual, which is the priority
task of the activities of every state body, local self-gov-
ernment body, and their officials. Under the public order,
he considered the state of order of public legal relations
and the entire public legal system, according to which
each individual, state body, local self-government body,
their officials voluntarily comply with legal and moral
and ethical norms, cultural and other social rules, com-
ply with relevant regulations to achieve public security
and general welfare.

According to D.H. Muliavka (2017), the term
“public security” should be understood as the state
of protection of society and each individual, interests,

CA89372D00AA/asr.

legis.md/cautare/getResults?doc_id=110355&lang=ru.
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rights, freedoms of human and citizen. It defined pub-
lic order as a state in which every individual, state body,
local self-government body, and their officials voluntar-
ily adhere to legal and moral and ethical standards to
achieve public security and welfare.

Analysing the content of the Declaration on the
Police, adopted by the Resolution of the Parliamentary
Assembly of the Council of Europe No. 690 (1979)%,
O.F. Kobzar (2015) concludes that public order in this
document is defined as a regulated state of public social
relations that ensure the proper functioning of the state,
its structures, public formations and citizens.

The International Police Encyclopaedia offered
its own definition of public security. Public security is
defined as a system of social relations governed by legal
norms aimed at ensuring personal security, public peace,
favourable conditions for work and recreation of citi-
zens, normal functioning of state bodies, public associ-
ations, enterprises, institutions, and organizations
from threats originating from criminal and other ille-
gal encroachments, violation of the procedure for using
a source of increased danger, objects, and substances
removed from free turnover, adverse anthropogenic and
natural phenomena, as well as special circumstances
(International Police Encyclopaedia...,, 2011).

According to A. Ye. Kryshchenko (2019), to com-
pare the terms “public security” and “public order”, there
is an objective need to conduct a separate analysis of the
terms “security” and “order”. Turning to explanatory dic-
tionaries, one can refer to the different semantic mean-
ings that these phrases have.

From ancient times to today, the concept of secu-
rity was directly related to the life of a person and soci-
ety. The dictionary of the Ukrainian language interprets
“order” as an established way of life; everyday life; the
state when everything is being done, it is done as it
should be, according to certain requirements, rules; com-
pliance with rules, norms of behaviour somewhere; dis-
cipline (Dictionary of the Ukrainian language..., 1977).

Justifying his opinion, H.P. Sytnyk (2007) defines
security as the ability of citizens living in the country to
live safely, to have rights and freedoms, to fulfil them-
selves, to prevent encroachments, to protect and invio-
lability of their property from any harm. Sytnyk’s posi-
tion (2007) is correct, although the emphasis should be
placed on preserving living conditions and human life
itself, and then on all other aspects.

D. Tolstonosov (2017) also interpreted security
as protection from any encroachments on basic human
needs and the right to exist, self-fulfilment. By order,

!Law of the Republic of Lithuania “On Police Activity”. (2020, October). Retrieved from https://www.e-tarlt/portal/lt/legalAct/TAR.
2Law of Estonia. “Police and Border Guard Act”. (2009, May). Retrieved from https://www.riigiteataja.ee/en/eli/512112013003/consolide.
3Law of Georgia. “On the police”. (2013, October). Retrieved from https://matsne.gov.ge/ru/document/view/30346?publication=36.

*Law of Moldova No. 320 “On the activities of the police and the status of a police officer”. (2012, December). Retrieved from https://www.

*Declaration on the Police No. 690. (1979, May). Retrieved from https://ips.ligazakon.net/document/view/mu79314.
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he meant a system of relationships in society based
on generally accepted norms.

According to V.V. Tretiak (2010), the term “security”
consists of protecting generally accepted things in society
in certain situations that directly concern an individual.

At the same time, according to the convincing
opinion of L.E. Andriievskyi (1874), “security” is a state
in which there are no dangerous factors that pose
a threat and can lead to harm. In his opinion, public
security should be characterized by the absence of dan-
ger for all residents of the community.

T. Podorozhnia (2017) investigated such a term
as “legal order”, which the author interpreted as the situ-
ation in society when the observance of rights, the exer-
cise of benefits by citizens, as well as the performance
of their duties is ensured and controlled by the state
through certain legal mechanisms.

For decades, scientists have been trying to define
public order. One can safely discuss the position of
authors who differ in their opinions and those who are
united. One part of scientists understands public order in
a broad sense, while the other understands it in a narrow
sense. Moreover, the vast majority belongs to the former.

For instance, the broadest definition of public
order was formulated back in the 1970s by M.1. Yeropkin
& O.P. Klyushnichenko (1979), who interpreted public
order as the full set of relationships that exist in society.
This definition looks generalized and too broad, it does
not reveal all the features of public order, but is more
aimed at social norms that are regulated by custom-
ary law, traditions, etc. More detailed is the definition
of I.P. Holosnichenko & Ya.Yu. Kondratiev, who consid-
ered public order as a state of social regulation, in which
life, health of citizens, their rights and freedoms, public
peace, morality and human dignity are ensured (Admin-
istrative activity..., 1995, p. 14-16).

Public security, according to Ye.B. Olhovskyi
(2003), should be based on principles that are formed
with mutual respect and are aimed at preventing factors
that can lead to negative factors in the life of citizens,
institutions, enterprises, organizations, which concerns
both the right to work and to take part in mass events etc.

S.V. Kivalov & L.R. Biel (2002) interpreted public
order as the orderliness of social relations and the order
between citizens, which is formed considering the inter-
ests of citizens and the state. According to M.V. Bilokon
(2003), the regulated stay of people and things in public
places, the legal status of which is fixed by moral, ethical
and legal norms, can be considered a public order.

According to the authors, the definition of pub-
lic order by V.V. Malikov (2014) deserves attention. He
noted that public order is a system of social relations in
which citizens live and is aimed at upholding the rights
and freedoms of citizens, peace, life, ensuring health,
honour and dignity, as well as the formation of favour-
able factors for the existence of public and state organ-
izations, implementation of norms existing in society.

At the same time, M. I. Yeropkin (1965) success-
fully noted that the value of defining the concept of pub-
lic order lies in its analysis as a coherent structural sys-
tem of legal social relations, which are manifested in
the behaviour of people, their deeds, actions mainly in
public places and outside them. Therewith, 1. P. Holos-
nichenko (1995) noted that the variety of interpreta-
tions and explanations of concepts that hold compo-
nents of public order is insufficient and does not fully
cover its content. The use of such methods of investi-
gating the concept of public order does not allow dis-
tinguishing it from other social categories that are nor-
malized by legal and social norms and are aimed at
performing the same functions.

In the legal literature, the problem of correlation
between the terms “public order” and “public security”
under study is debatable. The concepts considered in
this paper are closely related. In theory, there are many
opinions on this issue. A supporter of one of them, M. L.
Yeropkin (1965), defined public security as an integral
part of public order.

There is no consensus among scientists regarding
the unified definition of the concept and components
of which public order is formed. The position of those
scientists who interpret public order in a broad sense,
meaning social relations that are formed and accepted
by society, through the implementation of legal norms,
norms of morality, religion, corporate, family, aesthetic,
ethical, as well as customs and traditions, etc. Factors
that directly contribute to the formation of people’s con-
sciousness and behaviour for comfortable coexistence
and the development of all spheres of social life in the
state are important. The “golden mean” in definitions is
important. Since some scientists in their research made
an excessively generalized definition, and other authors
try to be too specific, resorting to enumeration of unnec-
essary details. With an excessive content load on the
definition of terms, concretization is impractical, since
they lose their meaning and universality, there is a dan-
ger of different interpretation, and therefore application
in practice.

Conclusions

The authors of this study can state the existence of con-
flicts in the practice of applying the terms “public (civic)
security and order”. Despite the attempts of scientists
to cover the problems and implement developments in
solving the issues raised in this paper, the problem stays
unresolved.

There are contradictions and there is no unified
opinion regarding the use of the terms “public (civic)
security and order”, since the legislator did not interpret
the mentioned terms either in the Law of Ukraine “On
the Militia” or in the Law of Ukraine “On the National Police”.

In some regulations, in the part concerning ille-
gal encroachments on the rule of law, the terms “public
security” and “public order” are not included in the texts,
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but the legislators adhere to the position of using “clas-
sical” and already established terminology. Along with
the terms “civic order” and “civic security”, such a con-
cept as “public security and order” is applied.

Conducting a scientific study allowed confirming
the opinion that the terms “public security” and “pub-
lic order” and “civic order” and “civic order” are similar
in terms of content, in regulations and scientific litera-
ture they acquire a synonymous meaning and are used
to describe the same categories. Thus, the legislators do
not introduce changes to the already adopted regula-
tions, but “mask” them.

Most scientists and practitioners agree on
the hasty and inappropriate introduction of new

Kostyuk and Biloshitsky NS

terminology, and this is the reason for the emergence of
alegal conflict in the interpretation and enforcement of
regulations in ensuring law and order. Practitioners also
confirmed this fact. Problematic issues arose during the
performance of their professional duties to ensure law
and order and in the practice of applying regulations
and drafting procedural documents. The authors of this
study can talk about appealing offenders to patrol police
officers in terms of applying certain terms.

Terminology requires legislative interpretation
and unification of the entire array of laws, resolutions,
orders, etc., that are directly or indirectly related to the
organization of the work of law enforcement agencies in
terms of ensuring law and order.
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AHoTauia

[IpuiinaTTa 3akoHy YkpaiHu «[Ipo HanioHanbHy noJiniro» yHopMyBasio AistibHiCTh HanjoHanbHOI moJtinii
YkpaiHu 10/l0 AOTPUMaHHA NIpaB i cBo6ojA rpoMassH, 3abe3nedeHHs] ONTUMaJbHUX YMOB IPOXKHMBAaHHS,
I06PO6YTY, MOPSAAKY M 3aKOHHOCTI B /lep>KaBi. Y 3aK0oHi Ha 3MiHy ycTa/leHUM OHATTSAM «POMa/JICbKa 6e3MmeKa» Ta
«TPOMa/ICBKUM NOPs0K» 6yJI0 3apOBa/KeHO HOBUU TEPMIiH - «1y6J1iuHa 6e3neKa ¥ NopsoK», 1[0 BUKJIMKAJIO
B HAYKOBHUX KOJIaX JOCUTb »KBaBe 0OrOBOpPEHHS, a NMOJEeKyJd U He3roZy 3 HOBOBBeJeHHAMHU. He3posyminnm
3aJIMILAETLCA JOBiJIbHE MOEAHAHHSA TEPMIiHIB y CJOBOCHOJYYEHHS: V [eAKUX HOPMAaTUBHO-NPABOBUX aKTax
BUKOPHUCTOBYIOTb «IMYOGJIYHMNA» Ta «IPOMaJICbKHMK» OJHOYACHO, MPUYOMYy OCTaHHIM MOJAIOTh Yy AYKKax,
MiATBEPKYOUU PIBHO3HAYHICTh 3MICTOBOT0 HAallOBHEHHS Ta HEJOLJIbHICTh OHOYACHOTO BXKMBaHHS. MeTow
CTaTTi € 3A1MCHEHHSA aHaJIi3y Pi3HUX HAYKOBUX MOIVIAAIB, [yMOK NPAaKTUYHUX MPALIiBHUKIB CTOCOBHO 3MICTy U
JIOLIIIBHOCTI BUKOPUCTaHHS TepMiHa «my6JidyHa (rpoMazicbka) 6e3neka i mopsijok» Ta Bapiariil crosy4eHHs
Woro ckiazoBux. Ilil 4ac mpoBeAeHHS JOCJI/PKEHHS B CTATTi 3aCTOCOBAaHO KOMILJIEKC HAyKOBUX METOZIB,
cepesi IKUX CUCTEMHHUN, repMeHeBTHKH, aHa/ i3y ¥ cHHTe3y, TepMiHosoriyHui i PpopMasbHO-IOPUIUIHUY,
MOPiBHSIIBHO-NIPABOBUH, 1[0 CHPUSJO OTPUMaHHIO OOIPYHTOBAaHMX BHUCHOBKiB. Ha mifcTaBi pesysabTaTiB
OMnpaloBaHHA JiTepaTypH, 30KpeMa CleliaJbHOI, pi3HOMaHITHUX HAyKOBUX pKepeJ, moJ0xeHb OCHOBHOIO
3aKoHy YKpalHH, 3aKOHIB, YKasiB, po3nops/»KeHb, HaKa3iB TOLL0 3a TEMATHUKO JOC/i/PKEHHS, KOHCTATOBaHO
icHyBaHHS cynepeyHoOCTeH i BiZiICyTHICTb €JMHOI YMKH I11[0/10 3aCTOCYBaHHs TePMiHiB «ny6JiyHa (rpoMaZicbKa)
6esneka Ta nopsAok». Tak, y 3akoHi Ykpainu «IIpo mininito» Ta B 3akoHi Ykpainu «[Ipo HanioHanbHy noJinito»
3aKOHOJaBellb He JlaB BHM3HA4YeHHd 3a3HauyeHUX TepMiHiB. CIMparwyuch Ha ONpall0OBaHHA MacCHUBY JaHHUX
3aCTOCYBaHHs TEPMiHIB «rpoMa/icbka 6e3neka» — «y6JiidHa 6e3neKa», «rpoMaJiICbKUH MOPA0K» — «IIyOJiYHUN
MOPSIZIOK», OOIPYHTOBAHO HeoOxiAHicTh iX yHidikanil yepes 3MiHM BCbOrO MacUBY 3aKOHIB, NOCTAHOB,
HaKasiB, po3mopsi/KeHb TOIO, sIKi 6e3mocepelHbO ab0 OMOCEPEIKOBAHO CTOCYHThCS Oprasisaiii po6oTu
MIPaBOOXOPOHHUX OPTraHiB y YacTUHI 3a6e3ne4eHHsI MPaBONOPSIKY
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[IpaBONOPALOK; TIPOMAaACHKICTb; HAyKOBI JpKepeJsa; JepXaBHI OpraHd; HOPMATUBHO-IIPABOBI aKTH;
3aKOHO/|aBellb
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Abstract

The relevance of this study was conditioned upon the scientific originality and practical significance of the
use of unmanned aerial vehicles in the detection, investigation, and prevention of criminal offences. The
purpose of this study was to investigate topical issues of using UAVs in two aspects - as a technical forensic
tool and as a tool and means of committing a criminal offence. The research methodology included a set of
general scientific and special methods that allow assuming and concluding on the specific features of using
a UAV in the detection, investigation, and prevention of criminal offences. Thus, this study was based on
a diagnostic method for cognition of social and legal phenomena and concepts in their development and
interdependence. Along with this, general and special research methods were used, namely comparative
legal, system-structural, statistical, logical, and other modern methods of scientific cognition. The theoretical
framework of this study included studies of scientists and practitioners in the field of criminal procedure and
forensics. The regulatory framework of the study included the norms and provisions of current regulations
and their practical implementation in the law enforcement sphere. The study examined topical issues related
to the UAV as a modern technical forensic tool and object of forensic research. The paper considered certain
aspects and features of the use of UAVs in the detection, investigation, and prevention of criminal offences. To
this end, various aspects of the use of UAVs as modern technical forensic tools were comprehensively analysed,
distinguishing theoretical foundations of application, statutory regulation, organizational, technological, and
scientific-methodological support. The features of using UAVs as a tool and means of committing criminal
offences were determined. The study investigated typical traces left as a result of using UAVs, features of
their logging and seizure. Considering investigative situations, the sequence, and specifics of conducting an
inspection and seizure of a UAV and its elements at the initial stage of the investigation were determined, as
well as an indicative list of issues for their expert investigation was provided. The significance of the results
and practical value of this paper is that it highlights the specific features of using a UAV as a technical forensic
tool and object of forensic research, formulates scientific and methodological recommendations for the use
of unmanned aerial systems in the investigation, solving, and prevention of criminal offences. The study also
defines the areas for improving Ukrainian legislation to regulate legal relations in the field of criminal justice
on the use of unmanned aerial systems by law enforcement agencies
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Introduction

Over the past few decades, human has conquered more
natural forces than in the entire previous history of
humankind. Presently, the use of modern information
and digital technologies is no longer considered some-
thing fictional. Moreover, due to their accessibility and
technical capabilities, they have found their wide appli-
cation not only in the military sphere, but also in law
enforcement activities (Kharchenko et al., 2005; Zhi-
lin, 2011; Bakutin, 2020). This circumstance substan-
tially influenced the transformation of forensic science
and gave an impetus to the digitalization of mod-
ern criminalistics, saturating it with electronic-digital
devices, tools, systems, and electronic communication
exchange between them. Currently, the scientific liter-
ature uses the term “digital criminalistics” increasingly
often. Emphasizing its revolutionary importance, scien-
tists and practitioners define its further development as
one of the priority areas for improving forensic knowl-
edge (Kolodina & Fedorova, 2022).

The practical implementation of information and
digital technologies in forensic activities is the intro-
duction of unmanned aerial vehicles (UAVs, drones)
into the work of law enforcement agencies (Bilous,
2016; Bakutin, 2020).

From a forensic standpoint, a drone can be consid-
ered an aircraft without a pilot, crew, or passengers on
board, equipped with an engine that lifts it into the air due
to aerodynamic forces, works both in automatic mode and
through remote control, and which can be equipped with
special technical and forensic means of aerial and non-ae-
rial influence, video and photo equipment, as well as other
devices and equipment for reconnaissance and mon-
itoring of airspace, terrain, and aquatic environment.

Therewith, the rapid development of informa-
tion and telecommunication systems has not bypassed
crime. Existing as a social phenomenon, crime has suc-
cessfully mastered the achievements of technological
advance, adapting them into its activities. Thus, for
instance, according to leading international organiza-
tions, even today the losses caused by criminal offences
in the use of the latest information and telecommunica-
tions systems can be compared with the income from
illegal trafficking of narcotic drugs and weapons. More-
over, many torts in this area stay hidden, which charac-
terizes their high latency (Korshenko, 2020; Computer
crimes in the USA, 2022).

The analysis of scientific literature and law
enforcement practice suggests that UAVs enable the
commission of a considerable large number of crimi-
nal acts related to espionage, terrorist activities, collab-
orationism, smuggling, human life and health, obtain-
ing illegal benefits, trafficking of drugs and psychotropic
substances, illegal arms trafficking, illegal obtaining of
restricted information, disruption of aircraft traffic, secu-
rity of critical infrastructure facilities and, as a result,
national security in general (Blaguta & Movchan, 2020).

Such a wide range of applications of drones in
criminal activities is primarily explained by many indi-
vidual characteristics that allow using drones as tools
and means for committing criminal offences. These fea-
tures include the technical capabilities of the UAV, which,
along with its small size, low visibility, relatively low
price and availability, allow one to do the following:

- perform air delivery of items to protected ground
objects.

- equip drones with diverse types of weapons and
high-precision electronic devices.

- perform automatic (autonomous) piloting that
does not require long-term special training.

- engage in large-scale acts that can cause consid-
erable damage, destruction, and casualties (Kanchenko,
2015; Holotov et al., 2017).

Notably, unlike military doctrine, in legal science,
the discussion of problematic issues related to the use of
UAVs as a technical forensic tool and object of forensic
research is relatively a new area of scientific research.
However, some of their aspects, specifically those related
to the use of drones in the activities of police, were
covered in the studies of Ye. Bakutin (2020), V. Bilous
(2016), R. Blahuta (2020), V. Holotov et al., (2017),
M. Kobets (2017), Ye. Kuzmenko (2016), A. Movchan &
M. Movchan (2020), S. Moslenko & S. Zelenskyi (2020),
K. Sporyshev et al.,, (2018), etc. Admittedly, the scien-
tific and theoretical developments of these authors are
important for solving the problem of using UAVs by law
enforcement agencies in the performance of their tasks,
but they do not fully solve the complex issues concerning
the specific features of using UAVs as a technical forensic
tool and object of forensic research. Thus, for instance,
most of these studies contemplate the role of the legal
principles for conducting aviation operations using
UAVs in criminal justice (Holotov et al., 2016; Movchan,
& Movchan, 2016; Moslenko & Zelenskyi, 2020), as well
as the main areas for improving the legislative regulation
of the use of UAVs in police activities (Kuzmenko, 2016;
Kobets, 2017; Bakutin, 2020). Therewith, some authors
consider the UAV as one of the means of establishing
objective truth in criminal proceedings (Moslenko &
Zelenskyi, 2020), which, according to the author of this
study, requires clarification. Firstly, in the conditions of
the adversarial principle and the presumption of inno-
cence, the use of such a philosophical category as “objec-
tive truth” is not entirely appropriate, and there is always
the possibility of judicial errors. Secondly, those means
of proof included in the criminal procedure, cannot fully
ensure the objective institution discussed in the phil-
osophical literature. Furthermore, using induction as
one of the Aristotelian methods of cognition in criminal
proceedings, it is not possible to obtain true knowledge.
That is, if the activities of law enforcement agencies were
aimed at establishing the objective truth, then in such
circumstances justice would lose its significance.
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In turn, the author of this study proposes to con-
sider UAVs in two aspects: as a technical forensic tool
and as an object for forensic research. Since UAVs allow
obtaining not only evidentiary information that is vital
to solve, investigate and prevent of criminal offences, but
also enable the commission of a considerably large num-
ber of torts prescribed by the law on criminal liability.
In this regard, this study will reveal the specific features
of using UAVs as a technical forensic tool and object of
forensic research in greater detail. For this, the tasks of
this study were formulated as follows:

- to determine the features and technical capabilities
of using UAVs in law enforcement, forensic, and crimi-
nal activities.

- to identify general and special forensic tasks of
using UAVs as a technical forensic tool, as well as to
describe the specifics of conducting an investigative
inspection using UAVs on the example of eccentric, sec-
tor-wise, linear (frontal), and nodal inspection methods.

- to identify the main typical traces that can be left
at the scene of an accident as a result of illegal use of
UAVs, as well as to determine the features of their log-
ging (recording) and seizure.

- to identify typical investigative situations at the ini-
tial stage of the investigation where the UAV was used
as a tool and means for committing a criminal offence.

- to consider the general specifics of the tactics of
conducting an investigative inspection of a UAV detected
at the scene from a structural perspective.

- to formulate and justify proposals regarding the
improvement of the current legislation in the part
related to the use of UAVs when solving, investigating,
and preventing criminal offences, as well as to formu-
late topical issues for further research.

Thus, the purpose of this study was to develop
theoretical provisions that cover the specific features
of using UAVs as a technical forensic tool and object of
forensic research.

Materials and Methods

The regulatory framework of this study included laws
and sub-legislative acts, the norms and provisions of
which govern certain issues of the use of UAVs, namely:
the Air Code of Ukraine No. 3393-VI dated 15.05.2011%,
Criminal Procedural Code of Ukraine No. 4651-VI dated
13.04.20122, Criminal Code of Ukraine No. 2341-I1I dated
05.04.20013, Code of Ukraine on Administrative Offences
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as amended on 26.05.2022% Rules for the use of flights
by unmanned aviation complexes of the State Aviation
of Ukraine, approved by Order of the Ministry of Defence
of Ukraine No. 661 dated 08.12.2016°%, Instructions on
the use of technical devices and means that have the
functions of photo and film shooting, video recording,
photo and film recording equipment, video recording by
police bodies, approved by the Order of the Ministry of
Internal Affairs of Ukraine No. 1026 dated 18.12.2018°.

The theoretical framework of this study included
the studies of scientists and practitioners in the fields of
criminal procedure and forensics, who investigated indi-
vidual issues related to the subject under study, namely
the use of UAVs in police activities; features of intro-
duction of unmanned aerial technologies into forensic
practice; legal grounds and problematic issues of legal
regulation of the use of drones in the activities of law
enforcement agencies, etc.

This study was based on a diagnostic method for
cognition of social and legal phenomena and concepts in
their development and interdependence. This method
was used to investigate regulations, analytical materi-
als, concepts, and opinions of authors regarding certain
issues included in the subject of this study.

Along with this, theoretical and empirical
research methods were employed. For instance, the
descriptive analytical and dogmatic methods were used
to analyse the interpretations of legal categories, formu-
lations of definitions, clarifications of the terminology,
formulations of proposals for improving the current leg-
islation on the subject under study. Comparative legal
and formal legal methods were used to analyse regula-
tions governing the activities and powers of police bod-
ies and divisions, as well as certain issues concerning the
use of UAVs in the airspace of Ukraine. Using the mod-
elling method, conclusions were formulated, as well as
proposals for improving the current legislation.

Results and Discussion

An unmanned aerial vehicle as a technical forensic
tool. Due to its versatility, the use of UAVs in law enforce-
ment and forensic expertise provides an opportunity
to effectively implement the tasks set at relatively low
financial costs, which previously required the use of not
only a considerable number of personnel, but also gen-
eral aviation’. Furthermore, the use of drones elimi-
nates the risks of accidents involving participants in

!Law of Ukraine No. 3393-VI “On Air Code of Ukraine”. (May, 2011). Retrieved from https://zakon.rada.gov.ua/laws/show/3393-17#Text.
2Criminal Code of Ukraine: Law of Ukraine No. 4651-VI. (April, 2012). Retrieved from https://zakon.rada.gov.ua/laws/show/4651.
3Criminal Code of Ukraine: Law of Ukraine No. 2341-III. (May, 2001). Retrieved from https://zakon.rada.gov.ua/laws/show/2341-14#Text.
*Code of Ukraine on Administrative Offences. (May, 2022). Retrieved from https://zakon.rada.gov.ua/laws/show/80731-10#Text.

SOrder of the Ministry of Defense of Ukraine “On the Approval of the Rules for the Use of Flights of Unmanned Aircraft Complexes of the State
Aviation of Ukraine” No. 661. (December, 2016). Retrieved from https://zakon.rada.gov.ua/laws/show/z0031-17#Text.

S0rder of the Ministry of Internal Affairs of Ukraine No. 1026 “On the Approval of the Instructions on the Use of Technical Devices and Means
that Have the Functions of Photo and Film Shooting, Video Recording, Photo and Film Recording Equipment, Video Recording by Police
Bodies”. (December, 2018). Retrieved from https://zakon.rada.gov.ua/laws/show/z0028-19.

’Criminal Code of Ukraine: Law of Ukraine No. 4651-VI. (April, 2012), op. cit.
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such operations, which are accompanied by an explosion
or fire hazard, injuries, or death of people. This means,
for instance, neutralization of explosive objects or mine
clearance of premises, pursuit of criminals, establish-
ing their location, conducting various search and rescue
operations (Bilous, 2016).

In this regard, the author of this paper agrees
with the opinion of some scientists and practitioners
who believe that the use of UAVs for forensic purposes
should not be limited to merely examining the scene of
an accident, it is much broader?®. Thus, the modern devel-
opment of information technologies allows equipping
drones with special, digital equipment that can identify
individuals who are wanted in the video stream, or those
included in the relevant databases of law enforcement
agencies, as active participants in mass riots, individu-
als involved in terrorist activities, organized crime and
banditry, simulate their 3D images and store the infor-
mation received in the relevant information resources.
The use of such complexes can be especially effective
during public events, sports competitions, protests, civil
unrest, as well as in other places of mass gathering of
people where it is technically impossible to install sta-
tionary surveillance systems (Blaguta & Movchan, 2020).

Another successful example of the adaptation
of unmanned telecommunications systems in forensic
activities is the use of UAVs during search activities to
search for missing persons, especially when it comes to
densely wooded areas, forests, mountainous areas, and
other hard-to-reach or dangerous places.

One of the priority areas of using the capabilities
of the unmanned aerial vehicle is to establish the facts
of poaching, illegal mining, illegal felling, illegal planting
of narcotic plants, and the detection and elimination of
underground drug laboratories.

The technical capabilities of the UAV allow effec-
tively implementing measures to prevent the commis-
sion of criminal offences by air patrolling objects of
the main pipeline and railway transport. Features of
this monitoring are the use of not only analogue, but
also multichannel video recording in real time. This
enables simultaneous observations in several spectral
ranges (visible, infrared, radar, thermal imaging, etc.),
thereby allowing to track objects both at night and in
conditions of poor visibility (Korshenko, 2020).

Using aerial photography of the terrain, it is also
possible to obtain orthophotomaps, digital models of the
terrain and 3D images, and innovative software allows
performing hyperspectral and multispectral imaging and
laser scanning of the terrain, premises, structures, and
other investigated objects.

Unmanned aerial systems became particularly
popular during the Anti-Terrorist Operation and the Joint
Forces Operation in the east of Ukraine. There, drones
were used for operational purposes to identify and

eliminate places of permanent and temporary deployment
of militants, their checkpoints, storage places for weapons,
ammunition and military equipment, reconnaissance and
sabotage groups, unexploded ordnance, as well as instal-
lation and monitoring of customer devices, their inter-
ception, and geolocation (Kharchenko et al., 2005; Inter-
departmental scientific and practical conference, 2021).

Presently, drones are widely used in patrolling
residential areas and the state border. For instance, in
2021, according to the State Border Service, 60 drones
of the Chinese company DJI Matrice 300 were purchased
with a total cost of more than 50 million hryvnias, which
are already successfully used today during the protec-
tion of the state border of Ukraine (2021).

UAVs also enable effective search and count-
er-intelligence activities for obtaining and implement-
ing operational information, which is important to solve,
investigate, and prevent criminal offences. The technical
capabilities of drones, together with supplementary, spe-
cial, optical devices with which they are equipped, not
only prevent the risks of their unwanted detection, but
also provide the opportunity to detect, inspect, investi-
gate, control, record, and monitor various objects, terrain,
and environment during law enforcement intelligence.

Thus, UAVs can be classified as separate, special
forensic technical means capable of effectively perform-
ing measures to obtain forensic information essential for
the investigation and prevention of criminal offences.

In this regard, the use of drones in law enforce-
ment activities, according to their functional purpose,
can be systematized into general and special forensic
tasks. General forensic tasks include procedural, intelli-
gence, investigatory, and search and rescue tasks. In turn,
special forensic tasks can include:

- the use of drones in law enforcement intelligence,
including the search for criminals hiding from pre-trial
investigation and court bodies, conducting both overt
and covert surveillance, examining premises, buildings,
structures, terrain, vehicles, etc,;

- the use of drones to solve preventive tasks, includ-
ing prevention of offences, recording offenders at the
scene, stopping and preventing criminal attacks, photo
and video recording (including in real time), certain
circumstances of offences, their consequences, partic-
ipants, tools and traces left by them, conducting opera-
tional and official activities to protect public order and
public safety, etc.;

— the use of drones during the investigation and
solving of certain types of criminal offences, including
for technical forensic organization of the investigator’s
activities, the identification and preliminary examination
of physical evidence, the search for people, animals, and
things in hard-to-reach or dangerous places, the collec-
tion of samples and the removal of objects for further
forensic investigation, ensuring the personal safety of

I Law of Ukraine No. 3393-VI. “On Air Code of Ukraine”. (May, 2011). Retrieved from https://zakon.rada.gov.ua/laws/show/3393-17#Text.
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participants in criminal proceedings, tracking and fixing
the whereabouts of suspects, etc.

Considering the above, it is possible to conclude
that the effectiveness of the use of UAVs as a technical and
forensic tool can take place during the following activities:

— survey of large areas. It is most effective to carry
out such an inspection during the search and recording
of objects visible from the air left as a result of a plane
crash, illegal felling, illegal sowing and cultivation of nar-
cotic plants, as well as the identification of individuals
hiding from the investigation and the court in a densely
wooded area, etc.

- survey of the area in extreme conditions, e.g., during
the investigation of socially dangerous acts, in conditions
of threat to ecological safety, in the event of threats of
snow avalanches, landslides, mudslides, rock falls, etc.

— monitoring road signs and road users to detect and
record violations of the traffic rules.

— inspection of the scene during the pre-trial
investigation.

- searching for individuals hiding from investigative
bodies and the court, as well as pursuing them on hot
tracks.

The choice of particular tactics and methods of
using UAVs in each of these cases depends not only on
the number of drones involved, their technical capabil-
ities, the size of the surveyed area, weather conditions
and time of day, but also on the purpose and a set of
tasks that need to be solved.

Thus, in case when it is necessary to detect
the maximum possible number of traces and elements
of an event, the centre of which is known and located in
arelatively small plane, it is advisable to use the eccentric
survey method, which lies in the rectangular movement
of the drone with a gradual expansion of its flight angles.

Given the relatively small area of the surveyed
area, during the eccentric method, as a rule, only one UAV
is used with a relatively moderate wind speed, or its com-
plete absence (no-wind conditions). Therewith, the cen-
tre of the survey is always its starting point (see Fig. 1).
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Figure 1. UAV movement during
the use of the eccentric survey method

When the survey centre is known, and the region
of the surveyed area has a rounded shape of a relatively
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small area, it is advisable to use the sector-wise sur-
vey method, where the starting point of its beginning is
located at a distance outside its centre (see Fig. 2).
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Figure 2. UAV movement during
the use of the sector-wise survey method

When the investigator does not have a clearly
defined centre, or it is not known, it is possible to apply
the concentric survey method, which lies in surveying
objects from the periphery along a narrowing spiral, to
the imaginary centre of the scene (see Fig. 3).
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Figure 3. UAV movement during
the use of the concentric survey method

When there is a need to survey large or extended
areas, e.g., when there is information about illegal felling
or illegal planting of narcotic plants, a linear (frontal)
or nodal inspection method may be applied. In this case,
the centre is irrelevant, and therefore these methods
can be applied both in the presence of the survey cen-
tre and in its absence.

Furthermore, linear and nodal methods allow
using two or more UAVs simultaneously, which affects
the time, flexibility, and effectiveness of the survey
(see Figs. 4 and 5).
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Figure 4. UAV movement during the
use of the linear (frontal) survey method
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Figure 5. UAV movement during the use of the nodal survey method

When deciding on the choice of one of the listed
survey methods, one also needs to consider the technical
specifications of the UAV, namely:

— the presence of a system that allows separating the
flight control of the UAV from the control of its camera.

— availability of supplementary technical equipment
(added photo and video cameras, lighting sources, radio
stations, other repeaters, sensors, and laser locators of
various functional purposes, etc.).

— flight performance characteristics of the engine.

— the presence of a gyroscope, which is the main node
responsible for the orientation of the drone in space.

— the availability of online data transmission capabil-
ities in HD video format.

— the presence of the function of loss of commu-
nication with the operator and transition of the flight
system to automatic operation mode with unassisted
return of the UAV to the launch point along the marked
trajectory.

— the availability of automatic tracking, using GPS
(Global Positioning System) of the drone’s flight path
and returning it to the launch point, or performing
a flight according to a predetermined program along
a marked flight path.

In this context, there are only three space coun-
tries in the world (the USA, Japan, and China) that have
the necessary number of satellites in orbit to create
a full-fledged navigation system.

There are two such navigation systems in the
United States. The first of which is open to public
access, which allows its use for commercial purposes
(it can be use it on civilians’ gadgets), and the sec-
ond GPS navigation system is closed and intended only
for solving military and reconnaissance tasks. The mil-
itary GPS, unlike the commercial one, is more precise.
This system cannot be used in free access because it
works through closed, coded communication channels,
which are practically impossible to trace and intercept.
The owner of an open navigation system is entitled to
independently make adjustments and system errors to
the GPS operation without notifying users.

Despite the space past, unfortunately Ukraine
does not have its own navigation system, which forces
Ukrainians to use the American GPS for public access.

An unmanned aerial vehicle as an object of
forensic research. Investigating topical issues related
to UAVs as a technical forensic tool, it is impossible to
ignore the fact that criminal underworld could not but
take advantage of the technological advance of human-
ity in the aviation industry.

Thus, according to the results of studying inves-
tigative and judicial practice, there has recently been
a tendency for illegal use of UAVs over high-security
facilities and critical infrastructure facilities. Specifically,
drones are used to illegally transfer prohibited items,
including phones and SIM cards, to places of deprivation
of liberty. The communication tools obtained in this way
are used by convicts to commit telephone fraud. This
is confirmed by the results of statistical studies, which
indicate that more than half of all illegal “call centres”
are located in penitentiary institutions and pre-trial
detention centres.

Therewith, only a few people are brought to real
criminal responsibility for committing such acts. The
consequence of this is that Article 307.2 of the Criminal
Code of Ukraine prescribes liability only for the trans-
fer of narcotic substances to places of deprivation of lib-
erty?. As for the illegal transfer of phones, computers,
and other prohibited items to individuals held in pre-
trial detention centres and penitentiary institutions, this
is the subject of an administrative offence under Article
188 of the Code of Ukraine on Administrative Offences?.

The issue of unauthorized filming, which violates
the right to inviolability of private and personal life of
citizens, also requires special attention. Thus, using
a UAV, it is possible to conduct an aerial survey of the
private (personal) life of citizens, as well as property
belonging to them, to further publish provocative photos
and videos on the Internet, which can adversely affect
the business reputation of an individual and/or humili-
ate their honour and dignity (Kobets, 2017).

During the illegal use of UAVs in the airspace,
there is also a threat to people’s lives and health. The
possibility of accidents caused, for instance, by a UAV
falling on passers-by, their vehicles, houses, and other
property located within the perimeter of its flight
is not excluded. Furthermore, the use of UAVs over
critical infrastructure objects or within air routes can

!Order of the Ministry of Defence of Ukraine “On the Approval of the Rules for the Use of Flights of Unmanned Aircraft Complexes of the State
Aviation of Ukraine” No. 661. (December, 2016). Retrieved from https://zakon.rada.gov.ua/laws/show/z0031-17#Text.

2Criminal Code of Ukraine: Law of Ukraine No. 2341-III. (May, 2001). Retrieved from https://zakon.rada.gov.ua/laws/show/2341-14#Text.
3Code of Ukraine on Administrative Offences. (May, 2022). Retrieved from https://zakon.rada.gov.ua/laws/show/80731-10#Text.

Law Journal of the National Academy of Internal Affairs, 12(4), 61-71



lead to particularly dire consequences, or even disas-
ters. This primarily indicates that the UAV as an air-
craft is a source of increased danger, since its unau-
thorized use by an incompetent person can lead to
irreparable consequences for people, society, and the
state as a whole.

Notably, in 2018, non-compliance with the rules
for operating a drone over an airport in the UK led to
the cancellation of hundreds of flights. To identify and
stop the offence, not only police units were involved, but
also the Royal Armed Forces. Since according to Brit-
ish legislation, the use of drones within a 1-kilometre
radius from the perimeter of the airfield is prohibited
(Kuzmenko, 2016).

This allows concluding that the illegal use of
drones can lead to grave consequences, and therefore
UAVs can be attributed not only to one of the means of
technical and forensic support, but also to one of the
objects of forensic research.

In this context, special attention should be paid to
the typical traces left as a result of the use of UAVs, as well
as their recording and seizure during procedural actions.

In the classical sense, all traces that can be left
during the commission of a criminal offence, including
by a drone, can be divided into three groups, namely:

- material traces, displayed in the form of damage or
destruction of the hull (fuselage) of the drone itself, its
individual parts, elements, devices, equipment, or video
recordings or photographs with it, delivery and launch
vehicles, etc.

- perfect footprints, reflected in the memory of eye-
witnesses, victims, suspects, etc.

- virtual (electronic-digital) traces, displayed in the
random-access memory of an unmanned device or on
its information carriers.

This division allows identifying at least four
investigative situations of surveying the scene of an acci-
dent at the initial stage of the investigation of a criminal
offence, namely:

— direct detection of a drone at the scene, without
cargo attached to it (prohibited items, objects, etc.);

— direct detection of a drone at the scene, with cargo
attached to it.

— detection of only cargo at the scene, probably trans-
ported and dropped by a drone.

— detection of individual parts of elements and
devices at the scene of an accident, as well as their frag-
ments, which are probably components of the drone or
cargo transported by it.

Without delving into the tactics of conducting an
investigative survey in each of the listed cases separately,
this study will only try to consider its general specifics
structurally, which include the following:

— measures to protect the scene of an accident
and resolving issues concerning the origin of objects
found on the site, as well as their potential threat to
human life and health and the environment (e.g., their
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pertinence to explosive or toxic devices, chemical or
radioactive substances).

— actions to register the detected objects at the scene
(directly of the UAV itself, its parts and fragments, the
cargo transported and dropped by it, etc.), with the man-
datory use of three types of recording (orientational,
nodal, detailed (large-scale).

- removal and packaging of objects discovered at
the scene, with early resolution of issues regarding the
type of container to pack the removed objects in, its seal-
ing capacity, and further storage location. Such packag-
ing may include cardboard boxes, polymer containers,
panels made of synthetic or natural fabric, including
bags made of durable material (matting, burlap, leather,
synthetic materials).

Special attention should be paid to traces of fin-
gerprint, or biological (tracological) origin reflected on
the identified objects. Such traces, as an example, can
include traces of layering or peeling of paint, glue, fin-
gerprints, as well as arbitrarily applied marks with vari-
ous slogans, flags, emblems, symbols, and other identify-
ing marks. All these traces require immediate recording
and removal at the scene of the incident and subsequent
referral for forensic examination with identification,
diagnostic, situational, and other issues.

1. Recording the results of the inspection in the
record of the scene of the incident, where data on the
type of UAV, its serial number and markings, the con-
dition of the body and its individual parts, the pres-
ence of other equipment, its condition, the presence
and packaging of cargo attached to it, its contents,
weight, type of attachment, etc. are subject to man-
datory reporting.

2. Transportation of objects seized at the scene
for their further forensic examination. In this context, to
achieve forensic tasks, all detected parts and fragments
of the drone and the cargo transported by it are sub-
ject to a mandatory expert forensic investigation. Such
parts and fragments can be distinguished as follows:

1. Investigation of the device itself and its individ-
ual parts and body fragments. For this purpose, several
forensic tasks must be solved, which lie in determin-
ing the method of manufacture of the drone discovered
at the scene (industrial, hand-crafted, or modified), its
name, model range, market value, availability in free sale,
functional purpose, found in its design changes, conver-
sions, other features, their purpose and designation.

2. Research of the control unit and navigation sys-
tems of the drone. In this regard, modern UAVs are
equipped with full-fledged computer systems consist-
ing not only of a processor, random access memory and
installed operating systems, but also added control units
and space radio navigation sensors.

Usually, the specified equipment contains foren-
sically significant information that can be the subject
of computer-technical expertise research, and provide
answers to a number of questions related to:
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— type of control unit and data about its computer
system (model, parameters, tactical and technical char-
acteristics, installed operating system, scope of appli-
cation, etc.).

- Autopilot system data, including geolocation marks
regarding the start of the flight, its route, end, and return
location in case of loss of communication with the drone.

- alist of operator commands received by the drone
control system.

— altitude, speed, time, coordinates, hover point, and
other indicators of the drone’s position in space during flight.

3. Research of added flash memory. An essen-
tial object of forensic research of the drone is its flash
cards and memory cards of technical devices that it was
equipped with. These objects contain archival informa-
tion that can provide answers regarding the flight path,
its duration, satellite navigation coordinates, photo and
video images of the area, objects, things, and people that
were recorded by the drone operator during the flight.
All this data can be used to determine the owner of the
UAV, its operator, as well as the main places, locations,
and purposes of operating the drone.

4. Research of power supply units and power plant
systems. The power plant system and power units may
contain information about the engine manufacturer,
model, type, fuel cell, electric battery, fuel brand, compo-
sition, quality, origin, etc. Using comprehensive technical
and technological expertise, it is also possible to solve
several issues related to the power, load capacity, speed,
range, and other technical specifications of the drone.

5. Research of radio communication systems and
remote-control channels. During the study of these
systems, it is possible to determine the radio commu-
nication channel from which control commands were
received, its security, user authentication protocol, con-
trol distance, etc.

6. Research of supplementary devices, equipment,
weapons, and objects transported by the drone. The
technical capabilities of the drone allow equipping it
with supplementary electrical devices, various types of
weapons, as well as mechanisms designed for fixing and
transporting them. In this regard, it is necessary to figure
out the purpose of the objects seized at the scene, their
technical data and specifications. Thus, when providing
an explosive device for expert research, it is necessary to
determine its type, model, manufacturing method, com-
position, and power in TNT equivalent.

Conclusions

Based on the results of this study, it is possible to draw
the following conclusions:

Despite the noted positive trends in the intro-
duction of unmanned aviation in the activities of law
enforcement agencies of Ukraine, a complex of problem-
atic issues currently stays unresolved. Firstly, this refers
to insufficient equipment of police bodies and units with
unmanned aerial systems. Secondly, this refers to the

lack of a centralized management system and proper
regulation of issues concerning the involvement of oper-
ators in the use of UAVs in procedural and law enforce-
ment intelligence for the solution, investigation, and pre-
vention of criminal offences.

In this regard, the introduction of unmanned
aerial systems in the activities of law enforcement agen-
cies, along with their advantages, still requires consid-
erable financial costs, and not only for the purchase of
unmanned systems, but also for their maintenance and
training of qualified operators. This circumstance has
created conditions under which it is now almost impos-
sible to properly equip police bodies and units with
unmanned aerial systems.

Proceeding from this, for proper technical support
of law enforcement agencies with modern unmanned
aerial systems, they should be concentrated in the subor-
dination of a specially created single unit in the National
Police system, which would have a legal basis, provided
an appropriate purpose, tasks, area, and place of use, to
be involved in the implementation of tasks assigned to
law enforcement agencies.

Therewith, the legal grounds and limits of the use
of drones by law enforcement agencies in their activities
are becoming important. They must be brought into line
with the constitutional norms that define the rights and
freedoms of human and citizen. This refers to the fact
that if the use of a drone concerns the receipt or disclo-
sure of confidential, official, or secret information (e.g.,
the right to the privacy of personal and family life), then
the restriction of these rights can take place only by a cor-
responding court decision and in cases clearly defined
by law. Otherwise, obtaining information with restricted
access will be considered illegal, which as a result
implies the occurrence of legal liability defined by law.

The rapid development of the implementation of
the capabilities of UAVs in criminal activities forces, in
the near future, to develop and adopt special sub-legis-
lative acts and regulations that would govern the issue
of the organization of interaction between the bod-
ies and units of the National Police in the fight against
enemy drones and the mechanism of combating crimi-
nal offences committed using UAVs.

A separate scientific study is required on
the grounds and procedure for law enforcement agen-
cies to apply technical developments in the fight against
enemy drones, which can be divided into three groups,
namely:

- gun-type anti-UAV systems (e.g., a launcher for dis-
arming glider-type UAVs Sky Wall 100);

- systems for combating UAVs of the radio-electronic
type (e.g., a device that works on radio-electronic radi-
ation Drone Defender V2 from the American company
Battelle).

— systems for combating UAVs of the laser type (e.g.,
the HELMD laser radiation system from the Boeing com-
pany, which is in service with the United States).
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AHoTauia

AKTya/lbHICTD TeMM [JOCHi/PKeHHs 00yMOBJIeHAa HAyKOBOK HOBU3HOK Ta INPAKTUYHOI 3HAUYILiCTIO
BUKOPHUCTAHHS 6e3MiJIOTHUX JITaJbHUX amnapaTiB mif 4yac po3KpUTTS, pO3C/AiyBaHHs Ta MoNepepKeHHs
KpHUMiHaAJbHUX IpaBoNopylleHb. MeTOl CTaTTi € AOCHAIKeHHs aKTyaJbHUX NHUTaHb BUKOPUCTAHHA
6e3niJIOTHOTO JIiTa/JIbHOTO anapara y BOX acleKTax, 1o-Meplle, SK TEXHIKO-KPUMiHaJiCTUYHOTO 3ac06y Ta,
no-Apyre, K 3HapsAAAs U 3aci6 YYMHEHHS1 KPUMiHAJbHOTO MpaBoNnopylieHHs. MeTo0/10Tisl AOCaiPKeHHS
BKJ/IOYAE CYKYNHICTb 3arajJbHOHAayKOBHUX 1 CHeLia/lbHUX METOZiB, 10 A03BOJATb CHOPMYJIIOBATU
NpUNylLieHHs Ta CGOPMYJIIOBATH BUCHOBKH 111010 0COGJIMBOCTEN BUKOPUCTAHHS 6€3MiJIOTHOrO JiTaJbHOTO
amnaparTa Mmifi yac pO3KpUTTH, PO3CJIiJyBaHHA Ta MNolepeKeHHs KPUMiHa/JIbHUX NpaBoNoOpylleHb. Tak,
OCHOBY [,0CJIiI>KEHHSI CTAHOBUTD JiarHOCTUYHUK MeTO/, i3HAaHHS COLjia/IbHUX i NPaBOBUX SBUIL i IOHATH
y IX PO3BUTKY Ta B3aEMOOOYMOBJIEHOCTi. BUKOpHUCTAHO 3arajibHi Ta cHeljiaJibHi MeTOAM AOC/i/PKEeHHH,
30KpeMa MNOPIiBHAJBHO-NPABOBUM, CUCTEMHO-CTPYKTYPHUH, CTAaTUCTUYHMH, JIOTIYHUH Ta iHWI cydacHi
MeTOJM HAayKOBOTro NisHaHHA. TeopeTHU4YHe MiAIPYHTSA LOCJIIJ)KeHHS CTAHOBJATb HAyKOBi NMpali BYeHUX i
MpPaKTHUKIB y rajaysi KpuMiHaJbHOTO Npoliecy Ta KpUMiHaaicTUKU. HopMaTHUBHO-NIPaBOBOO 623010 CIYTYIOTh
HOPMH U N0JIOKEHHS YNHHUX HOPMAaTHUBHO-NPAaBOBUX aKTIiB, IX MpaKTH4YHa peasi3alif B IpaBOOXOPOHHIN
codepi. Y cTaTTi gocaipkeHO aKTyasbHi NUTAHHA M[0J0 6€3MiJIOTHOTO JIiTAIbHOTO anapaTa K Cy4acHOTO
TeXHIKO-KpUMiHa/MiCTUYHOro 3aco6y ¥ 06’eKTa KPUMiHAJTICTUYHOTO AOCHi[KeHHs. Po3risHyTo okpemi
acleKTH ¥ 0COGJIMBOCTI BUKOPUCTAHHSA LIUX anlapaTiB Mij 4ac pO3KPUTTS, PO3CIiAyBaHHS Ta NoNepePKeHHS
KpUMiHa/JbHUX NpaBONOpylleHb. 3 Ii€l0 METOKW IMPOBEJEHO KOMIJIEKCHUN aHaJji3 pi3HOMaHITHUX
acleKTiB BHUKOPHUCTAHHS O6€3MiJIOTHUX JiTaJbHUX amapaTiB fK Cy4YaCHUX TeXHiKO-KpUMiHaJiCTUYHUX
3aco6iB 3 BHOKpeMJIEHHAM TeOpPeTHYHHUX 3acaf, 3aCTOCYBaHHS, HOPMaTHBHO-IPABOBOI'0 PEryJOBaHHS,
opradizaniiHoro, HayKOBO-Te€XHIYHOTO Ta HAyKOBO-METOAWYHOTO 3abe3nedeHHs. JlociipkeHO THUMOBI
CJIiIM, 10 3a/TMIIAITHCS BHACIIIOK BUKOPUCTAHHS 6e3MiJIOTHUX JIiTaIbHUX allapaTiB, CXapaKTepU30BaHO
0CO6JIMBOCTIIXIPOTOKOJIIOBaHHSA TaBUIY4YeHHS. 3ypaxyBaHHAM CJIiJYUX CUTyaL|ili BU3HAYEHO [TOC/IiJOBHICTh
i cnenundiky npoBesieHHs OTJ/sALy Ta BUJAYy4YeHHs 6e3MiJIOTHOro JiTasbHOrO amnapara, Horo ejgeMeHTiB Ha
MOYaTKOBOMY eTalli po3CJiAyBaHHS, a TaKOX HaBeJeHO OPIEHTOBHUM IepeJliK MUTaHb A/ eKCIepTHOTO
JOCJIiIKeHHA. 3Ha4yLiCTh pe3y/bTaTiB | IpaKTUYHA LIHHICTb CTATTi MOJIATA€E B TOMY, 110 B Hil BUCBITJIEHO
0CO6GJIMBOCTI BUKOPUCTAHHS 6e3MiJIOTHOrO JIiTaJbHOTO anapaTa K TeXHiKO-KpUMiHaJIiCTUYHOro 3acoby
1 00’€KTa KPUMIiHA/MICTUYHOIO AOCHiIKeHHs, cGOPMYJIbOBAHO HAyKOBO-METOAMYHI pekoMeHJalil 1010
3acTOCyBaHHA 0€3IMiJIOTHUX JiTaJlbHUX KOMILJIEKCIB Mifl 4yac po3KpUTTS, po3C/Ii[yBaHHs Ta MONepepKeHHs
KpUMiHaJbHUX IpaBONOpylLIeHb, a TaKOX BHU3HA4Y€HO HANpsAMU BJOCKOHAJIEHHA YKpPalHCHKOTO
3aKOHO/ZIaBCTBA 3 METOI BpETryJIIOBAaHHS NPaBOBiJHOCHH y cdepi KpuMiHajsbHOI IOCTHUIiI 3 NUTaHb
BUKOPHUCTAHHS 6€3MiJIOTHUX JiTaTbHUX KOMIIJIEKCIB OpraHaMu NPaBoNops iKYy
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Abstract

The relevance of this study is conditioned upon the need to investigate the technical and forensic support for the
investigation of war crimes that are massively committed in the context of a full-scale military invasion of russia
on the territory of Ukraine. The purpose of this study was to define the term “technical and forensic support
for the investigation of war crimes”, its purpose and components; to consider the technical equipment used to
search for people who disappeared during the war, to identify hidden corpses of people who died during the war,
to establish their identity. The study employed a set of scientific methods: terminological, system-structural,
formal logical, comparative legal. The terms “technical and forensic support” and “technical and forensic means”
were analysed, and the definition of technical and forensic support for war crimes was proposed. The following
components of technical and forensic support were investigated: scientific, legal, organizational, educational
and methodological, scientific and technical, material and technical support. Attention was drawn to the
specific features of technical and forensic support for the investigation of war crimes: constant readiness of
authorized entities to use technical means and methods; integrated use of technological systems; involvement
of numerous information resources; coordination of work on technical equipment of law enforcement agencies
with the provision of other departments, including the Armed Forces of Ukraine. The study focuses on the
possibility of using technical and forensic support for the investigation of war crimes by security investigators
together with National Police investigators. It was concluded that the technical and forensic support for the
investigation of crimes includes a system of legal, scientific, organizational measures aimed at the effective
use of technical means and their corresponding methods for investigating criminal offences. Promising areas
of development of technical and forensic support for the investigation of war crimes are as follows: the use of
drone-made evidence (aerial photography); the use of ground-based 3D scanning; the introduction of systems
for detecting and visualizing biological traces of participants in war crimes and their victims; the development
of identification and search engines for identifying people involved in the commission of war crimes on the
territory of Ukraine
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Introduction

Since the beginning of a full-scale military aggression
against Ukraine, the necessary conditions for preserv-
ing the sovereignty of the state are proper armed con-
frontation with the russian invaders, maintaining eco-
nomic policy and social stability.

At the same time, the fight against crime requires
constant attention of the state and leads to an improve-
ment in the investigation of criminal offences. “Chal-
lenges” for the law enforcement agencies of Ukraine
were numerous war crimes: the destruction of citizens’
homes, enterprises, institutions, critical infrastructure;
mass shootings of civilians, the elimination of Ukrainian
servicemen, the genocide of the Ukrainian people, etc.
Law enforcement agencies investigate several tens of
thousands of war crimes and crimes of aggression, thou-
sands of murders and injuries of the civilian population,
and much destruction of civilian infrastructure. At the
same time, russian soldiers continue to commit criminal
offences in the occupied areas and areas of active mili-
tary operations, which will become the subject of judicial
proceedings later - after the liberation of these territo-
ries (Kaluzhna & Shunevych, 2022).

Law enforcement agencies take measures for
proper regulatory support, technical equipment, scien-
tific support and information component of the investiga-
tion of war crimes. War crimes are new types of criminal
offences investigated by investigative bodies (Tataryn,
2022). These criminal offences are characterized by con-
siderable destruction of enterprises, institutions, organ-
izations, housing facilities, the presence of dead both
among the civilian population and military personnel,
the identification of unidentified corpses, the need to
search for missing people. Of significant importance is
the proper organization of the investigation according
to the legal regime of martial law, which should consider
various types of security for the work of law enforcement
officers. The stability of the connections between secu-
rity entities, subjects and objects, the purpose, methods,
and means of war crimes investigation at each stage
should be considered as a single whole.

Under these conditions, technical and foren-
sic support (hereinafter referred to as TFS) is trans-
formed according to the systems of relations and mod-
ern achievements of natural and technical sciences.

In recent years, scientists have developed certain
aspects of technical and forensic support for the sphere of
countering crime, including activities to solve war crimes.
0.V. Kovalova (2022); Ye.Yu. Nikulin (2020); Kh.V. Solnt-
seva (2019) studied the improvement of the information
component of the TFS investigation of criminal offences.

Some studies were conducted based on the prac-
tice of applying the provisions of the Law of Ukraine “On
the Fundamental Principles of Ensuring Cybersecurity of
Ukraine”!. M.V. Hutsaliuk investigated the latest trends

Technical and forensic support for the investigation of war crimes... | NGl

in technical and forensic support for countering cyber-
crime. Currently, software is being improved to prevent
and detect such malicious software as WannaCryptor
ransomware, loaders and cryptominers, EternalBlue
exploits, etc. (Hutsaliuk, 2021).

Technical and forensic support for the inves-
tigation of terrorist acts, criminal explosions, and
the investigation of illegal use of explosive materials
was investigated by O. Kurman & T. Bodnaruk (2020),
M. Koval & I. Koval (2021), A. Farion-Melnyk, I. Melnyk &
R. Vasylevskyi (2022).

For instance, A. Farion-Melnyk, I. Melnyk &
R. Vasylevskyi (2022) note the use of technical and foren-
sic means depending on the stages of committing crimi-
nal explosions. At the same time, the method of commit-
ting the crime is considered; manufacturing or searching
for means of achieving a criminal purpose; experiments
with explosive devices or testing of their individual com-
ponents and systems; delivery of explosives to the site;
arming an explosive substance; initiating an explosion
and concealing traces of a criminal offence.

Other scientists analysed the TFS of individual
investigative (search) actions, usually a search and sei-
zure. Among them are L.M. Pertsova-Todorova (2021),
V.I. Halahan & O.L. Dulskyi (2019); B.B. Teplytskyi (2020).

L.M. Pertsova-Todorova (2021) offers an overview
of the technical means used during a search in criminal
proceedings. Both the technical equipment itself and the
involvement of specialists who have the skills to use it
are essential. They record the progress and results of the
investigation using technical tools; provide an explana-
tion of the specific features of the items sought during
the search; carry out preliminary research of discovered
objects on site using special means; discover storage facil-
ities and caches; advise on the safe handling of detected
objects, such as explosive devices, weapons, dangerous
radioactive and chemical materials, etc.; carry out meas-
urements and help in drafting procedural documents.

At the same time, the concept, purpose, and con-
tent of technical and forensic support for the investi-
gation of such urgent criminal offences as war crimes
in modern conditions of full-scale military operations in
Ukraine, highlighting promising areas of its development,
are still understudied.

The purpose of this study was to define the term
“technical and forensic support for the investigation of
war crimes”, its purpose and components; to consider the
technical equipment used to search for people who disap-
peared during the war, to identify hidden corpses of peo-
ple who died during the war, to establish their identity.

Literature review

Scientific sources contain various positions regarding the
technical component of the investigation of war crimes,

I Law of Ukraine No. 2163-VIII “On the Fundamental Principles of Ensuring Cybersecurity of Ukraine”. (2017, October). Retrieved from

https://zakon.rada.gov.ua/laws/show/2163-19#Text.
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their types, and purpose of application. Even various
terms are used, including “technical and forensic support
for the investigation of crimes”, “technical and forensic
support for investigative activities”, “technical means”,
“special technical means of forensics”, “scientific and
technical means”, “technical and forensic means”.
Accordingly, disputes arise between scientists regarding
the expediency of using a particular term, and a mech-
anism for technical equipment of pre-trial investigation
bodies is being developed according to modern needs
for detecting, documenting, and solving war crimes.

Ukrainian researchers focused on various aspects
of the issues related to technical and forensic support for
the investigation of criminal offences.

Specifically, O.V. Kovalova (2022) considered the
improvement of the legal aspect of the TFS investigation
of criminal offences. The researcher identified one of the
ways to improve the information support of crime inves-
tigations, the development of programs that allow com-
paring questionable information and verify it according
to other sources.

To avoid risks in the information component, it is
planned to develop technical support programs that will
track software errors to avoid and correct them; reduce
corruption risks due to restricting access to unreliable
users; use programs that simultaneously identify ques-
tionable information and compare it with reliable data
(Kovalova, 2022). G.M. Shorokhova (2019) concludes
that the regulatory framework in the field of information
and telecommunications technologies is inconsistent
with modern requirements and the pace of development
of society, the cumbersome, contradictory, and comple-
mentary nature of legal regulation in various regulations,
and the need for unification and harmonization of these
regulations, especially with the European legislation.

S. Perlin (2020) offers the levels of authorized
subjects of technical and forensic support: the first level
is the provision of law enforcement activities in general;
the second - technical equipment for the activities of
the bodies of the sphere of justice; the third - technical
and forensic support of individual departments, and the
fourth - equipping individual subjects of the investiga-
tion. Perlin singles out the technical support of the inves-
tigation of certain types of criminal offences as an ele-
ment of ensuring the investigation of crimes, as well as
the technical support of the conduct of certain investi-
gative actions, using the help of specialists.

0. Kurman & T. Bodnaruk (2020) consider the
relationship between the tactics of a separate inves-
tigative action and its technical and forensic support
as a prerequisite for the effectiveness of the investi-
gation of committed terrorist acts. Kurman and Bod-
naruk note that for effective solving of a terrorist act
during the inspection of the scene, several specialists
should be actively involved - sappers, explosives techni-
cians, forensic specialists, canine handlers with specially
trained dogs, forensic doctors, chemists.

B.B. Teplytskyi (2020) investigated search and
seizure as an important activity in the investigation of
crimes related to the use of computers, systems and
computer networks and telecommunication networks,
its technical and forensic support. He focused his study
on methods of detecting evidentiary information in com-
puters and their systems; recommended that before con-
ducting procedural actions, measures should be taken to
prevent damage or destruction of computer information,
and to ensure the involvement of a specialist programmer
or other specialist in the field of computer technology.

However, the issues of technical and forensic
support for the investigation of war crimes are under-
studied because this category is relatively new for the
Ukrainian forensic science. Therefore, the study of the
stated problem of technical support for the investiga-
tion and the proposal to solve certain issues is relevant
in theoretical and practical aspects.

Materials and Methods

During the preparation of this study, a number of gen-
eral scientific and special methods were used. The dia-
lectical method was employed as a general method of
scientific cognition. It allowed considering the issue of
technical and forensic support for the investigation of
war crimes in dynamics, covering their interrelationship
and interdependence, This method was used to investi-
gate the legal nature and specific features of the tech-
nical equipment of law enforcement agencies in the con-
ditions of the need to work during active hostilities or
in dangerous circumstances, beyond the consequences
of the war. Such general scientific methods as observa-
tion, comparison, description, classification contributed
to the definition and systematization of legal categories
of technical support of law enforcement agencies in the
aspect of combating modern criminal activity in general
and the investigation of war crimes in particular.

Methods of analysis and synthesis were used to
formulate conclusions and generalizations in the con-
text of the subject of under study. Synergetic method
provided an opportunity to investigate the processes of
criminal activity in areas of active military operations
and in the de-occupied territory, legal relations in coun-
tering war crimes as a certain system, characterized by
irregular ties, functional instability, violation of interna-
tional humanitarian law, especially in their crisis, unsta-
ble states. The dogmatic method allowed interpreting
the terminology of the criminal procedure, criminology,
forensic expertise, which contributed to the clarification
of the terminology of this study.

Thanks to the application of the terminological
method, the terms “technical and forensic support”, “tech-
nical and forensic support for the investigation of war
crimes”, “technical and forensic means” were investi-
gated. The author’s terms “technical and forensic support
for the investigation of criminal offences”, “technical and
forensic support for the investigation of war crimes” were
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proposed. To provide a comprehensive scientific approach
to the examination of the features of technical and foren-
sic support for the investigation of war crimes in mod-
ern conditions, a system-structural method was used.

The axiomatic method was used to construct
statements on the expediency of using certain tech-
nical means to solve the tasks of investigating war
crimes, obtaining other knowledge in the field of tech-
nical and forensic support for combating crime accord-
ing to the rules of logic. The formal-logical method
helped analyse the trends of statutory regulation of the
use of genomic information about a person in modern
electronic registers, to forecast the trends of the devel-
opment of Ukrainian legislation in this area. The com-
parative legal method was applied to analyse the use of
technical and forensic support for the investigation of
numerous objects in different countries, including the
use of devices for scanning the upper layer of the soil.

The typology method allowed singling out
the main groups of technical equipment for the investi-
gation of war crimes based on the commonality of essen-
tial features from a considerable number of types of
technical and forensic support for pre-trial investigation.
The modelling method was used to develop and put into
practice action algorithms for finding burial sites of those
who suffered a violent death during hostilities, as well as
searching for missing people. The hypothetical method
allowed developing recommendations for the use of
search radar equipment based on the study of its tac-
tical characteristics and technical content.

During the preparation of this paper, provisions
of the following regulations were used: the Laws of
Ukraine “On the Fundamental Principles of Ensuring
Cybersecurity of Ukraine”?, “On State Registration of
Human Genomic Information”?, “On the National Police”?,
Criminal Procedural Code % Orders of the Ministry of
Internal Affairs of Ukraine (MIAU) on the Information
Portal of the National Police of Ukraine® and the system of
forensic records of the Expert Service of the MIAU®, mod-
ern scientific sources with the results of research into the
use of certain technical and forensic means in the fight
against crime, including the investigation of war crimes.

Results

TFS is a system of certain legal, scientific, organizational,
and applied measures for the creation, implementation,

zakon.rada.gov.ua/laws/show/2163-19#Text.

laws/show/2391-20#Text.

show/4651-17#Text.

show/z0963-09#Text.
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and application of technical means for the effective
investigation of criminal offences.

TFS is an activity carried out by law enforcement
agencies aimed at creating reliable conditions for their
constant readiness to use forensic techniques and means
when necessary to prevent, investigate, and solve crimi-
nal offences (Areshonkov, 2020).

The TFS investigation of war crimes is an organi-
zational and functional integrity that creates conditions
for the constant readiness of law enforcement agencies
for timely, complete, and comprehensive resolution of
technical and forensic issues, and allows the implemen-
tation of these conditions for obtaining, accumulating,
processing evidentiary information and its application
upon investigating war crimes (Stepaniuk, 2022).

TFS, being an organizational and functional sys-
tem aimed at achieving a dual purpose (creating con-
ditions for readiness and practical implementation of
tasks), contains several areas:

- improvement of research activities (scientific
support);

- development of proposals for improving criminal
procedural legislation, departmental and interdepart-
mental regulations governing the practice of targeted
application of forensic technical means and methods
(legal support);

- improvement of the organizational structure of
forensic units, forms and methods of their activities,
interaction with other subjects of application of technical
and forensic tools and methods (organizational support);

- support of the level of technical and forensic train-
ing of subjects of TFS application (educational and meth-
odological support);

- modernization and creation of new technical and foren-
sic tools and methods (scientific and technical support);

- improving the level of equipment of subjects using
technical and forensic tools and methods and organiz-
ing its preventive maintenance (material and technical
support) (Teplytskyi, 2021).

Thus, TFS crime investigation is a system of legal,
scientific, organizational, and practical measures to cre-
ate, implement, and apply technical means of pre-trial
investigation for timely, comprehensive, and effective
implementation of criminal proceedings.

In the conditions of the use of modern foren-
sic technologies during the war, technical and forensic

!Law of Ukraine No. 2163-VIII “On the Fundamental Principles of Ensuring Cybersecurity of Ukraine”. (2017, October). Retrieved from https://
2Law of Ukraine No. 2391-IX “On State Registration of Human Genomic Information”. (2022, July). Retrieved from https://zakon.rada.gov.ua/

3Law of Ukraine No. 580-VIII “On the National Police”. (2015, July). Retrieved from https://zakon.rada.gov.ua/laws/show/580-19#Text.
“Law of Ukraine No. 4651-VI “Criminal Procedural Code of Ukraine”. (2012, April). Retrieved from https://zakon.rada.gov.ua/laws/

5Order of the Ministry of Internal Affairs of Ukraine No. 676 Regulations on the information and telecommunication system “Information
Portal of the National Police of Ukraine”. (2017, August). Retrieved from https://zakon.rada.gov.ua/laws/show/z1059-17#Text/.

SOrder of the Ministry of Internal Affairs of Ukraine No. 390 “On the Approval of the Instructions for the organization of the functioning of
forensic record of the expert service of the Ministry of Internal Affairs”. (2009, September). Retrieved from https://zakon.rada.gov.ua/laws/

75 I



I 76

I Filipov

support for the investigation of criminal offences should
be supplemented with elements that reflect its current
essence. Namely, as an organizational system for the cre-
ation of conditions for the constant readiness of services
and units to quickly, timely, and effectively solve technical
and forensic tasks in the conditions of martial law, based
on systemic types of interaction and the wide use of the
complex purpose of technological systems, for coordi-
nated processing of forensically significant data and
obtaining it in information systems in a form suitable for
the direct activity of law enforcement agencies and coordi-
nation of services with various departments, institutions,
units, predominantly the Armed Forces of Ukraine (AFU).

The investigation of war crimes entails obtaining,
processing, and using information, since the number
of information connections and interactions is compli-
cated, and with the growing number of consequences
of war crimes, the volume of information increases to
a level that exceeds the human ability to process and
use them systematically. At the same time, informatiza-
tion, like any social phenomenon with positive advan-
tages, unfortunately, also has negative consequences,
namely the possibility of using computer technologies
to commit offences, including crimes (Stratonov et al.,
2021). With the specifics of efficiency and the need to
comply with procedural requirements for solving the
tasks of criminal proceedings on war crimes, it includes
the effectiveness of methods for improving the quality
of law enforcement intelligence and investigative work,
the degree of effectiveness of its TFS on machine-free
principles of its implementation. Digital technologies
play an essential role in shaping the global landscape
of criminal proceedings in several jurisdictions. Spe-
cifically, forecasting algorithms are now used for deci-
sion-making at almost all levels of criminal proceedings
(Ugwudike, 2022).

The author of the study believes that the purpose
of the TFS investigation of war crimes is a certain “coor-
dination vector” of pre-trial investigation of these crim-
inal offences. The tasks of the corresponding support
include facilitating the collection of evidentiary infor-
mation by authorized subjects, the involvement of spe-
cialists with technical knowledge and skills (military sci-
ence, medicine, forensics, bomb disposal, etc.), practical
implementation within the procedural competence of
pre-trial investigation.

Pursuant to Part 2 of Article 216 of the Criminal
Procedural Code of Ukraine!, war crimes are investi-
gated by investigators of security agencies. This activ-
ity is costly, considering technical means and human
resources involved. Therefore, authorized subjects of
other law enforcement agencies, namely investigators
of the National Police, are involved in the investigation
of war crimes (Tataryn, 2022).

Under these conditions, not only a new TFS sys-
tem for investigating crimes in war conditions is being
formed at a fundamentally new level, but also its tech-
nology, which in terms of intensifying forensic decisions
will be able to provide an offensive level, working proac-
tively and standing an order of magnitude higher than
the TFS systems that existed earlier. This will objectively
ensure the increased needs of technical equipment for
combating war crimes.

For instance, information support is used to assist
operational decision-making when a particular crime is
detected. Scientists claim that this approach to grouping
certain types of crimes within existing criminal offences
is an effective potential of investigative bodies, which is
successfully used by criminal analysts (Birks et al., 2020).

Thus, the main and priority areas of development
of the TFS investigation of war crimes in modern con-
ditions includes the solving of relevant offences using
automation, computer technology, and modern infor-
mation and high technologies, based on the creation and
provision of the functioning of information identification
and search systems for technical and forensic purposes.
Such tools include control systems for the police and
other law enforcement agencies; mobile applications for
smartphones and tablets for recording the consequences
of war crimes; unmanned aerial vehicles (UAVs) with
functions of aerial photography of the consequences of
war crimes (Using achievements..., 2021); OSINT (Open-
source intelligence) technologies for searching the Inter-
net based on the appearance of people through auto-
mated face recognition programs (Stepaniuk, 2022).

The level of technical and forensic means, capa-
ble of full use in the conditions of warfare, is only an
intermediate stage of solving modern forensic tasks and
cannot provide it to the full extent. As a result, it is nec-
essary to create forensic technologies that ensure the
systematic interaction of all hierarchies of the TFS sys-
tem of various law enforcement agencies in its system-
atic form, capable of working from local to global level
with effective feedback systems and ensuring the use
of the obtained data in the direct activities of criminol-
ogists, specifically in the “hot pursuit”. Such activities
will form a new unified forensic space, where forensic
technologies will be able to provide a conveyor system
for systematic processing of all levels and types of foren-
sically significant information on any facts of war crimes.
This will form the modern TFS system as a mega-instru-
mental technology of criminal procedural relations in
the investigation of war crimes.

Evidently, most forensic knowledge can only be
implemented using technical means. In the conditions
of martial law, the further aggravation of operational and
combat circumstances and the complication of types of
criminal activity, which requires adequate actions within

!Law of Ukraine No. 4651-VI “Criminal Procedural Code of Ukraine”. (2012, April). Retrieved from https://zakon.rada.gov.ua/laws/

I show/4651-17#Text.
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the limits of TFS, all modern research complexes and
systems of instrumental purpose consist of algorithmic,
technical, and energy-providing subsystems, which most
often perform complex tasks, and their combination into
a unified complex forensic system as the basis for the
formation of a unified forensic environment. This refers
to the information and telecommunications system
“Information Portal of the National Police of Ukraine”
and the system of forensic records of the expert service
of the Ministry of Internal Affairs.?

The formalization of the scientific development
of forensics lies in the detailing of forensic knowledge,
and as an external manifestation of increasing its effec-
tiveness - penetration into increasingly subtle levels of
knowledge about the essence of natural systems and
the place of humans in them. In a practical aspect, this
indicates the use of various objects that are carriers of
traces of military actions, increasingly close to intangi-
ble traces, for the purpose of proof.

Therefore, the significance of the formation of
a highly effective system of TFS investigation of war
crimes lies in the development of a holistic comprehen-
sive system of both search and research level based on
the created and functioning information and communi-
cation bases, the transition of which from level to level
would be carried out depending on the nature of the
tasks performed and the level of requirements for par-
ticular facts both in terms of scope and level of analysis
of necessary decisions.

One of the areas of TFS application for the investi-
gation of war crimes is the search for missing people and
the identification of concealed burial sites containing vic-
tims of war crimes: military personnel, civilians, minors.

In this aspect, the issue of TFS for the search
for missing persons in the conditions of martial law is
important.

In general, the search for a missing person is
a complex activity involving a wide range of multi-level
tactical, methodological, and scientific-technical tasks
aimed at achieving a common purpose of establish-
ing the location of a person (Nykyforchuk & Chemerys,
2018). Photographs, video recordings, screenshots
of messengers, description of appearance (distinctive
features, accompanying and functional signs), hand-
prints, samples of handwriting, blood, hair, and other
objects act as traces and their carriers.

In terms of the search for missing people and
the identification of corpses in wartime, the problem of
expanding the complex of human identification features

show/z0963-09#Text.

“Ibidem, 2015.

laws/show/2391-20#Text.
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using dental status, DNA code, and other features is
quite promising. The role of police officers and forensic
experts is essential in this aspect.

Specifically, the police form their own informa-
tion resources. Pursuant to Article 26 of the Law of
Ukraine “On the National Police”?, the information and
communication system of the police is filled with up-to-
date registers, databases, which constitute a holistic
information system of the MIAU, including the search
for missing people. When filling the registers and data-
bases (banks) of data specified in Clause 7, Part 1 of Arti-
cle 26 of the Law of Ukraine “On the National Police™,
police officers collect and accumulate multimedia infor-
mation (photo documents, video and sound recordings),
biometric data (digitized images of a person’s face, fin-
gerprints, scanned fingerprint cards). Work with biom-
etric data is carried out based on the law and according
to the procedure established by the MIAU.

Currently, Ukraine has adopted the Law “On State
Registration of Human Genomic Information”®, which
will come into force on February 6, 2023. Accord-
ing to the specified law, an Electronic Register of
Human Genomic Information is introduced, the holder
of which is the MIAU. Mandatory and voluntary state
registration of genomic information is provided. The cat-
egories of mandatory registration are as follows:

- individuals suspected of committing grave or
especially grave crimes against the national security of
Ukraine, life and health, freedom, honour and dignity,
sexual freedom and inviolability of the person, property,
public security, drug trafficking, crimes against peace,
human security and international law and order, or in
respect of whom criminal proceedings of the above-men-
tioned types of crimes have been sent to court;

- unidentified corpses, their remains, body parts,
upon the facts of which criminal proceedings have been
initiated, and the corresponding data are contained in
the Unified Register of Pre-Trial Investigations;

- identified individuals, whose samples were com-
pared with samples of individuals who disappeared, on
the facts of whose disappearance criminal proceedings
were initiated, and the relevant data are contained in the
Unified Register of Pre-Trial Investigations.

At the initial stage of the search, the testimony of
relatives, acquaintances, and colleagues of the missing
individual is important. They can not only specify the
circumstances of the disappearance (time, place, plausi-
ble causes, etc.), but also provide assistance in detailing
the circumstances of the disappearance.

!Order of the Ministry of Internal Affairs of Ukraine No. 676 Regulations on the information and telecommunication system “Information
Portal of the National Police of Ukraine”. (2017, August). Retrieved from https://zakon.rada.gov.ua/laws/show/z1059-17#Text/.

2Order of the Ministry of Internal Affairs of Ukraine No. 390 “On the Approval of the Instructions for the Organization of the Functioning of
Forensic Record of the Expert Service of the Ministry of Internal Affairs”. (2009, September). Retrieved from https://zakon.rada.gov.ua/laws/

*Law of Ukraine No. 580-VIII “On the National Police”. (2015, July). Retrieved from https://zakon.rada.gov.ua/laws/show/580-19#Text.

SLaw of Ukraine No. 2391-IX “On State Registration of Human Genomic Information”. (2022, July). Retrieved from https://zakon.rada.gov.ua/
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As the analysis of the investigative practice of
investigating war crimes committed in Ukraine shows,
the places where corpses are hidden are, as a rule, for-
est areas, landfills, wastelands, cesspools, wells, tunnels
of water pipes and cable networks. Proceeding from
the assumed place of hiding the corpses, various tech-
nical means are used (entrenching tool): shovels (for
excavation), dredges and trawls (for surveying reser-
voirs), rakes (for surveying the area covered with brush
and leaves). Drills and probes are used to detect objects
buried in the ground. Therewith, signs of digging and
loosening should be considered: modified soil, withered
vegetation, holes in the soil, etc. (Stepaniuk, 2022).

For forensic specialists involved in the examina-
tion of corpses (which are often infectious, decomposed,
with the presence of pediculosis, etc.), a set of personal
protective equipment has been developed - special
clothing such as solid overalls (Participation of a foren-
sic specialist..., 2018).

In search activities, it is sometimes very time-con-
suming to search for the corpses of both killed service-
men of the Armed Forces of Ukraine and the civilian
population buried by the russian invaders (Klymenko,
2022). To identify corpses in the ground and their
parts, there is an exhaustive list of search equipment.
Specifically, for this purpose, a corpse detector - the
chemical agent monitor “Poshuk-1" is used. However,
the capabilities of this device are limited, since it can-
not be used for examining frozen soil (in winter, corpses
freeze and decay does not occur), the probe of the device
cannot be immersed below the level of groundwater and
in marshy soil (Webportal of the National..., 2021).

The special electroprobe “IBM-1" has greater effi-
ciency, the principle of operation of which is based on
recording and measuring the electrical conductivity of
the soil in separate places (if there is a buried corpse -
the electrical conductivity of the soil increases consid-
erably). This property means that during the decompo-
sition and separation of the protein substances of the
corpse, gaseous and liquid substances enter the soil, and
this increases the electrical conductivity of the ground
in the corresponding place, the strength of the current,
which is recorded by a microammeter, increases (Web-
portal of the National...,, 2021).

Together with the specified devices, the gas alarm
“DZHYN-HAZ” and the chemical agent monitor “PGI-1”
(field) can be used (Webportal of the National..., 2021).

If available on the territory, if necessary, law
enforcement officers use a trawl to search small bod-
ies of water. It facilitates the detection of a corpse or its
parts in the water, with its help, the corpse’s clothes,
shoes, weapons, and other items are pulled out (Web-
portal of the National...,, 2021).

At the current stage, the efforts of criminologists
are aimed at improving devices for detecting corpses
that are not connected with the need for mechanical
penetration into the soil (Use of achievements..., 2021).

The author believes that the use of subsurface
sounding radar devices (geographic radars) is promis-
ing in the search for missing persons and the identifi-
cation of corpses of people killed during the war. Their
work is based on the use of classical radar principles.
The transmitting antenna of the device emits ultrashort
electromagnetic pulses.

The most well-known radar devices are as fol-
lows: Airborne radar; Surface-Penetrating radar; Pulse
radar (radar that emits a repeated series of scanning
pulses); High-resolution radar (radar with the ability to
detect objects in the distance range from a meter to sev-
eral centimetres); Pulse compression radar (uses a long
pulse with internal modulation); Surveillance radar
(radar that detects the presence of a target and deter-
mines its location by range and angle); Tracking radar
(provides tracking of the target’s trajectory); Imaging
radar (creates a two-dimensional image of a target or
part of the earth’s surface and what is on it); Weapon
control radar (usually used in the air defence system);
Target recognition (effective remote sensing device);
Multifunction radar (designed to perform several func-
tions of scanning, searching, and detecting objects) (Bor-
rion, Amiri & Delpech, 2019).

In Ukraine, ground-penetrating radars of the
“OKO” series are used. The devices are a new series
of high-speed, high-performance ground-penetrating
radars that allow sounding three times faster while
increasing the quality of the radarogram. When work-
ing with the “OKO” series ground-penetrating radar,
operators can use tablets, smartphones, netbooks,
and other portable computer equipment, perform
high-precision coordinate reference, and use new soft-
ware options (“OKO-3” ground-penetrating..., 2022).
These ground-penetrating radars provide sensing of dif-
ferent environments, soils, and waters at different depths.

As the analysis of the practices of France, the
Netherlands, Great Britain (Stepaniuk, 2022) showed,
the use of ground-penetrating radars with optical and
hyperspectral cameras allows remote detection of vari-
ous objects, namely those located in dangerous or hard-
to-reach places. Ground-penetrating radars can operate
in different environments - space, atmospheric air, sea,
land, underground, and under different weather condi-
tions (darkness, haze, fog, rain, or snow) (Borrion, Amiri
& Delpech, 2019).

Flexible technical video endoscopes are used
for inspection and visual inspection of closed, light-in-
sulated rooms or those with small openings, hard-to-
reach areas. They are equipped with video equipment
for recording and monitoring in real time. The advantage
of these devices is that they can work in a hostile envi-
ronment (Webportal of the National..., 2021).

If the place of burial of corpses is under brick struc-
tures or concrete floors, then special devices with a built-in
digital image processing system can be used to detect
voids under them (Webportal of the National...,, 2021).
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Considering forensic recommendations, after the
discovery of the corpse or its remains, it is necessary to
establish the identity of the deceased. For this, a foren-
sic medical examination establishes the statute of limi-
tations and cause of death, the method of murder, exam-
ines the traces of the crime on the body of the deceased,
their clothes, objects, and identifies the corpse. The use
of dactyloscopic kits (for obtaining fingerprints and
their subsequent verification against the records of the
Expert Service of the MIAU and the National Police of
Ukraine), kits for the selection of DNA material helps
establish the identity of an unknown corpse. (Participa-
tion of a forensic specialist...,, 2018).

Plastic models (masks and casts) are used
to effectively extract three-dimensional traces and
record signs of the appearance of unidentified corpses.
The most common means of this group are impres-
sion materials for working with volumetric traces: gyp-
sum, polymer and silicone pastes - paste “K”, U1, U-4,
SKTN, KLSF-305, KLT-30, “Sielast” (Participation of
a forensic specialist...,, 2018).

In the aspect of the TFS investigation of war
crimes, it should be noted about the computer equip-
ment and software used during the portrait examina-
tion. Specifically, if the soft tissues of the face show signs
of destruction, then when examining photographs of
such unidentified corpses, the expert is additionally sent
X-rays of the skull or the skull itself. In this case, a com-
prehensive portrait and medical-forensic examination is
carried out (Forensic examinations..., 2019).

Discussion

In the modern conditions of the full-scale military inva-
sion of the russian army in Ukraine, the de-occupation of
certain territories of Ukraine and the need to document
the actions committed by the russian military person-
nel, it is extremely necessary to analyse the technical and
forensic support for the investigation of war crimes, to
formulate recommendations for its use and improvement,
and to develop promising areas for the development
of technical equipment of law enforcement agencies.

Ukrainian researchers have developed a certain
set of recommendations on TFS for countering crime,
which can be used in the investigation of war crimes.
The vast majority of scientific results (Kovalova 2022;
Nikulin 2020; Shorokhova 2019) relate to the informa-
tion component of the TFS investigation. According to
the results of the present study; it is advisable to use this
improvement in preventing information and psycho-
logical attacks both within cyberspace and at the level
of social networks and “fake news”. It is recommended
to use it to protect objects of critical information infra-
structure of Ukraine from cyberattacks, as well as to pre-
serve information with restricted access, including those
data that constitute state secrets.

The current provisions on TFS for the investi-
gation of terrorist acts, criminal explosions, and the
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investigation of the illegal use of explosive materials
(Kurman & Bodnaruk, 2020; Koval & Koval, 2021; Far-
ion-Melnyk, Melnyk & Vasylevskyi, 2022) are already
used during the demining of de-occupied territories
of Ukraine, work on the detection, extraction, research
of evidence of the use of missile and artillery weapons
primarily against the civilian population of Ukraine, the
destruction of residential and non-residential stock,
enterprises, institutions, organizations, and energy sys-
tem facilities.

At the same time, the technical means used to
detect hidden “criminal” corpses or to scan the upper
layer of the earth’s surface, combing water bodies,
should be used to identify the burial sites with corpses
of those killed as a result of murders committed by rus-
sian servicemen, to search for missing people, and to
establish their identities. The authors of this study found
that among the relevant technical equipment, the most
effective results are obtained by using radars.

As the analysis of the capabilities of some radars,
such as Airborne, Pulse, High-resolution, Tracking, Imag-
ing, Weapon control, Multifunction, etc. showed, the
Ukrainian GPR of the “OKO” series have certain advan-
tages that allow them to be used in the search for miss-
ing people and detection of corpses of people killed dur-
ing the full-scale military invasion of russian troops on
the territory of Ukraine. Specifically, the “OKO-3” GPR
is characterized by scanning an increased number of
points by depth - up to 2048 and more; improved radar-
gram quality; increased scanning speed - up to 350-
400 scans/sec (at 512 points); high-speed two-channel
control unit (total probing speed 700-800 traces/sec.);
built-in Wi-Fi in the control unit for connecting to a lap-
top or other control device; more precise positioning
by enabling GPS connection to the control unit; “intelli-
gent” displacement sensor - the sensor parameters are
recorded in its “independent” memory and are auto-
matically set when turned on; an updated version of the
“Geoscan 32” software for the Android operating sys-
tem for the use with protected tablets and smartphones.

Conclusions

Thus, TFS for the investigation of war crimes is an organ-
izational system of equipping law enforcement and oth-
er bodies, aimed at creating conditions for the constant
readiness of services and units to quickly, timely, and ef-
fectively solve technical and forensic tasks under martial
law, based on systemic types of interaction and wide use
of the complex purpose of technological systems, for co-
ordinated processing of forensically significant data and
obtaining it in information systems in a form suitable
for the direct activity of law enforcement agencies and
coordination of services with various departments, in-
stitutions, units, including the Armed Forces of Ukraine.

The purpose of TFS for the investigation of war
crimes is determined by the modern tasks of law enforce-
ment agencies regarding their activities in de-occupied
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territories and places where war crimes are committed.
Such purpose determines the relevant level of technical
equipment and corresponding training of employees.

TFS of the following groups are used to search
for missing people and identify corpses of people who
died during the war: technical devices, including an en-
trenching tool; special security of professional activities
of specialists involved in investigative procedures; spe-
cial search devices and equipment.

The prospects for the development of TFS are its
formalization and transformation of scientific methods
into technologies of forensic systems, as a fact of bring-

ing the provision of the system in line with the level of
information interactions of the parties involved in crim-
inal proceedings.

Promising areas of the TFS development for the
investigation of war crimes are the active introduction
and use of aerial photography (UAVs with software for
documenting war crimes sites); 3D scanning of the situ-
ation at the site of war crimes; technologies for detecting
and identifying biological traces, including in field condi-
tions; identification and search systems for establishing
military personnel of the aggressor country regarding
their commission of war crimes.
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AHoTauia

AKTyaJbHICTB cTaTTi 0GyMOBJIeHA HEOOXiJHICTIO AOCHiPKEHHS TeXHiKO-KpPUMiHa/MTiCTUYHOTO 3abe3ledyeHHs
pPO3CJIilyBaHHS BOEHHUX 3JI0OYHHIB, fIKi MAacOBO BUYMHSIKOTbCS B YMOBaX [OBHOMAcCIITAaOHOTO BiHCHKOBOIO
BTOPTHEHHA pocil Ha TepuTopito YkpalHMU. MeTa cTaTTi NOJAraEe y BHU3HA4YEHHI MOHATTA TeXHIKO-
KpUMiHa/icTUYHOro 3abe3nedyeHHs] PO3CJiyBaHHS BOEHHUX 3JIOUYMHIB, HOTO MeTH i CKJIAJOBHUX; PO3TJsAAi
TEXHI{YHOI'0 OCHaIlleHHs1 PO3IIYKYy 6e3BiCHO 3HUKJIMX MiJ Yac BiliHM 0cCi6, BUsIBJIEHHS NMPHUXOBAHUX TPYMIB 0Ci6,
3arubJiMx mij 4yac BiMHH, BCTAaHOBJIEHHS IXHBOI 0COGH. Y CTAaTTi BUKOPUCTAaHO KOMIJIEKC HayKOBUX METOZIB:
TepPMiHOJIOTIYHUH, CUCTEMHO-CTPYKTYPHUH, GOpMabHO-JOTiYHUH, NOpiBHAJIbHO-IpaBoBUH. [IpoaHanizoBaHo
3MICT MOHSATh «TEXHIKO-KPUMiHAJIICTUYHE 3a0e3NeYeHHsI», «TeXHIKO-KpUMiHa/MIiCTUYHUH 3aci6», 3aponoHOBaHO
BU3HAYEHHS TEXHIKO-KPUMIiHATICTUYHOTO 3abe3levyeHHs] BOEHHMX 3JI0YMHIB. JloC/Ii/pKeHO CKIaZioBi TexHiKo-
KpUMiHasicTUYHOro 3abe3nevyeHHs: HAyKOBe, NpPaBOBe, OpraHisauiiiHe, HaB4Ya/JbHO-METOJWYHE, HAYKOBO-
TeXHiYHe, MaTepiaJbHO-TeXHIYHe 3a6e3medyeHHs. AKIIEHTOBAHO Ha 0COBJUBOCTAX TEXHIKO-KPUMiHa/TiCTUYHOTO
3abe3neyeHHs pPO3C/iJyBaHHS BOEHHHX 3JIOYMHIB: IOCTifiHA TOTOBHICTb YINOBHOBAaXKEHUX CYO'EKTIB [0
3aCTOCYBaHHSI TeXHIYHUX 3ac006iB i MeTO/iB; KOMILJIEKCHE BUKOPHUCTAHHS TEXHOJIOTIYHHUX CHUCTEM; 3a1y4eHHs
HU3KM iHpopMaliHUX pecypciB; KOOpAUHALis POOOTH 3 TEXHIYHOIO OCHAIlleHHS IPaBOOXOPOHHUX OpraHiB i3
3abe3neyeHHAM {HIIMX BiIOMCTB, 30KpeMa 36pOHHUX CUJ1 YKpaiHU. AKIIEHTOBaHO Ha MOKJIMBOCTi BUKOPUCTAHHSA
TeXHIKO-KpUMiHaJiCTUYHOrO 3a6e3NeyeHHs] PO3CJIiZlyBaHHS BOEHHHUX 3JIOYMHIB CJAiJYMMHU OpraHiB 6e3meku
crisibHO 31 cmiguumu HanioHasbHOI moutinii. /loBefieHO, IO /[0 TeXHIKO-KpUMIiHA/MiCTUYHOro 3abe3neyeHHs
pO3CJIilyBaHHSA 3/I0YMHIB HaJIeXXUTh CUCTeMa NPAaBOBUX, HAYKOBHUX, OpraHisalliiHUX 3aXO/iB, CIPAMOBAaHUX Ha
edeKTHBHE 3aCTOCYBaHHS TEXHIYHHX 3aCO0iB i BiAMOBIAHUX IM METO/[iB 3 METOI0 PO3C/IilyBaHHA KPUMiHAJIbHUX
npaBonopyuieHb. [lepclieKTUBHUMH HaNpsMaM{ PpO3BUTKY TeXHIKO-KpHMMiHaJlicTUYHOro 3a6e3nedyeHHs
po3ciIilyBaHHS BOEHHUX 3JIOUMHIB €: 3acTocyBaHHS JApoHOBOi ¢ikcanii (aepodoTorpacdii); BUKOpHUCTAHHSA
HazeMHoro 3D-ckaHyBaHHS; 3alIPOBa/PKEHHS CUCTEeM BHUSIBJIEHHS Ta Bisyasiszauil 6ios0riyHUX CIiiiB y4acHUKIB
BOEHHHUX 3JI0YMHIB Ta iXHIiX >KepTB; po3pob6JieHHs ijleHTUdiKalifHO-NOIYyKOBUX CUCTEM BCTAHOBJIEHHS 0Ci0,
MPUYETHHUX [I0 BYNHEHHS BOEHHUX 3JI0YMHIB Ha TepUTOPil YKpaiHu
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TexHiuHi 3aco6u; BilicbKOBe BTOPTHEHHS; PO3IIYK 0Ci0; ifeHTHdiKaLig TpymHiB; reopagap
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Abstract

The right to coercion and the possibility of its application is an integral attribute of the state, its bodies, i.e.,
it is possible to discuss the state’s monopoly on coercion. Regardless of whether the requirements of legal
norms are fulfilled voluntarily, coercion stays an integral part of their implementation. Legal coercion is
inextricably linked to the rule of law and human rights. This connection is especially felt in the countries
of Central and Eastern Europe, which have recently been freed from totalitarianism, the dictatorship of
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Introduction

The study of the problem of coercion at the philosophical
and theoretical legal level is relevant today because with
the growing number of regulations, it becomes neces-
sary to differentiate them into those ensured by coer-
cion, and those that focus on certain behaviour.

Scientists of young democracies do not pay
enough attention to the problems of statutory regu-
lation of coercion. Given that legal coercion is inextri-
cably linked to the rule of law and human rights, this
connection is especially felt in the countries of Central
and Eastern Europe, specifically, in the Republic of Mol-
dova, which have recently been freed from totalitarian-
ism, the dictatorship of ideological norms, and which
were characterized by the lack of protection of human
rights and the absolute dominance and spread of coer-
cion. Therefore, it is possible that studies of the rule of
law and human rights are more relevant in these coun-
tries than in European countries of sustainable democ-
racies in a theoretical and practical sense.

However, recently, some researchers, mainly
Western European and American, have begun to
pay more attention to the problems of statutory regula-
tion of coercion, namely in the context of the rule of law.
Among such studies, one should mention those cover-
ing the relationship between law and coercion (Miotto,
2021), the conceptualization of coercion as a necessary
feature of the legal system (Woodbury-Smith, 2021),
(Himma, 2020), the use of coercion in the context of the
transnational rule of law (Rabanos, 2022). In addition,
the conceptual basis for the analysis of the issues in the
application of coercion in modern political and legal
realities included the publications analysing the concept
of coercion (Hart, Raz & Bulloch, 2012) and the tenden-
cies of the law to become coercive (Galligan, 2006), the
analysis of coercion in the interpretive concepts of the
rule of law (Kyritsis, 2016). The selected studies also
cover the doctrinal definition of the concept of coer-
cion in the conditions of neoliberal society (Anderson,
2008), consider the role of coercion in international
and national law (Raponi, 2016) and its application in
the context of morality (Lyons, 2010), the role of coer-
cion in legal norms (Ekow, 2008) and the question of the
legal content and coordination of decentralized collec-
tive punishments (Gillian, Hadfield & Weingast, 2013).

But in general, questions concerning the rela-
tionship between coercion and law are still out of the
proper attention of lawyers. The reason, according to
some theorists, is that coercion tends to provide a super-
ficial understanding of the nature of law. It is not enough
to define law only as an opportunity to ensure the imple-
mentation of a regulation. Classical models of legal sci-
ence, especially those proposed by J. Austin (2009) &
J. Bentham (2000), developed this “rough”, “clumsy”
understanding of law.

According to Austin (2009) & Bentham (2000),
laws are considered as regulatory requirements, the
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implementation of which is guaranteed by the threat of
the use of force mechanisms. Such a simplified approach,
according to G. Lamond (2000), does not consider the
normative and authoritarian nature of how law is usu-
ally perceived. In reality, the form of power is combined
with the social phenomenon that it represents.

Thus, the American researcher G. Oberdick
(1976) claims that the fixation on the restraining nature
of the law excessively emphasizes its restrictiveness and
conceals the constructive role that the law plays in the
life of society.

H. Hart et al. (2012) challenge the classical model
of legal science, arguing that coercion itself cannot dis-
tinguish the law from the threat of force.

It appears that in the opinion of the general pub-
lic, the claim that the law is inherently coercive is con-
tradictory. Thus, legal philosophers mainly separate the
concept of coercion from the concept of law through
a more profound perception of the latter. For instance,
H. Hart (1958) notes that law should be considered as
a normative system.

The law does not just recognize punishment as
a certain tax that must be paid because one cannot buy
the right to murder in exchange for agreeing to spend
several dozen years in prison. Upon prohibiting mur-
der, the law stipulates that it must not be committed.
H. Hart notes that violations of this rule are consid-
ered grounds not only for punishment, but also for
a sense of criticism, guilt, and moral condemnation.
Given that law is normative, legal norms should not be
considered as an immoral order.

It can also be argued that law is a system of rules
that has practical significance. In theory, the state should
establish rules that determine how to act. This means
that legal prohibitions cannot be identified, e.g., with
a simple desire to obey the law or with one’s own inter-
ests. The law does not make provision for reasoning
such as mundane justifications for wrongdoings: “even
though this is illegal, however..” Instead, the law clearly
provides that all the circumstances were analysed, and
an authoritative, legitimate decision was made. Such
position is called the “legal position” (Raz, 1979).

The legal position is clear: when a person is told
what they should or should not do, there are no alter-
natives besides those prescribed by law. Even when the
law allows actions that are clearly violations, such situa-
tions are governed by law. Moreover, the law makes pro-
vision for the possibility to establish solid grounds in an
unlimited range of situations, i.e., this refers to the global
nature of law.

These characteristics, the authority and norma-
tivity of law, are absent in the classical model of law,
which was considered by J. Austin (2009) & J. Bentham
(2000). However, when abandoning the classical model,
coercion is usually considered as a secondary factor in
relation to law.
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In connection with the above, it is possible to sin-
gle out the purpose of this study, which lies in revealing
the essence of legal coercion in the described sources,
its influence on legal relations, the development of this
concept in the context of further prospects for legal reg-
ulation of relations in society.

Coercion as an Inalienable Feature of Law

One can agree with Professor Gh. Costachi (2013),
according to whom “... the doctrine almost unanimously
supports the idea that the coercion used by the state
should be legitimate. However, it is important that this
depend, foremost, on the legitimacy of the state power
itself, which means recognition and confirmation of
its legality. In general, the legitimacy of state power is
expressed in terms of the correctness, legality, and con-
formity of power in relation to the expectations of indi-
viduals, social groups, and society as a whole”.

The simplest known legal model proposed by
Austin and Bentham involves largely the identification
of coercion and law. The model developed by these sci-
entists attempted to distinguish law from other systems
(Austin, 2009; Bentham, 2000). According to Austin, law
can be seen as a group of stable orders or imperatives
backed up by the threat of punishment. Since some-
one is punished for violating an order, they must obey
that order. Thus, the stricter the sanction, the stronger
the duty. In this model, the concepts of sanction, order,
and duty are inseparable. Therewith, the sanction not
only ensures the effectiveness of the order, but rather
imposes a duty. That is, “the greater the possible evil and
the greater the chance of causing it, the greater the effec-
tiveness of the order should be and the heavier the force
of duty, ... the more likely it is that the order will be exe-
cuted, and the duty will not be violated” (Austin, 2009).

By defining laws as orders along with the threat of
sanctions, Austin’s model excludes other normative sys-
tems. Specifically, Austin distinguishes between custom-
ary laws and laws that are correctly considered “lawful”.
Violation of customary law can lead to social sanctions,
but at the same time, these norms cannot be considered
a law;, since state authorities do not ensure sanctions. The
scholar notes that the use of the term “imperfect law”
equates perfect laws with unofficial norms, which leads
to the emergence of unofficial duties - whether religious
or moral: “Imperfect laws”, Austin notes, “are imperfect
laws in the understanding of Roman jurists: that is, laws
that reflect the wishes of the political leadership with-
out securing them with sanctions. Many researchers
who have written about morality and the so-called law of
nature have given the term “imperfect” a different mean-
ing (Finnis, 2006). When it comes to imperfect duties, it
usually refers to duties that are not related to a law: duties
imposed by God’s Commandments, or duties imposed by
positive morality, rather than duties imposed by posi-
tive law. Imperfect duty, in the understanding of Roman
jurists, is equivalent to a lack of duty” (Austin, 2009).

By its origin, a custom is a rule of conduct that
is observed spontaneously or not observed pursuant
to the law established by the political leadership. Cus-
tom becomes a positive law when it is adopted as such
by a court, and court decisions made on its basis are
executed by the state authorities. But before a decision
is made by the courts and ensured by legal sanction,
it will only be a rule of positive morality: a rule that is
usually followed to ensure obedience and regulate the
behaviour of a group, citizens. It can be argued that the
only strength of such a decision comes from the general
disapproval of those who violate it.

Thus, to ensure obedience and regulate the
behaviour of a certain group of people, social sanc-
tions may be strong enough, but they only accompany
social norms similar to a law. Following this thesis, ].
Tolkien Bentham (2000) argues that a legal mandate
cannot be acceptable if it does not unite its subjects
through coercion, i.e., a law that does not force anyone
is controversial.

Austin does not distinguish between a social
sanction and a legal sanction based on the strength and
impact of a social sanction on a person or the severity of
a legal sanction. The difference, rather, depends on the
source of the sanction. Any sanction applied to an indi-
vidual as a result of a violation of a customary or social
norm is not the result of an order from a political leader
(Austin, 2009).

Bentham (2000) emphasizes that regardless of
whether the burden imposed by a law is cumbersome or
not, it is still imposed coercively. The researcher states
that only to the extent that the law is compulsory, it can
influence the practical considerations of citizens and
thus bring benefits. It is coercion that makes laws effec-
tive in the end. ]. Bentham, like J. Austin (2009), per-
ceives the compulsion of law not only as a conditional
function necessary to guarantee the effectiveness of law.
But Bentham (2000) understands the effectiveness that
coercion imposes in a more profound sense: efficiency
transforms an order into a law, which in turn imposes
duties and grants lawful rights. In other words, coercion,
which obliges subjects of law, is just as important for
the formation of a legal mandate as the very purpose of
law-making. Both are fundamentally necessary to con-
ceptualize a legal norm.

Thus, the classical model of law developed by
J. Austin (2009) & J. Bentham (2000), clearly connects
legal norms with coercion. Legal norms are essentially
orders backed by the threat of force. That is why modern
legal scholars reject the classical simplified explanation
of coercion in legal norms. In itself, the ability to force
someone cannot constitute the law. Coercion can only be
interpreted as a form of exercising power over someone.
The classical model of law only demonstrates the exer-
cise of social power over others, without describing it
as a law. Power in this context is a broader concept than
coercion (Russell, 2004).
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Evidently, power is a complex concept, and the
law can use its power in various ways. Accordingly,
coercion is only a form of social power (Lamond, 2000).
Power is exercised through social status, wealth, physical
strength, or personal charisma (Friedman, 1973).

Admittedly, law, despite the presented purely
reductive image, often exercises its power, being nor-
matively assimilated by its subjects. There are at least
three important differences between brute force and the
regulatory sanction that constitutes the essence of law
(Wolff, 1998):

1. Firstly, having strict power over someone is not
the same as having normative power over that person.

2. Secondly, the government should not claim to
command its subjects. A robber should not feel that
they have a legal right to command their victim. They
certainly do not believe that the person they are robbing
is obliged to listen to them.

3. Thirdly, coercion itself should not be part of a guid-
ing or regulatory action, and therefore should not be
a sanction. Thus, brute force can be used as a sanction:
arobber can beat someone for not following their order
to give them money. Admittedly, a robber could have
beaten someone up for no good reason. Thus, the
objection against a reductive picture of the connection
between coercion and law is correct. Simply being able
to get others to act in a certain way may not be enough
to make something lawful. This ability does not claim to
establish stable or systematic rules, enforce those rules,
or grant authority (Wolff, 2021).

However, when exposing the shortcomings of the
classical model of law, researchers often tend to believe
that coercion is only conditionally related to law -
a human necessity that does not determine its inter-
nal nature. Although the opinions of . Austin (2009) &
J. Bentham (2000) require reinterpretation in the pres-
ent context, it is a mistake to consider coercion only
conditionally related to law. Rather, there is a need to
first investigate the missing characteristics necessary to
fully describe legal norms to determine the role of coer-
cion in it. The classic model outlined by J. Austin (2009)
& ]. Bentham (2000) can be completed without losing
sight of the characterization of coercion as an integral
part of law. To complete the classical model, it is impor-
tant to understand that law is a normative system and
that it asserts practical authority. Both of these aspects
are themselves broad topics that have been analysed in
detail in numerous papers (Kelsen, 2000).

At first glance, the reasoning of J. Austin (2009)
& J. Bentham (2000) may raise more questions than
answers. However, even a superficial approach can high-
light the differences needed to define a viable concept
of law and provide a platform for exploring the unique
role of coercion.

Law is obviously a normative system. Like all
normative systems, it seeks to guide human activity
by establishing how people “must” act. Evidently, not
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all laws are first-order norms. Many laws, for instance,
set a deadline for paying income tax, change other legal
rules, or create permissive rules under which some-
one can take on legal responsibilities. But in general,
law cannot be understood without recognizing that it is
a system of rules. When a law arises, it claims to govern
human behaviour (Lamond, 2000)

It is usually established that people “must” act
according to the system or set of rules. This “must” is
intended to describe possible actions objectively, regard-
less of the individual’s subjective will. There are reli-
gious, moral, and personal norms. For instance, each
family has a set of rules used to control the behaviour
of its members. Some norms may emerge instantly. In
other cases, the norm may emerge slowly, specifically
in relation to customs, or as a result of philosophical or
theological disputes, as in the case of moral and religious
norms (Hart, 1958).

Perhaps H. Hart (1958) recognized the objective
(normative) nature of “must” in the legal system, dis-
tinguishing “being obliged” and “having obligations”.
From Hart’s standpoint, being obligated means being
forced to do something. Obligations, however, exist
regardless of whether a person avoids exposure, is sub-
ject to sanctions, or feels or believes that they have obli-
gations. Arguing that someone has an obligation based
on a valid and valuable regulatory system is often impor-
tant to correct a lack of conviction or belief in their duty.

The normative image of law helps distinguish the
role of norms from the mere presence of orders supported
by force. As H. Kelsen (2000) notes, the actual norm cre-
ates an objective “must”. The will of another, armed indi-
vidual, for instance, creates only a subjective “must”.

R. Dworkin (2019) describes this situation as fol-
lows: “We make an important distinction between the
law and the general orders of a bandit. We believe that
the structures of the law - and its sanctions - differ in
that they are binding, unlike the orders of a bandit. Aus-
tin’s theory does not make provision for such a distinc-
tion, since it defines duty as submission to the threat
of the use of force, and thus the authority of the law
is entirely based on the sovereign’s ability and desire
to punish those who do not obey [...] but a rule differs
from an order precisely in that it is normative and sets
a standard of conduct that affects its subject beyond the
threat it poses. A rule can never be binding just because
a person with physical strength wants it.”

The law, on the other hand, sets rules that govern
behaviour. These norms exist regardless of the concom-
itant threat of use of force. Thus, the law, like all regu-
latory systems, establishes a “must” that guides human
behaviour and criticizes non-compliance. These rules
set obligations and duties apart from the force or fear
of being exposed.

Law is not only normative, but also a special type
of regulatory system since it claims to be authoritative.
The law does not hold a system of normative rules with
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the ability to do whatever one wants. There is no clear
definition of power. One person has power over another
when their instructions prevent the other from deter-
mining other grounds for action. T. Hobbes (2016) exam-
ines this type of power in his discussion of orders. It
defines an authoritative order as such, when a person
does or does not do something without regard to any
reason other than the will of the one who orders. ]. Raz
offers his own original explanation of practical power.
In the words of this philosopher, “practical author-
ity is one that can prevent or restrict consideration of
other grounds for action” (Dworkin, 2019).

Raz’s concept of authority can be objected to for
several reasons. It appears that the law cannot claim
power. Furthermore, a moral figure cannot submit to
someone’s authority (Dworkin, 2019). Other questions
also aris e regarding the law’s claim to authority. Many of
the foundational legal documents in the modern world -
such as the United States Constitution® - contain pro-
visions that limit the scope of laws that can be passed.

The private concept of law alone makes the entire
set of liberal Western legal systems impossible. In this
context of ideas, Hart notes that limiting the authority
of the law simply reflects the social practice of limiting
the scope of grounds that the legal system can exclude.
H. Kelsen (2000) complements the opinion of Hart
(1958), noting that the law regulates one’s own creation.
Thus, while its powers may be limited, these restrictions
are created by the law itself.

The difficulty of distinguishing law from other sys-
tems also means that it is not just a matter of linguistic
intuition. This indicates a built-in claim about the concep-
tual necessity of coercion. Considering the recognized and
individual concept of the law, restrictions form an inte-
gral part of the law, not just a necessity for enforcement.

The concept of coercion as conceptually neces-
sary in law is not just a defining purpose. These exam-
ples show that the obligatoriness of coercion is one of
the critical features of the regulatory system to claim
legal status. Therewith, one can distinguish two points
of view on this issue. Firstly, even if society voluntar-
ily obeys many regulatory systems, which sometimes
impose duties greater than those imposed by law, only
a system of compulsory duties constitutes a legal system
(Woodbury-Smith, 2021; Galligan, 2006).

Secondly, while people often respect the law for
assorted reasons, the principal limitation of the legal sys-
tem itself hinders certain areas of action. Even when the
law is never violated and a much richer system of rules
(such as religious ones) is constantly observed, the mini-
mum level of enforceable rules is the only one that is char-
acterized as law. The position of ]. Raz (1979) may cause
some objections within the analysis of his positivist model
of law, according to which a norm can be qualified as
legal because it originates from a certain social source.

A norm is a law if it is recognized as a social
source defined by authoritative norms. This opinion
does not change the argument that the law must be and
is determined by its coercive force. Rather, the thesis
about such a source simply pushes the question of the
source of coercion a step back. Imagine a society with
three different leaders, each claiming to be the true
social source of law. Leader A leads a group of self-styled
individuals occupying a large stone building, from which
he enacts what he claims is legal law. Leader B manages
a large group of people in a way similar to a religious
structure. Leader C is appointed based on the ancient
traditions of society to interpret its customs. Notably,
all three normative systems are identical and fully con-
sistent (Hart, 1958). And now imagine a situation when
each of the specified normative systems takes a different
stance on a socially prominent issue.

Leaders B and C appeal to the spiritual beliefs
and traditions of the population, demanding compli-
ance with the proclaimed decrees. Leader A summons
an armed battalion to carry out his orders. Note that
focusing on the relevant social source leads to the same
conclusion: a social source that can coerce its dictates
is conceptually consistent with a stable notion of law.

J. Raz (1979) believes that the claim that coer-
cion is unique to law is exaggerated. This is partly true
because some systems claim power and use coercion to
force members to comply with its rules (e.g., the mafia).
The mafia (criminal structures), with its own specific
system of rules, seeks to compete with the legal system.
If such a group of people retreat into the desert, adopt
their own rules and ensure their implementation, one
can probably contemplate creating a new legal system.
For instance, upon arriving at the shores of America,
the settlers ignored the laws of the local tribes. The set-
tlers proclaimed their authoritarian rules, supported by
their own military power. Perhaps it is inappropriate to
characterize settlers as people who are simply operating
illegally on Native American land. It can be stated that
they have built a competing legal system.

Recognizing that coercion is a conceptual feature
of law provides the necessary solution for individualiz-
ing the normative systems naturally described as law.
The role of coercion in an authoritarian regulatory sys-
tem illustrates the danger posed by criminal structures
within the state when they seek to be competing legal
systems. This discovery accordingly raises the question
of how social norms that are considered authoritarian
norms should be treated. A. Marmor (2014) notes that
there are many social groups with accompanying norms
to which a person belongs without explicit consent or
voluntary participation.

There are even “complex rules” that define the
“appropriate” or “correct” style of clothing for certain
occasions, and people who deviate from them are harshly
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criticized. The fact that a person finds exclusion from
their religious or social group so psychologically ter-
rifying that they feel compelled to follow the group’s
rules does not make those rules coercive (and coupled
with law-like normativity and authority). This is a com-
plex issue where it is difficult to agree, specifically with
Austin, that social sanctions cannot be considered the
law because they do not come from political leadership
(Marmor, 2014; Austin, 2009).

However, in contrast to A. Marmor (2014), under-
standing that law is not only forced, but also coercive,
reveals the difference between law and strong social
norms. The previous answer is contained in the ideas
put forward by Aristotle regarding coercion and inde-
pendent external motives. Recall Aristotle’s view on the
definition of coercion. Thus, the desire to be included in
a social network is a desire that comes from within. In
contrast, the coercive force exerted by the law is exter-
nal and can be imposed on a person regardless of their
attitude towards the law (Aristotle, 2011).

This approach can be considered too simplistic.
Perhaps, constitutionally, people are not exactly beings
who can turn their back on their social needs. It is dif-
ficult, if not impossible, to give up all socially impor-
tant restrictions; a person, as a social being, cannot
function effectively outside of the ethos. Thus, the pro-
posed model may lead to the belief that at some point
a socially imposed restriction will become, to some
extent, a law. If a violation of an authoritarian norm on
a desert island leads to social exile (which means cer-
tain death in this context), the norm can constitute the
law, no matter how it is described or named. Further-
more, it may mean that the proposed model is incom-
plete because it was argued that coercion, along with
normativity and authority, is necessary only to distin-
guish between law. This example may indicate why these
features are probably not sufficient to describe the law
(Marmor, 2014; Miotto, 2021).

The study of G. Lamond (2000) on the role of
coercion in law correlates with the picture of law, which
is considered in this paper. Lamond notes that law is
a system of rules. Moreover, the scientist claims that the
law claims the power to regulate a person’s practical
reasoning except for other norms and does so in the full
range of actions, i.e., the law is normative and authori-
tative in everything. Furthermore, Lamond argues that
the mere existence of sanctions does not make the law
enforceable, and the conceptual role of coercion is not
limited to the pragmatic question of its effectiveness.

However, G. Lamond (2000) denies that coercion
is a fundamental component of law that separates law
from other global normative systems. Instead, he sees
coercion as defined by the status of the law as a prac-
tical authority. The law secures the right to subordinate
a person’s practical considerations and change their nor-
mative position. Thus, according to G. Lamond, the claim
to authority is a justifying reference to the coercive force
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of the law. Although Lamond believes that the law can
be described as compulsory simply because it requires
this right, the reality is otherwise. He argues that the
coercive force of the law depends on whether the threat
is real or not. In the end, Lamond concludes that the
unique feature of the law is that it declares this power
on an indefinite range of grounds, it is an authoritative,
comprehensive, and normative structure.

The justifying, rather than constitutive, concept of
law from G. Lamond’s standpoint (2000) leads to a more
relaxed role of restriction. For instance, Lamond sug-
gests that the law may authorize coercion by other social
institutions, rejecting the idea that coercion is simply
pragmatically necessary in the law. He points out that
other social norms may impose sanctions on legal vio-
lations (ostracism, shame, etc.) that independently rein-
force legal norms.

It is difficult to agree with Lamond’s (2000) claim
that the law can allow other coercive measures, such as
private violence, to enforce legal norms without inter-
nalizing this force. If a violation of a legal norm leads
to the permitted use of force by an organized crowd,
this group will essentially turn into a police structure,
no matter how unrealistic or strange it may appear. Sim-
ilarly, if the legal system allows but does not require the
use of coercive force to protect a lawful right, the optional
nature of that right does not negate the principal coer-
cion. In general, G. Lamond’s thesis seems convincing,
except for his attempt to deny that the law is inherently
coercive. The conclusion that coercion is related to the
law simply because the law uses its authority to justify
coercion is insufficient. Not all global legal systems claim
the right to forcibly impose their authoritarian demands.
For instance, many religious norms are considered valua-
ble precisely because a person should be willing to adopt
a certain normative direction. The Catholic Church explic-
itly states that its normative power extends to certain
parts of a person’s moral life but leaves other areas of
subjects’ lives regulated by positive law (Lamond, 2000).

However, cultural traditionalists or religious
fanatics claim that their normative systems are author-
itative, comprehensive, and fully justify violence or coer-
cion to enforce their decrees. Ultimately, the authority of
the law is used not only to justify coercion. While other
normative systems argue that the use of coercion is jus-
tified, they simply do not use or cannot effectively use
coercion to enforce that power. Therefore, it is not the
justifying link, but the coercion itself, that distinguishes
law from other normative systems. At the same time,
based on these arguments, it can be argued that coer-
cion is constitutive for law. Law cannot be reduced to
coercion, but it is coercion that turns certain rules into
legal norms (Lyons, 2010).

It appears that legal reality can be considered as
a fundamental element of the rule of law. The rule of law
state sets the rules. These norms claim to be authorita-
tive, and they represent exceptional grounds for action.
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Finally, the right is internally enforced. Without coer-
cion, the normative system cannot be differentiated or
understood.

This image of the rule of law has implications for
the reform of the current legal system. Specifically, it
excludes from the law those norms that claim legal sta-
tus, but do not have enforcement. It should be empha-
sized that a considerable part of the discussions on
this topic is limited to theoretical reflections. However,
in rare cases, a legal problem illustrates philosophical
questions quite well.

An example is the case of Western Sahara in
the International Court of Justice (Lyons, 2010), the
Court issued an advisory opinion on the predecessor of
the modern state of Algeria during the Spanish coloniza-
tion. The court ruled that organized tribes occupied the
territory and had legal ties with it through various trea-
ties. And while Judge Dillard in that case agreed that the
presence of organized tribes was sufficient to establish
that the territory was not terra nullius, it was still insuf-
ficient to determine whether the ties established by the
tribes were legal. For this, it was necessary to identify par-
ticular features that make certain connections legitimate.

Thus, Judge Dillard noted that law should exer-
cise normative power over its subjects. Moreover, this
normative power must, in some sense, be perceived
as authoritative or as a “respectable duty”. Thus, Judge
Dillard deliberately tried to distinguish legal links from
links based on ethnic, linguistic, religious, cultural, or
other factors. However, Judge Dillard’s analysis was
incomplete because it ignored the fact that laws must
be enforced, including coercively.

There is no doubt that this view represents only
some of the issues that have repeatedly arisen in the
legal world. Many international law regimes, to the
extent that they cannot be implemented, are difficult to
distinguish from rules that may be proposed by a reli-
gious institution, school, or interested group. Interna-
tional law, admittedly, qualifies as a legal regime to the
extent that the possibility of implementing the regime
of international law is ensured through the enforce-
ment mechanism of each member state (Friedman, 1973).

The question arises, what is ultimately the basis
for a theory of law, provided that it elevates coercion
to a conceptual necessity in law? The above arguments
allow providing at least two answers. The constitu-
tive theory of law creates a narrow conception of law,
which nevertheless insists on the presence of distinc-
tive features that allow a normative system to be con-
sidered law. Over the past few generations, most law-
yers have been concerned about investigating the
conditions for the truth of legal provisions. This discus-
sion mainly focused on the contradiction between the
aforementioned positivist model and Dworkin’s inter-
pretive model (2019).

However, the definition of coercion as an essen-
tial feature of law offers a new perspective on this

long-standing debate. To understand why R. Dwor-
kin’s interpretive model (2019) is so compelling, it is
important to understand its difference from the posi-
tivist model and why understanding law as coercive
can essentially show that R. Dworkin’s model is errone-
ous. Dworkin’s concept of law is primarily an integra-
tive model. Rather, according to R. Dworkin, law is con-
sidered as a special model of morality: legal morality.

The Concept of Coercion in the Context of
the Positivist Approachw

Notably, moral rules are constantly subject to verifica-
tion and justification by the principles on which they are
based. They should be considered in the context of their
application in moral conflicts to come to a correct vision
of our moral responsibilities. Similarly, legal norms come
into force through the norms embedded in legal values.
In this regard, R. Dworkin (2019) argues that the truth of
legal provisions - legal rights and obligations - is derived
from a certain type of political and moral reasoning.

Law in this sense creates rights and obliga-
tions that exist based on the political rights and mor-
als of each legal system. This basic morality includes
past court decisions, as well as other related political
values such as honesty, justice, equality, and freedom.
R. Dworkin (2019) concludes: “A principle is a principle
of law if it appears in the most well-founded theory of
law, which serves as a justification for the explicit mate-
rial and institutional norms of a given jurisdiction.”
For R. Dworkin (2000), this definition of law is critical.
A provision is a law if it is the best moral explanation
for all legal norms, decisions, and principles in the legal
system. True norms of law necessarily follow from moral
political rights and originate from them.

At first glance, the model of R. Dworkin (2000)
appears irreconcilably far from positivist. For R. Dwor-
kin (2000), the fact that legal principles are mandatory
for judges is shown in the study of the role of judicial
argumentation in resolving court cases. The positiv-
ist principle states, according to Dworkin (2000), that
legal duties exist only by virtue of recognized social
practice - the rule of recognition. No judge can imagine
that where generally accepted duties end, the law also
ends, leaving the individual the “wiggle room” and make
decisions according to their personal reasoning. Instead,
judges reason based on the principles of political moral-
ity in the law to determine legally binding rights. There-
fore, according to Dworkin (2000), law is dominated by
the principles of political morality.

However, most complex positivist models do not
deny that moral principles play a role in determining
legal rights. For instance, ]J. Raz (1979) acknowledges
that moral principles can be incorporated into the legal
system by virtue of their social origin, although it denies
that a legal norm can be valid according to its moral vir-
tue as such. If a legal rule includes a moral virtue such as
“correctness” in the terms and conditions of a contract,
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then validity concerns the raw facts, not whether the
contract is a “moral fact” that is correct as long as rele-
vant social sources declare it.

This formalistic doctrine ignores the fact that,
from any perspective, conflicting values and goals
within the law cannot be resolved by legal norms
alone. The law should supplement the legal norms with
other grounds. When this happens, judges are ordered
by the law to take part in the best moral reasoning. This
does not mean that these moral principles are part of
the law, as the law may force judges to apply reasons
that are not covered by the law. This means that, in any
positivist conception, the application of legal rights
brings law into contact with morality. Furthermore,
for J. Raz (1979), the moral benefits of preserving the
authoritative power of the law are a justification for
separating the reasoning of the courts from direct moral
reasoning. Although philosophical differences are some-
times important and often interesting, it is necessary
to emphasize how close these models become when
applied in practice (Moore, 2007).

R. Dworkin opposes the principles of positivism
because, without recognizing political moral principles
as part of the law, the rights of plaintiffs stay “outside the
court” and must be based on the discretion of the judge
(Dworkin, 2019). While the positivist model proposed
by J. Raz et al. maintains some distance from R. Dwork-
in’s model, it is a model that emphasizes the role of coer-
cion and provides a more prominent illumination of the
relevant difference (Raz, 1979). Recognizing coercion as
an integral part of law shows how recognizing that legal
principles are binding can provide a greater insight into
the model in question.

Evidently, philosophical meaningfulness is val-
uable in itself. Law is an important social institution,
and therefore there is an urgent need to clarify its spe-
cific characteristics constantly and appropriately. But
the model of law, which assumes its coercive nature, pro-
vides much more than philosophical meaning. After all,
the emphasis on the coercive force of the law focuses
attention on the problem of analytical legal science regard-
ing what is law. Coercion can be defined as a concept that
involves engaging a person’s moral abilities in various
ways. Even if it is assumed that the right is or is not inter-
nally coercive, there is no doubt that coercion requires
justification of the coercive act itself (Lamond, 2000).

Justification of the coercive nature of law is now
considered the fundamental motivation of the philos-
ophy of law. Since the purpose of coercion is a certain
limitation of a person’s choice or freedom of action, it
often, at first glance, looks like evil. Thus, coercion, as
an inalienable property of law, imposes on the law the
corresponding moral burden of justification, which dif-
fers from the burden of justification that falls on other
normative systems.

The law must be justified in a way that other norma-
tive systems cannot be justified. Restrictions imposed by
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law are imposed on all members of society, who may have
different ideas about the fundamental legal princi-
ples. Finally, the moral requirement to justify the coer-
cive nature of law within the rule of law justifies the law
itself, which is associated with the need to justify a com-
plete political theory. That is, when coercion is embedded
in the very nature of law, so is the need for justification.

The coercive nature of law differs from other rela-
tionships that can bind or constrain human action - e.g,,
personal and social relationships - law must be uniquely
justified. Therefore, the understanding of law as coercive
shows that these important restrictions on grounds that
justify legal force can be embedded in the very nature of
law. This is not a trivial suggestion to imagine that a legal
system by its very nature must meet certain grounds to
be justified. Coercion may be used, may even be nec-
essary, as an instrument of justice to secure the wid-
est mutual liberty for all. By bringing coercion to the
forefront of the modern concept of law, researchers are
factually emphasizing the dangerous power of law. In
practice, law claims to be the highest normative system
in society. This requirement must be thoroughly inves-
tigated and given the binding nature of the law, requires
constant justification.

Professor V. Gutsulyak (2008) argues that coer-
cion can be legal and illegal. The latter can develop into
despotism of state bodies, which puts the individual in
an unprotected state. Such coercion is largely based on
such negative phenomena as abuse of power, incompe-
tence of the state apparatus, corruption, etc. Such coer-
cion is particularly inherent in states with undemocratic
political regimes.

According to U. Chetrus (2007), it is important
to note that coercion, which is regulated by convention,
civil, criminal, etc., should not reflect the interests of the
party or become an instrument of the ruling party. It is
known that the laws adopted in the parliament in the
absence of opposition acquire the political nature of the
party with the parliamentary majority.

It is considered that the legal regulation of coer-
cion requires maximum thoroughness, even in demo-
cratic countries. Legal coercion is a form and measure
that is strictly and specifically defined by legal norms
and that is applied according to procedural norms in the
form of particular measures. In this respect, it is impor-
tant that the lawfulness, reasonableness, and fairness
of legal coercion can be tested and challenged in court.

American researcher R. Hughes (2013) believes
that the degree of legality of coercion is determined
by the degree of its compliance with the fundamental
principles of the legal system; it is single and common
throughout the entire territory of the state; its content,
limits, and conditions of application are regulated by the
law; acts through the mechanism of mutual rights and
obligations of the entity that applies coercion and the
entity that bears it; it has developed procedural forms.
The legal nature of coercion is closely linked to the
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system of principles underlying it, which are considered
a guarantee of the application of fair and just coercion.
Restriction is considered as a system of interde-
pendent elements, the meeting of which is vital for its
existence. Several scientists have discussed the struc-
ture of the restriction. For instance, W. Morris (2012)
believes that the constituent elements of the structure of
restriction are the subject of restriction, the implemen-
tation of restriction as a state, the process of subordina-
tion to the will of the restricted, the object of restriction.
According to the researcher T. Honoré (1990),
these elements form a narrower system than state coer-
cion - this concerns the legal relations of applying coer-
cive measures. In the structure of legal relations, such
elements as the subject of coercion, the object of coer-
cion, and the process of its implementation can be distin-
guished. In this regard, the author believes that the defi-
nition of the structure of coercion (internal organization)
is possible only if all the necessary and mandatory ele-
ments are highlighted in its system, without which state
coercion cannot exist. Thus, according to the researcher,
coercion has the following structure: norms of legal reg-
ulation that establish the legal obligations of subjects of
law; norms of law protection that govern the procedure
for applying state coercion to ensure the performance
of obligations; legal fact - the real basis for the use of
coercion; legal relations of the application (implementa-
tion) of coercion; the result of the use of state coercion.
U. Chetrus (2007) argues that state coercion
is a legal relationship of a protective nature. It arises
between the state and an individual when the latter com-
mits an illegal act, in other words, any violation of a legal
norm can give rise to a coercive relationship that is estab-
lished between the state and the author of such a violation.
In this regard, D. Cornean (1999) notes that the
force of law is materialized in public life through com-
pulsory legal relations, which are understood as a set
of rights and obligations of substantive or procedural
law that arise as a result of committing an illegal act
(non-compliance with the model prescribed by the norm)
and through which the application of legal sanctions is
achieved. According to researcher D.K. Simes (1980-
1981), coercion involves a relationship where the man-
aging entity - the competent authority for the protection
of legal norms or a public official - applies coercive meas-
ures to the entity obliged to carry out and implement
these measures, i.e.,, a managed entity. The importance of
investigating state coercion as a legal relationship lies in
the fact that it allows studying the grounds for the emer-
gence of these legal relations, i.e., the legal facts underly-
ing them are especially important for the legality of coer-
cion. Summarizing the above, it should be emphasized
that the legal coercion applied by the state should make
provision for proportional measures and sanctions in
such a way as, on the one hand, to create the necessary
inhibitory factors in the minds of those who try to break
the law. On the other hand, it is coercion that should

increase the sense of security in others, instilling in them
the belief that the law, the state protects them, and that
they should not resort to non-state, unofficial means to
take the law into their own hands. It is essential that
coercion be not used to violate the rights and freedoms
of an individual or to cause physical or mental suffer-
ing. Only in such a situation will legal coercion contrib-
ute to the development of an ethical attitude of citizens,
increase their psychological readiness for legal respect.

Conclusions

It can be argued that as a result of this study, the set
purpose was fulfilled: the content of the problems of
legal coercion described in the literature was covered,
the possibilities of its influence on those legal relations
that are established in society were revealed, and certain
prospects for the further doctrinal development of this
concept were highlighted.

Therefore, the following grounds are necessary
for the use of coercion:

- the legal basis makes provision for the existence
of legal norms that prescribe the possibility of applying
coercion to certain subjects in particular cases;

- the factual basis makes provision for the occur-
rence of a legal event prescribed by the law - an event
or action that gave rise to legal relations.

- the formal basis is the issuance by a state body of
an act on the application of the law, which makes pro-
vision for the application of a restriction to a particular
subject. In other words, coercion as a physical action is
applied by special state bodies based on a court decision
or an administrative act. In the absence of such actions,
coercion cannot be applied.

Thus, coercive legal relations are power relations,
bilateral, one of the parties of which is necessarily a state
body, a representative of the state. The other party of the
legal relations can be any subject to which the power of
the state extends. In summary, the legal coercion used by
the state should make provision for proportionate meas-
ures and sanctions in such a way as to create the neces-
sary inhibitory factors in the minds of those who attempt
to break the law. It also reinforces others’ sense of secu-
rity by convincing them that the state and the law pro-
tect them and that they should not resort to unofficial,
non-state means to take the law into their own hands.

Legal coercion must be limited to norms
and principles, the Universal Declaration of Human
Rights, the European Convention on the Protec-
tion of Human Rights and Fundamental Freedoms,
their Protocols, and other international regulations.

It is crucial that coercion be not used to vio-
late the rights and freedoms of citizens or to cause
physical or mental suffering. The authors of this
study believe that only in such a situation will legal
coercion contribute to the development of a proper
legal culture of citizens, increase their legal aware-
ness in modern conditions of social transformation.
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HopMaTuBHe 3aKpinieHHs NnpuMycy
fIK MpeporaTuBa BepXoBeHCTBa NpaBa:
niTepatypHumn ornqaa

Oner TeHace

AcnipaHT

MbKHapOOHWMM BiITbHUM YHIBepCcUTET MoNOoBMU
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AHoTauia

[IpaBo Ha mpUMycC i MOXUIMBICTD HOro 3acTOCYyBaHHS € HEBiJJ€MHUM aTpUOyTOM Jiep:kaBH, ii oprais, 110
MiATBep/PKY€E MOHOIIOJIIO Jlep>KaBy Ha NpUMyc. HesasexHo BiJf TOro, Y4 NPUNMCH NPAaBOBUX HOPM BUKOHAHO
Jl0GPOBIJIbHO, TPUMYCOBICTb 3a/IMIIAETHCS HEBIL' EMHOIO 03HAKOIO iX peaJiizaniii. [[paBoBUil MpUMyC HEPO3PUBHO
MOB’sI3aHUI 3 BEPXOBEHCTBOM IpaBa Ta NpaBaMM JJUHU. Oco6/IMBO Ilell 3B'I30K BiJ4yBaeTbCs B KpaiHax
lenTpasbHoi Ta CxifHOl €BponM, fAKi NOPIBHAHO HEAABHO 3BIIBHWIWCA Bif TOTaliTapusMy, AUKTATypHU
ifleo/IoTIYHHUX HOpPM, JOMIHYBaHHS Ta PO3MNOBCIO/PKEHHS NPUMYyCy. MeTO0 AOCHIpKEeHHH, pe3yJbTaTH SKOIo
HaBeJleHO B L{iH CTATTi, € PO3KPUTTS Ha TEOPEeTUYHOMY PiBHI CyTi NpaBOBOro NPpHUMYCY, aHaJli3 Ta y3araJbHeHHS
HAYKOBUX MO3ULIH YYE€HUX, SIKi BKe BUCJIOBJIIOBAJIKUCS 3 LIbOT'O IPUBOAY. Y 1OCIiPKEHHI BUKOPHUCTAHO MPUPOJHO-
MpaBOBUM MizxXiJ| i HU3KY MeTO/iB, CIPSIMOBAHUX HAa CUCTEMHUM | 3MiCTOBUI aHa/Ii3 Tp06JIeMaTHKU JeP>KaBHOTO
MPUMYCY, HAUBOKJIUBILIMMH Cepell AKUX € JIOTIYHUH, JjlaJIeKTUYHUH, ICTOPUYHUM Ta IHTerpaTUBHUN MeTOAU. Y
pe3yJIbTaTi JoCi/PKeHHS] BCTAHOBJIEHO, L0 IPABOBUH IPUMYC, SIKUM 3aCTOCOBYE JlepKaBa, IOBUHEH NlepebadaTu
MPOMOPLiiHI 3aX0/IU Ta CAHKIi TAKUM YHHOM, 1106, 3 0/JHOT'0 OOKY, CTBOPIOBATH HEeOOXiZiHi rasibMiBHI YNHHUKU
y CBiJJIOMOCTI THX, XTO HaMaraTHMeTbCsd NOPYLUIUTH 3aKOH, 3 IHIIOrO — caMe NPUMYC NOBHHEH IOCUIHBATH
BiI4yTTs Ge3MeKH B iHIIUX, BCEJISIOUM TepEKOHAHHS, 110 Jiep’kaBa 3axUILaE IX, 1 1[0 HeMa€e CeHCY BJjaBaTHUCH [0
HeJlep>KaBHUX, HeodiniHUX 3ac06iB, HAMaraloYMCch MaHiIMyJII0BaTH MOJIOXKEHHSIMH 3aKOHY. HaykoBa 3Ha4yI1icTh
JOCJIIPKEHH NI0JIATAE B TOMY, L0 Lie OJHe 3 NepIIUX JOC/Ii[KeHb, IPUCBAYEHUX NUTAHHIO IPAaBOBOI0 NIPUMYCY
MOJIITUKO-TIPABOBUX peaslifx. Y NPpaKTUYHOMY 3HAa4eHHI pe3y/IbTaTU NPOBeLEeHOro JOCIiPKEHHA MOXYTb MaTH
3Ha4YeHHs [/ BJOCKOHAJIEHHS [IPAaBOBOI0 PEryJII0OBaHHA 3 aKLleHTOM Ha NPUMYC, 30KpeMa B pasi NpUHHATTA
HOpPM KpUMIiHa/JILHOTO IIpaBa

Kniouosi cnosa:
JeprKaBa; IpaBoBJIaJJd; 3aKOH; HOPMaTUBHICTb; MOPaJIbHICThb; FOCHATYpasli3M; CTPUMYBaHHA CUJIO
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